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Federal Efforts to Secure U.S.-Bound Air
Cargo Are in the Early Stages and Could
Be Strengthened

What GAO Found

Within DHS, the Transportation Security Administration (TSA) and U.S.
Customs and Border Protection (CBP) have taken a number of actions
designed to secure inbound air cargo, but these efforts are still largely in the
early stages and could be strengthened. For instance, TSA completed a risk-
based strategic plan to address domestic air cargo security, but has not
developed a similar strategy for addressing inbound air cargo security,
including how best to partner with CBP and international air cargo
stakeholders. In addition, while TSA has identified the primary threats to
inbound air cargo, it has not yet assessed inbound air cargo vulnerabilities
and critical assets. Moreover, TSA’s air cargo security rule incorporated a
number of provisions aimed at enhancing the security of inbound air cargo.
This final rule also acknowledges that TSA amended its security directives
and programs to triple the percentage of cargo inspected on domestic and
foreign passenger aircraft. However, TSA continues to exempt certain types
of inbound air cargo transported on passenger air carriers from inspection.
Further, TSA inspects domestic and foreign passenger air carriers with
service to the United States to assess whether they are complying with air
cargo security requirements, but currently does not conduct compliance
inspections of all air carriers transporting inbound air cargo. Moreover, TSA
has not developed performance goals and measures to determine to what
extent air carriers are complying with security requirements. In addition,
CBP recently began targeting inbound air cargo transported on passenger
and all-cargo aircraft that may pose a security risk and inspecting such cargo
once it arrives in the United States. TSA and CBP, however, do not have a
systematic process in place to share information that could be used to
strengthen the department’s efforts in securing inbound air cargo, such as
the results of TSA air carrier compliance inspections and foreign airport
assessments.

The air cargo industry and foreign governments have implemented various
security practices that could provide opportunities for strengthening DHS’s
overall air cargo security program. TSA officials acknowledged that
compiling and analyzing security practices implemented by foreign air cargo
stakeholders and foreign governments may provide opportunities to enhance
U.S. air cargo security, and have begun an initial review of practices in select
foreign countries. TSA has also begun working with foreign governments to
coordinate security practices to enhance security and improve oversight,
referred to as harmonization, but these efforts may be challenging to
implement. For example, some foreign countries do not share the United
States’ view regarding air cargo security threats and risks, which may make
the harmonization of air cargo security practices difficult to achieve.
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Recent instances of human stowaways hiding in cargo holds on
international flights bound for the United States, and cargo smuggling and
theft at foreign cargo facilities, have heightened concern over the security
of air cargo by revealing vulnerabilities that could be exploited by
terrorists. According to Department of Homeland Security (DHS) officials
and air cargo industry stakeholders, terrorists could exploit such
vulnerabilities to introduce an explosive device in cargo transported
onboard a passenger aircraft, hijack an all-cargo aircraft and use it as a
missile, or smuggle a weapon of mass destruction (WMD) in cargo
transported on either type of aircraft.' While DHS reports that it has no
specific intelligence indicating terrorist plans to exploit air cargo
vulnerabilities, DHS’s National Strategy for Transportation Security
identifies cargo aircraft operations and high-volume cargo facilities as
aviation assets at significant risk of terrorist attack.”

In response to the terrorist attacks of September 11, 2001, the Aviation and
Transportation Security Act was enacted in November 2001, which created
the Transportation Security Administration (TSA) and required it to
provide for the screening of all passengers and property, including cargo,
U.S. mail, and carry-on and checked baggage that is transported onboard
passenger aircraft.’ It also required that a system be put into place as soon
as practicable to screen, inspect, or otherwise ensure the security of cargo

A weapon of mass destruction could include nuclear, biological, chemical, or radiological
devices. For the purposes of this report, the term “weapon of mass destruction” also
encompasses weapons of mass effect or scenarios that could result in a great loss of life
and destruction.

’DHS and Department of Transportation, National Strategy for Transportation Security,
2005. Other aviation assets identified as being at significant risk of terrorist attack include
passenger aircraft operations, major and midsized airport facilities, general aviation
aircraft operations and airports/airfields near major urban areas, and critical national
airspace system infrastructure. DHS is required to update its National Strategy for
Transportation Security, and planned to update it for submission to Congress by the end of
2006, and every 2 years thereafter. However as of February 2007 it had not been updated.

®Aviation and Transportation Security Act, Pub. L. No. 107-71, 115 Stat. 597 (2001). See 49
U.S.C. §§ 114(a), 44901(a).
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transported on all-cargo aircraft.' The act applies to air cargo transported
into the United States from foreign countries onboard passenger and all-
cargo aircraft, as well as cargo transported domestically and out of the
United States to a foreign location on these aircraft.

Within DHS, two agencies have responsibilities related to the security of
air cargo bound for the United States from a foreign country, referred to as
inbound air cargo.” TSA has primary responsibility for securing U.S.-bound
flights from destruction or hijacking, and as a result, is primarily
concerned with preventing the illicit loading of explosives or stowaways
onto aircraft prior to departure for the United States. TSA enforces
statutory and regulatory requirements on passenger and all-cargo air
carriers to secure air cargo bound for the United States. Both domestic air
carriers and foreign air carriers with service to the United States are
responsible for implementing security requirements, such as inspecting a
portion of air cargo transported to the United States, in accordance with
the applicable laws, TSA regulations, security directives, emergency
amendments, and security programs. DHS’s U.S. Customs and Border
Protection (CBP) has primary responsibility for preventing terrorists and
implements of terrorism from entering the United States. Specifically, CBP
screens and inspects international air cargo upon its arrival in the United
States to ensure that cargo entering the country complies with applicable
laws and does not pose a security risk.® CBP’s efforts include analyzing

“The terms “inspecting” and “screening” have been used interchangeably by TSA to denote
some level of examination of a person or good, which can entail a number of different
actions, including manual physical inspections to ensure that cargo does not contain
weapons, explosives, or stowaways, or inspections using nonintrusive technologies that do
not require the cargo to be opened in order to be inspected. For the purposes of this report,
the term “screening” is used when referring to TSA or CBP efforts to apply a filter to
analyze cargo related information to identify cargo shipment characteristics or anomalies
for security risks. Moreover, for the purposes of this report, we use the term “inspection” to
refer only to air carrier, TSA, or CBP efforts to examine air cargo through physical searches
and the use of nonintrusive technologies.

5Cargo transported by air within the United States is referred to as domestic air cargo, and
cargo transported by air from the United States to a foreign location is referred to as
outbound air cargo.

SCBP aids in the enforcement of law and regulations of non-DHS agencies. For example,
CBP regulates the entry of sugar into the United States. (see 7 U.S.C. §§ 3601-04, pertaining
to the U.S. Department of Agriculture), assists in the enforcement of the Bank Secrecy Act
(see 12 U.S.C. §§ 1951-59, pertaining to the U.S. Department of the Treasury), and aids in
the enforcement of regulations related to safety standards for the transportation of
hazardous materials (see 49 U.S.C. §§ 5101-28, pertaining to the U.S. Department of
Transportation).
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information on cargo shipments to identify high-risk air cargo arriving in
the United States that may contain terrorists or weapons of mass
destruction, commonly known as targeting, and physically inspecting this
cargo upon its arrival.” According to DHS and industry estimates, only a
small percentage of the air cargo that is bound for the United States from a
foreign country is inspected by passenger and all-cargo air carriers prior to
an aircraft’s departure for the United States, and a very small percentage
of international air cargo is inspected by CBP officers upon its arrival in
the United States.® Congress has allocated at least $255 million from fiscal
years 2005 through 2007 for the purpose of enhancing the security of air
cargo, through such actions as the development and testing of new and
existing inspection technologies. Further, several laws have required TSA
to take additional steps to secure domestic, outbound, and inbound air
cargo. For example, the Department of Homeland Security Appropriations
Act of 2005 required the Secretary to amend security directives and
programs to, at a minimum, triple the percentage of cargo inspected on
passenger aircraft.’ In addition, the Intelligence Reform and Terrorism
Prevention Act of 2004 required, among other things, that TSA develop
technology to better identify, track, and screen air cargo, and issue a final
rule to enhance and improve the security of air cargo transported on both
passenger and all-cargo aircraft."

In October 2005, we reported on TSA’s efforts to secure domestic air
cargo, or cargo transported on passenger and all-cargo aircraft within the
United States." We reported that while TSA had taken a number of actions
intended to strengthen air cargo security, such as establishing a
centralized database on people and businesses that routinely ship air
cargo within the United States, and implementing requirements for the
random inspection of air cargo, factors existed that potentially limited
their effectiveness. For example, TSA exempted certain types of air cargo
from inspection, potentially creating security weaknesses. We also

"In this report, the term “targeting” refers to the use of information obtained from the
screening process to identify high-risk air cargo shipments for inspection.

’DHS determined that the exact percentage of air cargo physically screened or inspected is
Sensitive Security Information.

’See Pub. L. No. 108-334, § 513, 118 Stat. 1298, 1317 (2004).
"See Pub. L. No. 108-458, §§ 4051-54, 118 Stat. 3638, 3728-29 (2004).

"GAO, Aviation Security: Federal Action Needed to Strengthen Domestic Air Cargo
Security, GAO-06-76 (Washington, D.C.: October 2005).
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reported that TSA’s plans for enhancing air cargo security posed financial,
operational and technological challenges to both the agency and to air
cargo industry stakeholders. In addition, we reported that while TSA had
taken initial steps toward applying a risk-based approach to address air
cargo security, it had not yet established a methodology and schedule for
completing assessments of air cargo vulnerabilities and critical assets.
Moreover, we reported on the potential challenges the agency and air
cargo industry stakeholders may face in implementing measures to
strengthen air cargo security. We made several recommendations to assist
TSA in developing a comprehensive risk-based approach for securing the
domestic air cargo transportation system. TSA agreed with our
recommendations and informed us that it is taking steps to address some
of these recommendations. For example, in October 2006, TSA revised
some of the inspection exemptions for domestic and outbound air cargo
transported on passenger air carriers, consistent with our
recommendation. TSA also issued an air cargo security rule in May 2006
that included a number of provisions aimed at enhancing the security of
inbound air cargo.

This report provides the results of our examination of the efforts of DHS,
through TSA and CBP, to secure inbound air cargo, and represents the
second phase of our congressionally requested work addressing air cargo
security.” To help Congress evaluate the status of DHS's efforts to secure
inbound air cargo, we answered the following questions: (1) Within DHS,
what actions have TSA and CBP taken to secure inbound air cargo, and
how, if at all, could these efforts be strengthened? (2) What practices have
the air cargo industry and select foreign governments adopted that could
potentially be used to enhance TSA’s efforts to strengthen inbound air
cargo security, and to what extent have TSA and CBP worked with foreign
governments to enhance their air cargo security efforts?

To determine what actions DHS, through TSA and CBP, has taken to
secure inbound air cargo, and how, if at all, these efforts could be
strengthened, we reviewed relevant documents such as TSA’s air cargo
strategic plan, air carrier security programs, and related TSA guidance to

2The security of cargo transported from the United States to other countries, referred to as
outbound air cargo, is subject to similar security requirements and procedures that apply to
domestic air cargo. Because these security measures were addressed in our October 2005
report (GAO-06-76), they are not included in this report except in our discussion of how
foreign air cargo security measures could be considered for strengthening domestic air
cargo.
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determine the requirements placed on air carriers for ensuring inbound air
cargo security.” We interviewed officials from DHS, TSA, and CBP
regarding their efforts to develop a strategy for securing inbound air cargo
and conduct assessments of the vulnerabilities and critical assets
associated with this area of aviation security and compared these efforts
with GAO’s risk management framework. In addition, we interviewed TSA
and CBP officials to obtain information on their current and planned
efforts to secure inbound air cargo. We also reviewed the results of TSA’s
compliance inspections to determine the agency’s progress in evaluating
air carriers’ compliance with air cargo security requirements, and we
reviewed the results of foreign airport assessments to identify any
deficiencies found related to international air cargo standards. We
discussed the reliability of TSA’s compliance inspection data for the
period July 2003 to February 2006 with TSA officials and concluded that
they were sufficiently reliable for the purposes of this review. We
conducted site visits to three U.S. airports, which collectively receive
about 50 percent of the total amount of air cargo transported into the
United States, to observe inbound air cargo security operations and CBP
efforts to inspect inbound air cargo. We selected these airports based on
several factors, including airport size, the volume of air cargo transported
to these airports from foreign locations, and geographical dispersion.
Because we selected a nonprobability sample of airports, the results from
these visits cannot be generalized to other U.S. airports. Further, we
conducted site visits to seven countries in Europe and Asia to observe air
cargo security processes and technologies, observe air cargo facilities, and
obtain information on air cargo security practices implemented by foreign
governments and industry stakeholders to identify those practices that
could potentially enhance the department’s efforts to secure air cargo."
We selected these countries based on several factors, including TSA threat
rankings, airports located within these countries that process high
volumes of air cargo, and discussions with U.S. and foreign government
officials and air cargo industry representatives regarding air cargo security
practices that may have application to TSA’s efforts to secure air cargo.
Moreover, we observed air cargo security practices at 8 foreign airports,

4 of which rank among the world’s 10 busiest cargo airports in terms of

“Air carriers” refers to both foreign and U.S.-based passenger air carriers whose aircraft
have been configured to accommodate both passengers and cargo, and all-cargo carriers
whose aircraft transport only cargo.

14 . . . . .
For the purposes of this report, the term “air cargo security practices” collectively refers
to requirements, standards, processes, and measures aimed at securing air cargo.
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Results in Brief

volumes of cargo transported. We also obtained information on the air
cargo security requirements implemented by 10 additional foreign
countries from foreign government officials and publicly available
documents. We selected these countries based on geographical dispersion
as well as additional stakeholder input on countries implementing air
cargo security practices that differ from those in the United States. To
obtain information on air cargo industry and foreign government actions
to secure air cargo, and TSA’s and CBP’s efforts to coordinate their
security practices to enhance security and increase efficiency, referred to
as harmonization, we interviewed foreign and domestic air carrier
(passenger and all-cargo) officials from those air carriers that transport
the largest volume of air cargo. Specifically, we spoke with officials
representing 7 of the top 10 air cargo carriers based on volume of cargo
transported. We also interviewed representatives of foreign freight
forwarders foreign and domestic airport authorities, air cargo industry
associations, and U.S. and foreign governments."” More detailed
information on our scope and methodology is contained in appendix I.

We conducted our work from October 2005 through February 2007 in
accordance with generally accepted government auditing standards.

The two DHS components with responsibilities related to air cargo
security, TSA and CBP, have taken initial steps to enhance the security of
inbound air cargo. However, the agencies are only beginning to implement
inbound air cargo security programs,and opportunities exist to strengthen
these efforts. TSA and CBP have taken some preliminary steps to use risk
management principles to guide their investment decisions related to
inbound air cargo, as advocated by DHS, but most of these efforts are in
the planning stages. For instance, TSA completed a risk-based strategic
plan to address domestic air cargo security, but has not developed a
similar strategy for addressing inbound air cargo security, including how
best to partner with CBP and international air cargo stakeholders. Further,
TSA has identified the primary threats associated with inbound air cargo,
but has not yet assessed which areas of inbound air cargo are most
vulnerable to attack and which inbound air cargo assets are deemed most
critical to protect. TSA plans to assess inbound air cargo vulnerabilities
and critical assets—two crucial elements of a risk-based management

A freight forwarder is an entity that consolidates air cargo shipments and delivers them to
air carriers.
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approach—but has not yet established a methodology or time frame for
how and when these assessments will be completed. Without such
assessments, TSA may not be able to appropriately focus its resources on
the most critical security needs.

Another action TSA has taken is the issuance of its May 2006 air cargo
security rule, which includes a number of provisions aimed at enhancing
the security of inbound air cargo. For example, the final rule
acknowledges that TSA amended its security directives and programs to
triple the percentage of cargo inspected on domestic and foreign
passenger aircraft. To implement the requirements contained in the air
cargo security rule, TSA drafted revisions to its existing security programs
for domestic and foreign passenger air carriers and created new security
programs for domestic and foreign all-cargo carriers. However, TSA
requirements continue to allow inspection exemptions for certain types of
inbound air cargo transported on passenger air carriers." This risk is
further heightened because TSA has limited information on the
background and security risk posed by foreign shippers whose cargo may
fall within these exemptions. TSA officials stated that the agency is
holding discussions with industry stakeholders to determine whether
additional revisions to current air cargo inspection exemptions are
needed. TSA also inspects domestic and foreign passenger air carriers
with service to the United States to assess whether the air carriers are
complying with air cargo security requirements, such as inspecting a
certain percentage of air cargo. TSA, however, does not currently inspect
all air carriers transporting cargo into the United States. While TSA’s
compliance inspections provide useful information, the agency has not
developed an inspection plan that includes performance goals and
measures to determine to what extent air carriers are complying with
security requirements.

In addition, while CBP was previously targeting inbound air cargo on
passenger and all-cargo aircraft for illicit items such as drugs and
contraband, CBP has only recently begun targeting inbound air cargo
transported on passenger and all-cargo aircraft that may pose a security
risk and inspecting such cargo once it arrives in the United States. Further,
TSA and CBP have taken steps to coordinate their efforts to safeguard air

®DHS determined that details on the types of inbound air cargo transported on passenger
and all-cargo aircraft exempt from TSA inspection requirements are considered Sensitive
Security Information. A description of these exemptions is provided in the restricted
version of this report, GAO-07-337SU.
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cargo transported into the United States to include sharing information on
TSA’s technology development programs, among other efforts. However,
TSA and CBP do not have a systematic process in place to share
information that could be used to strengthen their efforts, such as the
results of TSA air carrier compliance inspections, assessments of foreign
airports, and air carrier inspections of inbound air cargo. Without a
systematic process to share relevant air cargo security information, TSA
and CBP could be missing opportunities to more effectively secure
inbound air cargo.

Foreign governments that regulate airports with high volumes of cargo,
and domestic and foreign air carriers that transport large volumes of
cargo, employ various air cargo security practices that might have the
potential to strengthen TSA’s efforts to secure inbound air cargo. Some of
these practices may also help strengthen the security of domestic air
cargo. We identified four categories of security practices required or
employed by foreign governments and foreign air carriers, as well as
domestic air carriers implementing practices required by host
governments, that are currently not used in the United States. TSA officials
acknowledged that the agency has not systematically analyzed these
foreign practices to determine whether they would help strengthen the
domestic and U.S.-bound air cargo supply chains or the costs associated
with implementing such practices. For example, air carriers in some
foreign counties inspect air cargo for potential WMDs prior to its loading
on a U.S.-bound flight, which neither TSA nor CBP requires."” TSA officials
acknowledged that compiling and analyzing information on air cargo
security practices implemented by foreign air carriers and foreign
governments may provide opportunities to enhance the department’s air
cargo security program, and they have begun an initial review of practices
in select countries. However, officials also cited challenges to applying
these practices in the United States and the inbound air cargo supply
chain. For example, TSA officials stated that increasing the percentage of
cargo inspections and utilizing various inspection technologies may not be
applicable to the United States because the volume of air cargo processed
in the United States is much larger than in most countries. While we
recognize that differences in cargo volumes and inspection capabilities
exist and could affect the feasibility and cost of implementing certain

"DHS determined that other examples of air carriers’ efforts to secure air cargo are
Sensitive Security Information. Information on these examples is provided in the restricted
version of this report, GAO-07-337SU.
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practices to secure domestic and inbound air cargo, we believe that
systematically identifying and evaluating the feasibility and costs
associated with promising foreign air cargo security practices has the
potential to benefit TSA’s efforts to secure domestic and inbound air
cargo. TSA has also begun working with foreign governments to
coordinate their security practices to enhance security and increase
efficiency, referred to as harmonization. For example, TSA officials
worked with foreign governments to develop internationally agreed upon
standards for securing air cargo. However, challenges to harmonizing
security practices may limit the effectiveness of these efforts. For
instance, some countries may be hesitant to expend additional resources
that may be necessary to implement common security standards that
exceed their current security requirements. In addition, some foreign
governments may have different views than TSA regarding the threats and
risks associated with air cargo and where their resources should be
directed.

To better ensure the security of inbound air cargo, we are recommending
that DHS direct TSA and CBP to take several actions. These include more
fully developing a risk-based strategy to address inbound air cargo
security, including establishing goals and objectives for securing inbound
air cargo and establishing a methodology and time frames for completing
assessments of inbound air cargo vulnerabilities and critical assets that
can be used to help prioritize the actions necessary to enhance security;
establishing a time frame for completing an assessment of whether
existing inspection exemptions for inbound air cargo pose an
unacceptable security vulnerability, and taking steps, if necessary, to
address identified vulnerabilities; developing performance goals and
measures to evaluate foreign and domestic air carrier compliance with
inbound air cargo security requirements; developing a systematic process
for ensuring communication between TSA and CBP regarding their efforts
to secure inbound air cargo; and compiling and analyzing information on
air cargo security practices implemented by domestic and foreign air cargo
industry stakeholders and foreign governments to identify those that could
be used to strengthen DHS’s overall air cargo security program.

We provided a draft of this report to DHS for review. DHS, in its written
comments, generally concurred with the report and recommendations.
However, we have concerns that the actions DHS intends to take may not
fully address our recommendations. The full text of DHS’s comments is
included in appendix VIII.
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Background

The transportation of air cargo between global trading partners provides
the world economy with critical goods and components. Air cargo valued
at almost $400 billion entered the United States in fiscal year 2004.
According to TSA, approximately 200 U.S. and foreign air carriers
currently transport cargo into the United States from foreign countries.
During calendar year 2005, almost 9.4 billion pounds of cargo was shipped
by air into the United States. About 40 percent of this amount, or 4 billion
pounds, traveled onboard passenger aircraft. Typically, about one-half of
the hulls of each passenger aircraft transporting cargo are filled with
cargo.

Air cargo includes freight and express packages that range in size from
small to very large, and in type from perishables to machinery, and can
include items such as electronic equipment, automobile parts, clothing,
medical supplies, other dry goods, fresh cut flowers, fresh seafood, fresh
produce, tropical fish, and human remains. Cargo can be shipped in
various forms, including large containers known as unit loading devices
that allow many packages to be consolidated into one container that can
be loaded on an aircraft, wooden crates, assembled pallets, or individually
wrapped/boxed pieces, known as break bulk cargo.

Participants in the international air cargo shipping process include
shippers, such as individuals and manufacturers; freight forwarders or
regulated agents, who consolidate shipments and deliver them to air
carriers; air cargo handling agents, who process and load cargo onto
aircraft on behalf of air carriers; and passenger and all-cargo carriers that
store, load, and transport air cargo." International air cargo may have been
transported via ship, train, or truck prior to its loading onboard an aircraft.
Shippers typically send cargo by air in one of two ways. Figure 1 depicts
the two primary ways in which a shipper may send cargo by air to the
United States.

"*The International Civil Aviation Organization defines a regulated agent as an agent, freight
forwarder, or any other entity that conducts business with an aircraft operator and
provides security controls that are accepted or required by the appropriate government
authority with respect to cargo or mail.
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Figure 1: Flow of Air Cargo Transported to the United States
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Consolidation facility

At a consolidation facility,
air cargo is sorted and
loaded onto trucks that

take the cargo to an air
carrier’'s sorting center or,
depending on its size, to
the small-package receiving
area at an air carrier's

ticket counter.

' SOUTH AMERIC
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Cargo Transported To U.S.

Cargo arrives in the U.S. and
gets unloaded from aircraft
and may be inspected before
it is permitted to be delivered
to its recipient.

Source: GAO (analysis); MapArt (map); ArtExplosion and GAO (art).

A shipper may take its packages to a freight forwarder, or regulated agent,
which consolidates cargo from many shippers and delivers it to air
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carriers. The freight forwarder usually has cargo facilities at or near
airports and uses trucks to deliver bulk freight to air carriers—either to a
cargo facility or to a small-package receiving area at the ticket counter. A
shipper may also send freight by directly packaging and delivering it to an
air carrier’s ticket counter or sorting center where either the air carrier or
a cargo handling agent will sort and load cargo onto the aircraft. The
shipper may also have cargo picked up and delivered by an all-cargo
carrier, or choose to take cargo directly to a carriers’ retail facility for
delivery. As noted in figure 1, the inspections of air cargo can take place at
several different points throughout the supply chain. For example,
inspections can take place at freight forwarders or regulated agent’s
consolidation facility, or at the air carrier’s sorting center.

TSA and CBP
Responsibilities for
Ensuring the Security of
Inbound Air Cargo

TSA’s Responsibilities Related
to Securing Inbound Air Cargo

The Aviation and Transportation Security Act (ATSA) charged TSA with
the responsibility for ensuring the security of the nation’s transportation
systems, including the transportation of cargo by air into the United
States." In fulfilling this responsibility, TSA (1) enforces security
requirements established by law and implemented through regulations,
security directives, TSA-approved security programs, and emergency
amendments, covering domestic and foreign passenger and all-cargo
carriers that transport cargo into the United States; (2) conducts
inspections to assess air carriers’ compliance with established
requirements and procedures; (3) conducts assessments at foreign airports
to assess compliance with international aviation security standards,

YOther federal entities involved in securing or safeguarding air cargo include the
Department of Homeland Security-U.S. Customs and Border Protection, the United States
Postal Service, the Department of Commerce, the Department of Transportation, and the
Department of the Treasury.
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including those related to air cargo; and (4) conducts research and
development of air cargo security technologies.”

Air carriers (passenger and all-cargo) are responsible for implementing
TSA security requirements, predominantly through a TSA-approved
security program that describes the security policies, procedures, and
systems the air carrier will implement and maintain in order to comply
with TSA security requirements.” These requirements include measures
related to the acceptance, handling, and inspection of cargo; training of
employees in security and cargo inspection procedures; testing employee
proficiency in cargo inspection; and access to cargo areas and aircraft. If
threat information or events indicate that additional security measures are
needed to secure the aviation sector, TSA may issue revised or new
security requirements in the form of security directives or emergency
amendments applicable to domestic or foreign air carriers. The air carriers
must implement the requirements set forth in the security directives or
emergency amendments in addition to those requirements already
imposed and enforced by TSA.

Under TSA regulations, the responsibility for inspecting air cargo is
assigned to air carriers. TSA requirements, described in air carrier security
programs, security directives, and emergency amendments, allow air
carriers to use several methods and technologies to inspect domestic and
inbound air cargo. These include manual physical searches and

*Foreign air carriers landing or taking off in the United States must adopt and use a
TSA-approved security program that requires adherence to the identical security measures
required of U.S. air carriers serving the same airports. See 49 U.S.C. § 44906. TSA
regulations provide that a foreign air carrier security program will only be deemed
acceptable if it provides passengers a level of protection similar to the level of protection
provided by U.S. air carriers serving the same airports. See 49 C.F.R. § 1546.103(a)(1). For
example, a foreign air carrier must prohibit cargo from being loaded on board its aircraft
unless handled in accordance with the foreign air carrier’s TSA-approved security program.

2'As of J anuary 2007, TSA security programs include the (1) Aircraft Operator Standard
Security Program, which applies to domestic passenger air carriers; (2) Indirect Air Carrier
Standard Security Program, which applies to domestic indirect air carriers; (3) Domestic
Security Integration Program, a voluntary program that applies to domestic all-cargo
carriers; (4) Twelve-Five Program, which applies to certain operators of aircraft weighing
more than 12,500 pounds in scheduled or charter service that carry passengers, cargo, or
both; (56) Model Security Program, which applies to foreign passenger air carriers; and

(6) All-Cargo International Security Procedures, which applies to each foreign air carrier
engaged in the transportation of cargo to, from, within, or overflying the United States in
all-cargo aircraft with a maximum certified takeoff weight of more than 12,500 pounds. TSA
drafted new security programs for foreign and U.S. all-cargo carriers with operations to,
from, and within the United States. TSA expects to finalize these programs in early 2007.
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comparisons between airway bills and cargo contents to ensure that the
contents of the cargo shipment matches the cargo identified in documents
filed by the shipper, as well as using approved technology, such as X-ray
systems, explosive trace detection systems, decompression chambers,
explosive detection systems, and TSA explosives detection canine teams.”
(For an example of X-ray technology used by air carriers to inspect air
cargo prior to its transportation to the United States, see fig. 2). TSA
currently requires passenger air carriers to randomly inspect a specific
percentage of non exempt air cargo pieces listed on each airway bill.*”
Under TSA’s inbound air cargo inspection requirements, passenger air
carriers can exempt certain cargo from inspection.” TSA does not regulate
foreign freight forwarders, or individuals or businesses that have their
cargo shipped by air to the United States.

22Explosive trace detection (ETD) equipment requires human operators to collect samples
of items to be inspected with swabs, which are chemically analyzed to identify any traces
of explosive material. Explosive detection systems use probing radiation to examine
objects inside baggage and identify the characteristic signatures of threat explosives.
Certified explosive detection canine teams have been evaluated by TSA and shown to
effectively detect explosive devices. Decompression chambers simulate the pressures
acting on aircraft by simulating flight conditions, which cause explosives that are attached
to barometric fuses to detonate.

®DHS determined that details on the percentage of air cargo required to be randomly
inspected are considered Sensitive Security Information. Information on the percentage of
air cargo randomly inspected is provided in the restricted version of this report,
GAO-07-337SU.

*DHS determined that details on the types of inbound air cargo transported on passenger
and all-cargo aircraft exempt from TSA inspection requirements are considered Sensitive
Security Information. A description of these exemptions is provided in the restricted
version of this report, GAO-07-337SU.
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Figure 2: Type of X-ray Technology Used by Some Foreign Air Carriers to Inspect
Air Cargo Bound for the United States

Source: GAO.

To assess whether air carriers properly implement TSA inbound air cargo
security regulations, the agency conducts regulatory compliance
inspections of foreign and domestic air carriers at foreign airports.
Currently, TSA conducts compliance inspections of domestic and foreign
passenger carriers transporting cargo into the United States, but does not
perform such inspections of all air carriers transporting inbound air cargo.
TSA inspects air cargo procedures as part of its broader international
aviation security inspections program, which also includes reviews of
regulations such as aircraft and passenger security. Compliance
inspections can include reviews of documentation, interviews of air
carrier personnel, and direct observations of air cargo operations.” Air
carriers are subject to inspection in several areas of cargo security,
including accepting cargo from unknown shippers, access to cargo, and
security training and testing. Appendix II contains a detailed description of

*Unlike its domestic air cargo inspection program, TSA’s inbound air cargo security
program does not include a covert testing component to identify air cargo security
weaknesses. TSA officials stated that foreign governments do not allow the agency to
conduct such tests.
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CBP’s Responsibilities Related
to Inbound Air Cargo Security

TSA’s efforts to assess air carrier compliance with inbound air cargo
security requirements.

In addition, TSA assesses the effectiveness of the security measures
maintained at foreign airports that serve U.S. air carriers, from which
foreign air carriers serve the United States, or that pose a high risk of
introducing danger to international air travel.*® To conduct its assessments,
TSA must consult with appropriate foreign officials to establish a schedule
to visit each of these foreign airports. TSA assessments evaluate the
security policies and procedures in place at a foreign airport to ensure that
the procedures meet baseline international aviation security standards,
including air cargo security standards. For further information on TSA’s
foreign airport assessments including the results of its assessment
conducted during fiscal year 2005, see appendix III.

CBP determines the admissibility of cargo entering the United States and
is authorized to inspect inbound air cargo for security purposes.
Specifically, CBP requires air carriers to submit cargo manifest
information prior to the aircraft’s arrival in the United States.” CBP also
has authority to negotiate with foreign nations to place CBP officers
abroad to inspect persons and merchandise prior to their arrival in, or
subsequent to their exit from, the United States, but has not yet negotiated
arrangements with foreign host nations to station CBP officers overseas
for the purpose of inspecting high-risk air cargo shipments.” At U.S.
airports, CBP officers may conduct searches of persons, vehicles, baggage,
cargo, and merchandise entering or departing the United States.” Since
September 11, 2001, CBP’s priority mission has focused on keeping

49 U.S.C. § 44907(a)(1). TSA assumed responsibility for conducting foreign airport
assessments from the Secretary of Transportation (as delegated to the Federal Aviation
Administration) in accordance with the Aviation and Transportation Security Act, enacted
in November 2001. See 49 U.S.C. § 114(d). TSA conducts these assessments utilizing a
standard for analysis based, at least, on the standards and appropriate recommended
practices of Annex 17 to the Convention on International Civil Aviation. § 44907(a)(2). The
Secretary of Homeland Security determines whether an airport maintains and carries out
effective security measures using the results of TSA’s assessments. See § 44907(c).

*'See 19 C.F..R. § 122.48a (implementing a provision of the Trade Act of 2002, Pub. L. No.
107-210, § 343, 116 Stat. 933, 981-83, as amended, requiring the electronic submission of
inbound cargo information prior to arrival in the United States).

%See 19 U.S.C. § 1629.
®See 19 U.S.C. §§ 482, 1467, 1499, 1581, and 1582.
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terrorists and their weapons from entering the United States.” To carry out
this responsibility, CBP employs several systems and programs. CBP’s
Automated Targeting System (ATS) is a model that combines manifest and
entry declaration information into shipment transactions and uses
historical, specific enforcement, and other data to help target cargo
shipments for inspection.” ATS also has targeting rules that assign a risk
score to each arriving shipment based in part on manifest information, as
well as other shipment information, and potential threat or vulnerability
information, which CBP staff use to make decisions on the extent of
inspection to be conducted once the cargo enters the United States.” To
support its targeting system, CBP requires air carriers to submit cargo
manifest information prior to the flight arriving in the United States.” CBP
officers use the ATS risk scores to help them make decisions regarding the
extent of inspection to be conducted once the cargo arrives in the United
States.” Shipments identified by CBP as high risk through its ATS targeting
system are to undergo mandatory security inspections. CBP officers may

®Historically, CBP has been responsible for interdicting and seizing contraband and illegal
drugs. CBP targets and inspects cargo on behalf of 16 other federal agencies, including the
U.S. Dept. of Agriculture, the Food and Drug Administration, Bureau of Alcohol, Tobacco,

Firearms and Explosives, and the Drug Enforcement Agency.

}ICBP defines an inspection as a physical examination and/or the imaging of cargo using
non-intrusive inspection technology to identify contraband and terrorist-related items.

2DHS determined that details on the type of shipment information used by ATS to assign
arisk score to air cargo shipments are considered Sensitive Security Information. A
description of the shipment information used by ATS is discussed in the restricted version
of this report, GAO-07-337SU.

Bpursuant to the Trade Act of 2002, as amended, CBP established time frames in which air
carriers are required to electronically submit air cargo manifest information. See 19 C.F.R.
§ 122.48a(b). Air carriers departing from any foreign location in the Americas, including
Mexico, Central America, and areas of South America north of the equator, must submit
manifest information no later than the time of flight departure (the time at which wheels
are up on the aircraft and the aircraft is en route directly to the United States.). In the case
of air carriers departing from any other foreign location, CBP requires that manifest
information be submitted 4 hours prior to the flight's arrival in the United States.

#0fficers who are members of CBP’s Anti-terrorism Contraband Enforcement Teams
specialize in targeting and examining inbound air cargo shipments to identify potential
contraband and terrorist-related items.
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also inspect air cargo if they determine that a particular shipment is
suspicious or somehow poses a threat.”

CBP uses a variety of non intrusive technologies and methods to inspect
some air cargo once it arrives in the United States. For example, CBP
officers carry personal handheld radiation detectors, as well as handheld
radioactive isotope identification devices which can distinguish between
different types of radiological material, such as that used in medicine or
industry from weapons-grade material. Other technologies and methods
CBP uses to inspect inbound air cargo include mobile X-ray machines
contained in vans, pallet X-ray systems, mobile vehicle and cargo
inspection systems (VACIS), and canine teams.” The results of the
nonintrusive inspections determine the need for additional measures,
which could include physical inspections conducted by CBP officers.
Figure 3 shows an example of CBP officers using nonintrusive technology
to inspect inbound air cargo upon its arrival in the United States.

»CBP also conducts inspections based on specific, usually classified, intelligence that
points to a specific threat and directs field officers in specific airports to take certain
actions. The results of field officer efforts may be analyzed and shared with the intelligence
community. These inspections are not part of CBP’s routine efforts to address ongoing air
cargo threats associated with the smuggling of contraband or WMD.

*The pallet VACIS unit consists of a self-contained gamma ray imaging system designed to
quickly image pallets or pallet-sized containers. A mobile VACIS, similar to pallet VACIS
unit consists of a truck-mounted, gamma ray imaging system that produces a radiographic
image used to evaluate the contents of trucks, containers, cargo, and passenger vehicles in
order to determine the possible presence of contraband.
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Figure 3: CBP Officers Using Nonintrusive Technology to Inspect Inbound Air
Cargo

Source: GAO.

Mobile x-ray machines

To strengthen the security of the inbound cargo supply chain, the U.S.
Customs Service (now CBP) initiated the voluntary Customs-Trade
Partnership Against Terrorism (C-TPAT) program in November 2001. This
program provides companies that implement CBP-defined security
practices a reduced likelihood that their cargo will be inspected once it
arrives in the United States.” To become a member of C-TPAT, companies
must first submit signed C-TPAT agreements affirming their desire to
participate in the voluntary program. Companies must also provide CBP
with security profiles that describe the current security procedures they
have in place, such as pre-employment screening, periodic background
reviews, and employee training on security awareness and procedures.

*"The SAFE Port Act, enacted in October 2006, specifically authorized the Secretary of
Homeland Security, acting through the Commissioner of CBP, to establish the C-TPAT
program in accordance with requirements set forth in the law. Security and Accountability
for Every (SAFE) Port Act of 2006, Pub. L. No. 109-347, §§ 211-223, 120 Stat. 1884,
1909-15.
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CBP reviews a company’s application to identify any weaknesses in the
company’s security procedures and work with the company to resolve
these weaknesses. Once any weaknesses are addressed, CBP signs an
agreement stating that the company is considered to be a certified C-TPAT
member, eligible for program benefits.”

After certification, CBP has a process for validating that C-TPAT members
have implemented security measures. During the validation process, CBP
staff meet with company representatives to verify supply chain security
measures. The validation process includes visits to the company’s U.S. and
foreign sites, if any. Upon completion of the validation process, CBP
reports back to the company on any identified areas that need
improvement and suggested corrective actions, as well as a determination
of whether program benefits are still warranted for the company.
According to CBP officials, they use a risk-based approach for identifying
the priority in which C-TPAT participants should be validated.”

International Air Cargo
Security Standards and
Recommended Practices

The International Civil Aviation Organization (ICAO) is a specialized
agency of the United Nations in charge of coordinating and regulating
international air transportation. ICAO was established by the Convention
on International Civil Aviation (also known as the Chicago Convention) in
1944 and is composed of over 180 member nations with aviation service
capabilities. In 1974, ICAO established aviation security standards and
recommended practices to ensure a baseline level of security. These
standards are aimed at preventing suspicious objects, weapons,
explosives, or other dangerous devices from being placed on board
passenger aircraft either through concealment, in otherwise legitimate
shipments, or through gaining access to air cargo shipments via cargo-
handling areas. The standards call for member nations to implement
measures to ensure the protection of air cargo being moved within an
airport and intended for transport on an aircraft, and to ensure that
aircraft operators do not accept cargo on passenger flights unless

B May 2005, CBP began using a three-tiered approach in providing C-TPAT participants
with benefits. Under this approach, air carriers’ benefits, including a reduction in their risk
score, increase based on (1) whether the carriers are certified,(2) whether they are
validated, and (3) whether they are implementing security requirements that exceed
minimum guidelines.

¥DHS determined that details on the information CBP uses to prioritize which C-TPAT
participants should be validated are Sensitive Security Information. A description of this
information i