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PURPOSE OF THIS REPORT

The Homeland Security Act of 2002, which established
the Department of Homeland Security (DHS), gives the
Science and Technology Directorate (S&T) the
responsibility for advising the Secretary on research
and development efforts and priorities to support the
Department’s mission, and conducting basic and
applied research, development, testing and evaluation
(RDT&E) activities relevant to the Department through
both intramural and extramural programs.

DHS S&T Strategic Plan

In fulfillment of the enabling and follow-on legislation, Secretary Chertoff articulated the following goals
for the Department: protect the Nation from dangerous people; protect the Nation from dangerous goods;
protect critical infrastructure; build a nimble and responsive emergency response system; build a culture
of preparedness; and strengthen and unify DHS operations and management. Consistent with his goals,
this strategic plan provides the strategy and planning framework to guide the Directorate’s activities over
the next five years to fulfill its responsibilities. The plan describes the S&T Directorate’s organizational
framework and the associated customer-focused, risk-balanced research portfolio management strategy
that supports the Department’s mission of making our Nation more secure. Also addressed is the
importance of developing a strong homeland security science and technology national workforce through
the professional development of the employees within the S&T Directorate, and through research and
educational opportunities that will enable the long-term homeland security intellectual base.

‘Accompanying this version of the strategic plan are three attachments which provide more details on
topics discussion in the plan:

Attachment 1: S&T Directorate Five-Year Research and Development Plan (FY 2007-2011)
Attachment 2: HIPS and HITS (S&T Directorate Homeland Innovative Prototypical Solutions and High
Impact Technology Solutions)

Attachment 3: Capstone IPT Representative High Priority Technology Areas

The S&T Directorate’s mission is to improve homeland security by providing to our customers, the
operating components of DHS and state, local, tribal and territorial emergency responders and officials,
state-of-the-art technology that helps them accomplish their missions. A recent review of strategy and
technology requirements resulted in a shift in the Directorate’s focus to a new strategic approach. This
new approach, reflected in a realigned organization and research portfolio management strategy, will
allow us to better identify, enable, and transition new capabilities to our customers to better protect the
nation. To that end, the S&T Directorate develops and manages an integrated program of science and
technology, from basic research through technology product transition. The managers of this program are
predominantly active scientists and engineers in the technical disciplines relevant to Homeland Security.
They are guided by a risk-diverse, multi-tiered investment strategy based primarily on the stated needs of
our customers balanced with emerging technology opportunities.

The programmatic priorities outlined in this Plan are the result of a process that is largely driven and led
by our customers. The majority of the S&T Directorate’s investment will favor lower-risk projects
dedicated to addressing a customer-defined capability need within three years. About 10 percent of the



S&T investment will be targeted towards higher risk innovative prototypical demonstrations, which, if
successful, will place advanced technology in the operating components hands much more quickly than
the incremental improvements typical of most acquisition programs. About 20 percent of the S&T
Directorate’s investment portfolio will be focused on long-term, basic research conducted primarily in
universities and laboratories in areas of enduring homeland security relevance that could lead to
revolutionary changes in the way we approach homeland security challenges.

The S&T Directorate’s long-term success is dependent on the development of our workforce and on our
leadership of the homeland security research enterprise. The leadership principles and management
initiatives outlined in this plan support the priority we place on hiring, retaining and motivating a quality
workforce. The previous morale problems within the S&T Directorate have been well documented and
are understood. Going forward, the S&T Directorate leadership is addressing this problem by placing a
priority on treating our workforce with respect and honesty; employing them with meaningful, fulfilling
work; and ensuring that they have the resources to effectively and efficiently accomplish their mission. In
leading the homeland security research enterprise outside of the S&T Directorate, we are proactively
engaged with universities, research institutions, government laboratories, and private industry that
conduct research and development in areas important to addressing our customers’ homeland security
requirements.

THE S&T DIRECORATE — ALIGNED FOR SUCCESS

The Directorate’s R&D functions are aligned into six technical divisions along enduring functional
disciplines. This, along with additional offices, allows us to better meet the Department’s strategic goals.
These Divisions and disciplines for research, development, testing and evaluation (RDT&E) programs
include:

» Explosives - Aviation Security; Mass Transit Security; Counter MANPADS
Chemical/Biological — Chemical and Biological Countermeasure R&D; Threat Characterization;
Operations; Agro-Defense; Biological Surveillance; and Response & Recovery

¢ Command, Control, and Interoperability (C2I) — Information Management; Information
Sharing; Situational Awareness; Interoperability and Compatibility; and Cyber Security

¢ Borders & Maritime Security — Land Borders; Maritime; and Cargo Security
Human Factors — Social-Behavioral Terrorist Intent; Human Response to Incidents; and
Biometrics :

e Infrastructure Protection & Geophysical Science — Critical Infrastructure Protection; Regional,
State and Local Preparedness and Response; and Geophysics

These technical Divisions are linked to three research and development investment portfolio directors in a
“matrix management” structure. These three portfolio directors — Director of Research, Director of
Transition, and Director of Innovation/Homeland Security Advanced Research Projects Agency
(HSARPA) — provide cross-cutting coordination of their respective elements (or thrusts) of the investment
strategy within the technical Divisions. Each technical Division is comprised of at least one Section
Director of Research who reports to the Director of Research in addition to the Division Director so that a
crosscutting focus on basic and applied research capability is maintained and leveraged, and a Section
Director of Transition who reports to the Director of Transition in addition to the Division Director to
help the division stay focused on technology transition. The Director of Transition coordinates within the
Department to expedite technology transition and transfer to customers. The Director of
Innovation/HSARPA sponsors basic and applied homeland security research to promote revolutionary
changes in technologies; advance the development, testing and evaluation, and deployment of critical



homeland security technologies; and accelerate the prototyping and deployment of technologies that
would address homeland security vulnerabilities and works with each of the Division Heads to pursue
game-changing, leap-ahead technologies that will significantly lower costs and markedly improve
operational capability through technology application.

This cross-cutting coordination facilitates unity of effort. The matrix structure also allows the S&T
Directorate to provide more comprehensive and integrated technology solutions to its customers by
appropriately bringing all of the disciplines together in developing solutions.
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In addition to the six Divisions and the three Directors, the realigned organization features additional
offices that support a range of critical missions. These include:

» The Test and Evaluation and Standards Division works to ensure independent objective testing of
technology developments by the six Divisions and across DHS. Additionally, this Office
oversees standards development for the effective operation and interoperability of technology;

» The Office of Special Programs coordinates highly classified projects executed by the six
‘Divisions;



« The Office of Operations Analysis supports risk analysis and manages the Homeland Security
Institute studies and analysis efforts which helps form the Department’s basis for risk informed
decision making; and _

o The Interagency and International Programs Divisions facilitate government-wide science and
technology coordination and provides outreach to U.S. allies.

BALANCING S&T DIRECTORATE INVESTMENT

Along with the organizational alignment discussed above, the S&T Directorate has also aligned its
investment portfolio to create an array of programs that balance project risk, cost, mission impact, and the
time it takes to deliver solutions. The S&T Directorate executes projects across the spectrum of technical
maturity and transitions them in accordance with our customers needs. Our investment portfolio is
balanced across long-term research, product applications, and leap-ahead “game-changing” capabilities
while also meeting mandated requirements. This balanced portfolio ensures that the Directorate
maintains a self-replenishing pipeline of future capabilities and products to transition to customers.

The S&T Directorate’s five-year research and development plan details this investment portfolio, outlines
the Directorate’s activities and plans at the division level, and includes each division’s research thrusts,
programs, and key milestones. It supports the Department’s strategic plan and priorities as well as the
S&T’s Directorate priorities. The five-year plan is our roadmap to achieving success; however, our
planning process must be flexible and nimble to adjust to a changing homeland security environment.
The plan will be updated annually to ensure it continues to address the correct set of priorities, fills our
customer’s homeland security capability gaps, and enables a safer homeland.

To ensure that we meet the needs of the Department and the Nation, the S&T Directorate’s customer-
focused and output-oriented approach requires that its investment portfolios balance across four
investment portfolio categories. These categories along with the Under Secretary’s desired investment
targets are as follows:

DHS S&T INVESTMENT PORTFOLIO
Balance of Risk, Cost, Impact, and Time to Delivery

Product Transition (0-3 years)

* Focused on delivering near-term
products/ enhancements to acquisition

* Customer IPT controlled

« Cost, schedule, capability metrics

Investment target->50%

Innovative Capabilities (2-5 years)

"« High Risk/High payoff

* “Game-changer/Leap ahead”
* Prototype, Test, and Deploy
* HSARPA

Investment target->10%

Basic Research (>8 years)

+ Enables future paradigm changes

|+ University fundamental research

» Government lab discovery & invention

Investment target->20%

Other Spending (0-8+ years)
* Laboratory Facilities

* Test & Evaluation/Standards
* Management and Administration

Investment target->20%

Customer Focused, Output Oriented




Basic Research (> 8 years)

The S&T Directorate’s basic research portfolio addresses long-term research needs in support of DHS
mission areas that will provide the Nation with an enduring capability in homeland security. This type of
focused, sustained research investment has great potential to lead to paradigm shifts in the nation’s
homeland security capabilities.

The S&T Directorate’s basic research program enables fundamental research at our universities,
government laboratories and in the private sector. It is vital that basic research be funded at reasonably
consistent levels from year to year to ensure a continuity of effort from the research community in critical
areas that will seed homeland security science and technology for the next generation of Americans.

The Director of Research is currently evaluating approaches to meaningfully and effectively measure
performance in basic research using a process that can be uniformly and transparently applied across the
six S&T divisions. The research program’s success will be demonstrated, in part, by peer reviewed
papers, patents, conferences and workshops attended, prizes awarded (e.g., professional, society, and
honorary prizes). Additionally, there should be demonstrated progress in defining how research results
will be transitioned into application.

Innovative Capabilities (2 to 5 years)

The S&T Directorate’s Innovation/HSARPA portfolio supports a key goal of putting advanced
capabilities into the hands of our customers as soon as possible. It has made important inroads in research
areas aligned with our DHS customers. Toward this end, the S&T Directorate has introduced two
important new initiatives. One of these, Homeland Innovative Prototypical Solutions (HIPS) is designed
to deliver prototype-level demonstrations of game-changing technologies within two to five years.

The second initiative, High Impact Technology Solutions (HITS), is designed to provide proof-of-concept
solutions within one to three years that could result in high-payoff technology breakthroughs. While
these projects are very high-risk, they offer the potential for “leap-ahead” gains in capability should they
succeed. While projects are separately budgeted in “Innovation/HSARPA” (based on moderate to high
risk with a high payoff, if successful), all are executed within the six technical divisions. Because of the
short timeline for HIPS and HITS, we anticipate that these projects could quickly provide solutions to fill
DHS components’ capability gaps.

- The S&T Directorate also manages an active Small Business Innovative Research (SBIR) program on
behalf of DHS. The Directorate issues two or more solicitations each year and generates multiple awards
for the small business community. The solicitations address topics in areas that are aligned with the six
technical divisions.

The HIPS and HITS portfolio is made up of projects that deliver either prototypes or proof-of-concept
level demonstrations. To measure success, the Innovation portfolio will monitor the projects to ensure
they are meeting cost, schedule, and performance goals through monthly technical and financial reports,
quarterly reviews held by the program managers either at the vendor site or at DHS, and full program
status briefings to the Under Secretary for S&T every six months.

Product Transition (0-3 years)

The S&T Directorate is committed to being customer-focused and to delivering capabilities that DHS
components can rely on to meet their operational needs. To accomplish this, we facilitated customer-led
Capstone Integrated Product Teams (IPTs) that are charged with identifying functional capability
requirements across the Department. The products of these IPTs are used to influence and inform the
research and development (R&D) efforts of the S&T Directorate, and enable the Directorate to identify



the highest priority needs and allocate resources to those programs that support the priorities established
by the DHS customers.

The S&T Directorate’s new business model of structured Capstone IPTs ensures that product transition
investments align to customer mission requirements. The Directorate facilitates the Capstone IPTs,
providing subject matter expertise, administrative support and coordination.

i IPT Structure Functional Roles
Customer Identify Capability Gaps
| Acquisition ;;E N, sst | Va"d:‘u"t’f;ec“t‘fA Offer/Provide
: & «" Provider Acquisition Technical
? Customer CFO "+, qPIanI 2 Solutions
- End User Provide End User Perspective

- Industry Board of Directors Model - Prioritized Investments in S&T

- Consensus Process - S&T held accountable through cost,

: : schedule, & capability metrics

Capstone IPTs will identify, validate, and priovitize capability requirements for
S&T Directorate customers to define IPT investments in Enabling Homeland Capabilities

Capstone IPTs have been established for 11 major Homeland Security functional areas: information
sharing/management, cyber security, people screening, border security, chemical/biological defense,
maritime security, explosive prevention, incident management, interoperability, cargo security, and
infrastructure protection.

The Capstone IPTs are led by senior leadership from DHS Components that have major equities in the
corresponding functional area. Planning along functional lines rather than organizational structure helps
to ensure a more integrated approach to developing technologies that support multiple components within
the Department. Each Capstone IPT works to identify, validate, and prioritize capability requirements
across the Department (within a functional area) that the S&T Directorate can address. In addition to each
division functioning as the technology provider, we include our other federal partners who also offer
technology. Our customers use the IPT-generated information to define their acquisition investments in
Enabling Homeland Capabilities (EHCs) — the S&T Directorate-proposed solutions are designed to meet
identified capability requirements. The S&T Directorate’s product transition process ensures that
appropriate technologies are engineered and integrated into the DHS acquisition system for our
customers.
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DHS Requirements/Capability Capstone IPTs
DHS S&T Product — “Enabling Homeland Capabilities” (EHCs)

The S&T Directorate’s product transition process ensures that appropriate technologies are harvested and
integrated into the DHS acquisition system for our customers. Capstone IPTs coordinate closely with all
DHS stakeholders to develop the best EHC proposals to respond to customer capability requirements.
EHC proposals are evaluated and assessed in an annual formal process that culminates in DHS senior
leadership approval of EHCs determined to be the highest priority for product transition investment. The
venue for senior leadership review is a DHS-established Technology Oversight Group, chaired by the
Deputy Secretary for Homeland Security. Upon DHS leadership approval of proposed EHC investments,
Capstone IPTs monitor the progress of these programs through project-IPTs and during periodic program
reviews. Project-IPTs coordinate the details associated with the technology transition as well as monitor
the progress of individual efforts. The oversight process is transparent and includes provisions for:
budget reviews; annual Capstone IPT transition status reports on all approved EHCs; and a detailed
annual (at minimum) program review at the S&T Directorate level, which is open to the DHS community
and other government and industry stakeholders at large.

One of the primary benefits of the Capstone IPT process is improved coordination across the Department
to meet common functional missions through technology solutions. Additionally, the process of bringing
together functional experts has identified promising solutions and opportunities for collaboration among
components to meet the mission demands of the Department. The interaction of technologists and
operators has improved the prioritization of efforts, and the focus on relevant, cost-effective solutions that
make a significant difference. In addition, while the Capstone IPTs have the primary responsibility of
overseeing and providing input to the Transition programs, the process also informs leadership about the
challenges and concerns, and focuses both the Research and Innovation program areas.

S&T’s Technology Clearinghouse and TechSolutions initiatives provide direct support to First
Responders’ technology needs to assist them in doing their jobs more rapidly, effectively and safely. The
Technology Clearinghouse is designed to be a "one-stop shop" for access to technology information for



Federal, State, and local Public Safety and First Responder communities; it will assist First Responders in
making informed procurement decisions based on performance testing, accelerate the development of
standards, and provide best practice forums to share tactics, training and procedures. TechSolutions
provides a web-based mechanism for First Responders to submit high priority capability gaps for rapid
prototyping; the program responds by identifying existing technology that may meet the need, or if
nothing is available, proceeding with the rapid prototyping of an appropriate solution to be fielded in less
than one year.

A successful Transition portfolio requires sustained feedback from our customers to ensure our programs
effectively address their capability gaps. Customer satisfaction surveys will allow the Components to
communicate their overall level of satisfaction with the end-products/capabilities developed and
transitioned from the S&T Directorate. The surveys will be tied to a measure that will be used to indicate
the Directorate's outcome-based performance. Additional measures of success include Technology
Readiness Levels (TRLs) that provide the needed capability in a timely manner at an affordable cost
which ultimately enables the customer with mission capability.

JENABLING U.S. LEADERSHIP IN SCIENCE & TECHNOLOGY

In executing its portfolio of investments,
the S&T Directorate will draw upon the
research and development capability
across the public enterprise, private sector,
and academia to locate and promote the
best R&D possible. This consortium of
capability is referred to as the Homeland
Security Research Enterprise. With the

International
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authorities provided in the Homeland
Security Act of 2002, the S&T Directorate
has the organic ability to leverage not only
DHS laboratories, the Homeland Security
Institute, and the DHS Centers of
Excellence, but also the DOE National
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Additionally, to locate the best existing
solutions or to find performers to develop
appropriate homeland security
technologies, the S&T Directorate has
.authority to use other government
agencies’ research resources including
those of the Department of Defense
(DoD), the National Institute of Standards and Technology (NIST), the Department of Health and Human
Services (HHS), the U.S. Department of Agriculture (USDA), the Environmental Protection Agency
(EPA), the Department of Justice (DOJ), the National Science Foundation (NSF), and DoD Federally
Funded Research and Development Centers (FFRDCs), University Affiliated Research Centers (UARCs),
as well as industry, international partners, and stakeholder associations

Homeland Security Research Enterprise



Within the S&T Directorate, the Interagency Programs Division is responsible for coordinating with other
Executive Branch agencies to reduce duplication and identify unmet needs, and to help the Department
tap into science and technology communities across the government for solutions to counter domestic
terrorism. The DHS Under Secretary for S&T co-chairs the National Science and Technology Council’s
Committee on Homeland and National Security (CHNS) with the DoD Director, Defense Research and
Engineering, and a representative from the Office of Science and Technology Policy (Executive Office of
the President). This Cabinet-level Council is the principal means within the Executive Branch to
coordinate science and technology policy across the diverse entities that make up the Federal research and
development enterprise. DHS subject matter experts also are assigned to appropriate subcommittees of
the CHNS focused on different aspects of science and technology and working to coordinate across the
federal government.

Finally, we also know that we must look beyond our nation’s borders for solutions in combating
domestic terrorism. Since science and technology plays an ever-increasing role in global response
to the threat of terrorism, the S&T Directorate is teaming with international partners. The
diverse experiences and varied problem-solving strategies of other countries provide rich
resources for U.S. efforts to seek solutions to the problems that exist irrespective of national
boundaries and borders. To this end, the S&T Directorate has concluded numerous government-to-
government Memorandums of Agreement (MOA) that provide an umbrella framework for cooperation to
conduct joint research, development and evaluation; share data; leverage resources; and eliminate
unnecessary duplication for the highest priority technologies. The S&T Directorate is continuing to move
forward to negotiate additional MOAs with countries and international organizations of high priority.

The National Strategy for Homeland Security cites the Department as the lead for guiding the national
research enterprise of companies, universities, research institutions, and government laboratories in
conducting research and development on a broad range of issues. On behalf of the Department, the S&T
Directorate will guide this Homeland Security Research Enterprise in fielding capabilities that support
homeland security. In turn, the Directorate has access to the resources across the public and private
sectors, improving its ability to address capability gaps. The following are examples of this valuable
enterprise.

University Based Centers of Excellence

The S&T Directorate is reinventing a robust, results-oriented network of Homeland Security Centers of
Excellence (COEs) to leverage the independent thinking and ground-breaking capabilities of the Nation’s
colleges and universities. The COEs are conducting multidisciplinary research and education, each
focused on an area critical to homeland security. The Office of University Programs is providing the
communications and infrastructure to produce, share, and transition the Centers’ research results, data,
and technology to customers and end users.

Currently, COEs connect experts and researchers at more than 80 colleges and universities, including
several Minority Serving Institutions (MSI). More than 20 partners representing industry, laboratories,
think tanks, nonprofit organizations, and other agencies also participate. University Programs is
coordinating COE efforts with other S&T Directorate-sponsored, university-based initiatives. Under the
new S&T Directorate organizational construct, existing COEs are being strategically aligned with at least
one Directorate division or to Directorate-wide activities, such as Operations Analysis and the Homeland
Security Institute, in a structure that will best support the Divisions’ fundamental research and
development activities and other requirements.

The S&T Directorate will establish additional COEs over the next two fiscal years to help round-out the
Directorate’s need for university-based research. The new COEs will combine the research missions of -

10



some existing COEs and add new research areas under the division-aligned construct to meet DHS needs.
We will establish new COEs in the areas of explosives detection, mitigation, and response; border
security and immigration; maritime, island, and extreme/remote environment security; and natural
disasters, coastal infrastructure and emergency management. :

A competitive selection process ensures that diverse institutions of high quality and academic merit
participate from as many geographical areas of the United States as practicable. Once the COEs are
aligned, one third of the COEs will be re-competed every two years for a six-year term.

DHS Scholars and Fellows Program

DHS education programs are helping to attract and nurture future scientific leaders for the homeland
security workforce and to strengthen the expertise of our existing labor pool. University Programs is
engaging high-performing students through the DHS Scholars and Fellows program. Increasingly, the
S&T Directorate’s scholarships and fellowships will become aligned to the Centers of Excellence and to
the DHS mission. During this period of transition, we will honor our commitments to all currently
participating Scholars and Fellows. Summer internships at DHS and National Laboratories between
sophomore and junior, and junior and senior years will help reenergize our Nation’s S&T workforce.
Government service “pay back” after graduation may be a feature of the Scholars and Fellows program.

Office of National Laboratories (ONL)

In carrying out its mission, the S&T Directorate works to develop, sustain, and renew a coordinated
network of DOE National Laboratories, Federal laboratories and University Centers needed by multi-
disciplinary teams of scientists, engineers and academics to discover, develop and transition homeland
security capabilities to operational end-users.

ONL provides the Nation with a coordinated, enduring core of productive science, technology and
engineering laboratories, organizations and institutions, which can supply knowledge and technology
required to secure our homeland. In addition to oversight of laboratory operations in direct support of the
Department and its missions, ONL also has the specific responsibility for coordinating homeland
security-related activities and laboratory-directed research conducted within the DOE National
Laboratories.

Just as the university-based Centers of Excellence have been aligned to the DHS S&T Directorate
organizational structure, DHS, DOE and other National Laboratories have been aligned to support one or
more of the S&T six technical divisions. The S&T Directorate has coordinated with the Directors of the
National Laboratories to develop a new governance model that will leverage the validated core
competencies of the Laboratories in support of the Directorate's basic research, transition and innovation
priorities, and do so in competitive environment which best engages intra- and inter-Laboratory
performers to address S&T's current and emerging needs.

Industry Participation in DHS Science & Technology

Industry is a valued partner of the S&T Directorate and its continued paI’tIClpathIl in developing solutions
for homeland security applications is vital to our effort to safeguard the nation. Consistent with the
Directorate’s new structure, our Innovation/HSARPA portfolio and six technical divisions will
proactively seek industry participation to address specific challenges in their respective areas. For
example, Innovation/HSARPA has recently posted Broad Agency Announcements (BAAs) seeking
expertise in tunnel detection technologies, container security, and a mobile screening laboratory to
support human screening research and development in the field. Many more are being announced on an
ongoing basis.
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The Support Anti-terrorism by Fostering Effective Technologies (SAFETY) Act of 2002, administered by
the S&T Directorate, is proving to be a valuable tool in expanding the creation, proliferation and use of
cutting edge anti-terrorism technologies throughout the United States. The Office of SAFETY Act
Implementation (OSAI) has made significant strides in reducing application processing time and
providing more Qualified Anti-Terrorism Technologies (QATTs) that could save lives. Through increased
efficiencies and process improvements, the average time to process SAFETY Act applications has been
reduced from 233 days in the early days of the program to less than 140 days in FY 2007. .

As part of our outreach efforts to encourage greater industry participation, the Directorate plans to host
two yearly Homeland Security Science and Technology Stakeholders Conferences in the U.S. (east and
west coasts), and one international event. These conferences will inform government, industry and
academia of the direction, emphasis, and scope of the research investments by the S&T Directorate, and
provide information about business opportunities. The conference will provide visibility into new and
emerging technologies through an Innovation Gateway Marketplace. The Marketplace, held during the
Stakeholders Conferences, gives industry the opportunity to meet with S&T staff, ask questions about our-
- activities, see and show new technologies, submit ideas, and to discuss concepts that may support the
Department’s mission and goals.

DEVELOPING OUR PROFESSIONAL WORKFORCE

As a knowledge-based organization, the S&T Directorate’s most valuable resource truly is its people. We
must have a professional team that can help us meet the dynamic challenges of science and technology
research and education. Recruiting the highest quality workforce and the stability that results from an
appropriate retention rate is vital to the long-term success of the S&T Directorate. To that end, we have
developed an effective blend of highly qualified permanent government and visiting personnel (e.g.,
detailees from other government agencies, individuals assigned under the authority of the
Intergovernmental Personnel Act (IPA), etc.), as well as a dedicated team of contract support employees.
All of these categories of employees are important to the effective and efficient operation of the S&T
Directorate. We have defined the needed positions based on our mission and organizational structure, and
we plan to be fully staffed by the end of 2007.

A world-class Federal S&T management workforce is the foundation of the S&T directorate.  They
determine program scope, goals, milestones and deliverables, and manage the research providers
associated with their projects to ensure that the government and the American people get top value for
every precious S&T dollar. This level of responsibility requires that most S&T Federal employees be
senior (GS-13/14/15 or equivalent). Because there is limited upward mobility within the S&T Directorate
for these relatively senior employees, and because we are dedicated to their continued education and
professional development, we expect that S&T employees will become highly desired and potentially be
- recruited for positions of increased responsibility across DHS and the rest of the government. In order to
retain them, it is incumbent upon S&T leadership to create a work environment and culture that makes an
individual’s decision to accept employment elsewhere very difficult. However, if an employee
determines that it is in his or her best personal interest to leave S&T, S&T leadership will champion that
cause; as S&T develops a reputation as a place where “good things happen to good people,” more good
people will follow, and the Directorate will remain strong.

The S&T Directorate’s utilization of the IPA is consistent with the Federal government’s policy as
detailed in guidance provided by the Office of Personnel Management (OPM) with particular attention to
strict adherence to ethics, standards of conduct and conflict of interest provisions. S&T will generally use
a broad and competitive process in an effort to select the best-qualified applicant for a vacant position.
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The authorities provided in the IPA allow S&T to complement the career Federal workforce with diverse,
high-quality candidates possessing a wide variety of academic and professional backgrounds and
demonstrated leadership skills. Absent extraordinary circumstances, we will not fill a career-reserved
Senior Executive Service (SES) position using an IPA assignee. Career-reserved SES positions generally
involve program management of grants and contracts that are often problematic for IPA assignees
because of potential or perceived conflicts of interest as a result of their employment with their parent
organizations or institutions.

Contract support employees are utilized within S&T to efficiently supplement the government staff in
roles that are not inherently governmental, particularly in cross-organizational functional support areas.
They work as an integral part of the S&T team, and are focused on developing a specific end-product
based on their specific skills. They will exercise independent judgment and analysis while following the
instructions in the Statement of Work of the relevant contract or task order.

We must ensure that our personnel have the skills and competencies required to succeed in a
technologically changing environment, that we continuously develop our employees so that their skills
never become outdated, that we acknowledge the very direct link between the job they do and the
capabilities their work enables, and that we maintain an environment in which their contributions towards
that end are recognized. Additionally, our world-class employees deserve a world-class work place
environment that will be the standard: advancement based on merit; reward for creativity and innovation;
sub-par performance effectively addressed; a team motivated by leadership; recognition for a job well
done; and information about what is going on within the organization.

The S&T Directorate supports the Department’s initiatives, shown above, to enhance employee
satisfaction and motivation. Consistent with the Department’s goals, the Directorate is committed to a
management approach that achieves the following goals within S&T:

* Recruit, train, and retain a workforce skill set mix focused on research and transition
* Maintain a personnel evaluation system that is based on.performance and is fair
* Recognize the contributions by personnel at all levels

« Ensure S&T team members understand their roles in artlculating and. pursumg a
successful customer-based investment strategy

We have embarked upon a strategy that will allow us to achieve our goals. Several examples of
specific activities demonstrate that commitment.

The STORM. The Under Secretary has issued the first S&T Organization and Requirements
Manual (STORM) that clearly defines functions, duties and responsibilities for the administration
and management of the Directorate. The STORM also tells our customers who we are and how
we function so they may better understand the capabilities we can bring to bear in support of their
protective missions.

Improved Communications.

All-Hands. To keep our staff informed of the plans for organizational realignment and
provide a forum for asking questions and expressing their views and concerns, the
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Directorate holds “All Hands” meetings at regular intervals, normally every four to six
weeks, to brief all Directorate staff, including teleconference links with staff in other
locations such as the Transportation Security Laboratory in Atlantic City, the Plum Island
Animal Disease Center, and the Environmental Measurements Laboratory in New York.
City. These meetings are also a forum to recognize staff achievements, answer questions,
solicit input, and express gratitude for their excellent work and their cooperation.

Small-Group Discussions. To complement the All-Hands met/:tings, the DHS S&T
Directorate Chief of Staff meets with smaller groups of the Directorate (a division or
office — 10-25 people) biweekly in an informal setting. This provides an additional
opportunity to pass information to the employees (such as how their efforts fit into DHS
accomplishments), but more importantly it provides a forum for employee interaction
with senior leadership at a more personal level than is possible at the All-Hands
meetings. The primary goal of these gatherings is to allow employees to highlight
resource shortfalls or cumbersome work practices that are impeding them in
accomplishing their missions.

“S&T Snippets”. The S&T Corporate Communications group puts out, by e-mail, a

mini-newsletter every few days called “S&T Snippets™. It includes news of general
interest regarding the S&T Directorate.

Process Improvement Teams. To address organizational and process inefficiencies,
appropriately constructed workforce teams analyze and implement process improvement in
various functional areas. These teams have a common goal: remove organizational and
procedural obstructions that hinder the Directorate’s ability to accomplish its mission.

Career Progression Planning. To ensure our S&T workforce has viable career opportunities
within the Federal Service, we are developing individualized career plans for each Federal
employee based on their interests, talents, and potential. These plans will incorporate necessary
educational and professional development opportunities as well as professional certifications that
will enhance their opportunity for advancement, and make the S&T Directorate a more effective
and efficient organization.

Family Involvement. Our workforce spends a significant portion of their daily lives at work. It
is important that they understand the S&T leadership recognizes they are more than employees,
they are also husbands, wives, fathers, mothers, sons and daughters. The Directorate periodically
conducts events (holiday parties, picnics, etc.) that include family members to help them gain a
better appreciation for the contribution their loved one is making to our Nation’s safety.

Our nation’s advantage in science and technology is a key to securing the homeland. To ensure we fully
use this competitive edge, the S&T Directorate has undertaken major organizational changes designed to
break down organizational barriers and foster greater inter-reliance among innovation, research, and
transition programs. The strategy is to remain customer-focused and output-oriented — empowering
customers to set priorities to meet the needs of tomorrow’s homeland security — while proactively
pursuing technology that could offer our DHS customers revolutionary means to better secure our Nation.
With this focus, we can define what we will do for our customers, how we will do it, and how we will
measure success.
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Most importantly, we recognize our most valuable asset is not new equipment or technology, but rather
our dedicated, flexible, and agile cadre of knowledgeable workers. Our workforce embraces personal
characteristics of integrity, diversity, challenge to the ordinary, and brings diverse skill sets to the
Directorate’s mission. We must therefore create a work environment in which our people are encouraged
and rewarded for using initiative to anticipate and improvise to changing circumstances or sudden
opportunities. This is a culture of organizational excellence that promotes a common identity, innovation,
mutual respect, accountability and teamwork to achieve efficiencies, effectiveness and operational
synergies.

This strategic plan outlines the four cornerstones of our strategic approach — our organization, our people,
our financial systems, and the mixture of capability- and opportunity-based content of our programs that
come to bear on fulfilling our responsibilities as established by the Homeland Security Act of 2002. They
are the components of a business model and a strategy that allow us to address our customers’ needs and
pursue technology opportunities that eventually lead to capabilities that will make our Nation safer.
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PURPOSE OF THIS REPORT

These documents should reflect the new vision for S&T as proposed by the Under Secretary. The
conferees direct the Under Secretary to develop a five-year research plan, which outlines its

*  “As noted previously in this report, the Committee is concerned that component managers
seem unaware that S&T is performing work on their behalf. The Committee believes that
component needs should be incorporated into Conventional Missions activities to provide
customer-oriented, requirements-based research. The Committee directs S&T to include such
criteria in the business model described previously in this report.”

necessary by the Secretary.”

Developing this Five Year R&D Plan is one of many steps the S&T Directorate has taken as part
of its new structure and business approach. We are pleased share this with Congress in response
to these requests.

FIVE-YEAR RESEARCH AND DEVELOPMENT PLAN

for the next five years. Each section provides a description of the Division, its research thrusts,
programs, and key milestones. There is also a table that provides an at-a-glace overview of
planned spending in each area. Plans and activities are presented in the same order as the S&T
Directorate budget. Sections are as follows:

*  Borders and Maritime Security

* Chemical and Biological

*  Command, Control, and Interoperability
* Explosives

* Human Factors

* Infrastructure and Geophysical

* Innovation

* Laboratory Facilities

*  Test & Evaluation and Standards
* Transition

*  University Programs



S&T based the out-year milestones and deliverables presented in this five year plan on the most
up to date customer requirements, Departmental priorities, avajlable technologies and projected
resource levels. Annually, S&T will review the plan and make adjustments as necessary to
reflect current risk projections, requirements, priorities, technologies and resources levels.
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BORDERS AND MARITIME SECURITY

R T DT : o RE ey
ThrustArea . = o Pregram - .0 2] 4 (8000) ). - (8000) - ]
Border Watch Border/Maritime Technologies 16,811 14,882

Border Officer Tools and Safety 1,300 -
Cargo Security Cargo & Conveyance Security 13,734 9,949
HSI HS!I 559 457
SBIR SBIR 1,032 648

Overview

The Borders and Maritime Security Division develops and transitions tools and technologies that
improve the security of our Nation’s borders and Wwaterways without impeding the flow of
commerce and travelers. The division works closely with its operational customers to identify

Border Watch Thrust Area: This thrust area develops and applies technologies and tools that:
O increase detection of illegal border activity;
0 reduce manpower; and

Activities in the Border Watch thrust area support the Secure Border Initiative (SBI), a
comprehensive multi-year plan to secure America’s borders and reduce illegal migration, and
Command 2010, an initiative to enhance command-and-contro] capabilities for the Coast Guard.

advanced detection, identification, apprehension and enforcement capabilities along land and
maritime borders. The program focuses on developing:
o detection, classification, and localization sensor technologies to monitor illegal border
activity with a wider range and greater accuracy than present-day technologies;
© command and control systems that deliver a much greater amount of information about
events-in-progress to different levels of law enforcement; and
© communications systems that provide connectivity to law enforcement officers working
in remote locations.
These technologies and systems will help ensure that border security assets are used efficiently
and effectively and enable law enforcement to have access to robust and reliable information
when they need it. Starting in FY 2009, the program plans to initiate an activity called
BorderTech for the development of sensor technologies and their integration and testing in an
operational environment, providing in-the-field capabilities to improve mission effectiveness and
agent safety. BorderTech will develop, demonstrate and test unproven technologies as a risk
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reduction activity for the Secure Border Initiative Network (SBInet). Border/Maritime projects
will include the following:

Border Detection Grid - Border Detection Grid will provide a grid of advanced sensors and
detection, classification, and localization technologies to detect and classify cross-border
movement (e.g., friendly forces, animals, weather, or illegal activity).

Milestones and Deliverables
S2°26510N€S and Deliverables
FY 2007:

* Investigate and report on advanced power sources and energy storage methods for
sensors in remote locations.

* Develop a buried fiber optic tripwire system to both sense intrusions and provide
communications to remote locations.

® Prototype a radar design specifically for border applications.

* Evaluate electro optic (daytime/visual) camera technologies.

FY 2008:

* Pilot a fiber optic tripwire that can locate activity anywhere along many kilometers of
fiber optic cable (on the order of 30 kilometers).

® Conduct an integrated concept test along the Southern Border.

FY 2009:

® Transition activities to operational end-users.

BorderNet - Border Network (BorderNet) is a wireless data network that will connect law
enforcement officers in the field to real-time tactical scene awareness information, including
geographic features, sensor data, and agent location data; as well as provide access to law
enforcement databases.

Milestones and Deliverables

FY 2007:

* Expand BorderNet capabilities in the southwest border by expanding access to
multiple law enforcement databases.

* Deploy an in-the-field, 10-fingerprint reading system.

¢ Leverage the DHS-Unmanned Aerial Vehicles (UAV) surveillance data; improving
radio direction and locating individuals conducting surveillance in support of illegal
activity.

® Add a law enforcement asset-location tracking capability (blue force tracking).

FY 2008:

* Provide a Northern Border testbed demonstration in a northeast Border Patrol sector
that will provide technology insertion and lessons learned to SBInet. The testbed will
include:

- multi-sensor fusion;
- field-level scene awareness; and
~ law enforcement data base query.
FY 2009:
® Transition activities to operational end-users.

SBI Systems Engineering and Modeling and Simulation - Secure Border Initiative (SBI)
Systems Engineering and Modeling and Simulation is a set of systems engineering tools and
models to help border enforcement agencies make informed improvements in immigration
and border security policy and operations. This project also invests in modeling technology,
complex systems and infrastructure,

Milestones and Deliverables
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FY 2007:

* Develop a full SBI operational architecture that combines:
~ Operational systems and data standards;
~ Comprehensive sensor system trade-offs for detection, identification and

tracking; and '

= A comprehensive SBI test and evaluation project.

FY 2008:

* Create full-fidelity, integrated simulation of all aspects of border security to support:
~ decision making;
— development of investment strategies; and
~ formulation of policy and programs.

FY 2009:

® Review the System of Systems model and ensure it correctly represents the Secure
Border Initiative.

FY 2010 and FY 2011:

* Expand model to include smuggling activity, Customs Immigration Services’ needs,
and SBI evolutionary needs.

BorderTech —- BorderTech develops sensor technologies and their integration and testing in
an operational environment, providing in-the-field capabilities to improve mission
effectiveness and agent safety. It will develop, demonstrate and test unproven technologies
as a risk reduction activity for the Secure Border Initiative Network (SBlret). The project
will include:

o BorderTech Testbed, which provides a test platform for the evaluation of
technologies in an operational environment, enabling agent training and tactics
development;

o  Tunnel Detection, which takes an integrated systems approach combining land-
mobile systems, airborne sensors, drilling and high resolution listening devices to
detect, identify and confirm illegal and clandestine underground border structures and
activities; '

o Advanced Sensor Technologies, which will investigate technologies and
methodologies for improving operational performance of unattended ground sensors,
Electro-Optical/Infrared devices and associated sensor signal processing; and

o Advanced Ground Surveillance Radar, which will assess active/passive technologies
and demonstrate a system for detecting and tracking humans.

Milestones and Deliverables

FY 2009:

* Conduct technology demonstration and insertion into SBlnet.

FY 2010:

* Begin the development of Advanced Sensor Technologies.

* Conduct source selection recommendation for Advanced Ground Surveillance Radar.

® Conduct BorderTech demonstration and insertion into SBlner.

FY 2011:

* Conduct testing of initial round of Advanced Sensor Technologies.

® Conduct test and evaluation of Advanced Ground Surveillance Radar.

Sensors/Data Fusion and Decisions Aids — The Sensors, Data Fusion, and Decision Aids
project develops systems to enable law enforcement officers and commanders to have full
situational awareness, enabling effective decision making and execution in a complex and
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dynamic operational environment. Current operations rely mostly on verbal coordination for
real-time operational knowledge and situational awareness. This project will:
O provide the capability to fuse tactical information from multiple data sources such as
sensors and databases (both law enforcement and commercial databases);
o provide real-time situational awareness;
o eliminate scene clutter;
O automatically identify and automatically track high-risk targets
(people/vehicles/vessels);
o provide decision aids; and
o facilitate multi-agency coordination for rapid response.
For example, combining information from different types of sensors (sensor fusion) provides
more reliable detection and tracking than if the sensors provided individual alarms.

Additionally, in response to a Customs and Border Protection (CBP) request, the S&T
Directorate is installing NorthGuard, a western Lake Erie pilot project that demonstrates the
operational utility of coupling advanced sensor fusion and tracking technology with a
common operational picture for detecting and apprehending border violators. This effort will
provide insight into operational issues such as the effectiveness of the Trusted Traveler
program and whether other individuals are reporting arrival in the U.S. as required.
Milestones and Deliverables
FY 2007:
® Conduct Northern Border Maritime Data Fusion/Situational Awareness Pilot
Development and Demonstration.
* Perform Data Fusion Assessment and Development.
FY 2008:
® Begin Automated Scene Understanding (ASU), and Visualization Tools Initial
Development.
FY 2009:
¢ Develop ASU/Automated Target recognition (ATR) to include recognition of
humans and vehicles and demonstrate the system,
FY 2010:
* Initiate development of Advanced Fusion Technologies (AFT).
* Develop ASU/ATR to include over-the-horizon sensors for vessel detection and
demonstrate the system. ‘
FY 2011:
* Perform AFT development testing in an operational environment.
® Perform Analysis of Alternatives for pattern discovery and prediction.
® Conduct Analysis of Alternatives for Advanced Situational Awareness and
Collaboration Tools.
® Conduct ASU/ATR demonstration of system improvements in an operational
environment.

Border Officer Tools and Safety Program — This program provides tools and technologies to
enable border security law enforcement perform their mission more efficiently and effectively
with a higher level of safety. This program will leverage technologies from other Departments
that can potentially be adapted to fit the operational environment and functions of DHS border
security components. For example, the program will provide the CBP and Coast Guard officers
with the tools they can use to perform inspections of vehicles and vessels.
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Boarding/Border Officer Tools - Starting in FY 2009, the program plans to expand on the
legacy of Boarding Officer Tools to include land and maritime law enforcement efforts, This
Border Officer Tools program activity will improve Border Agents’ and Coast Guard
boarding teams’ effectiveness and enhance agent/officer safety while searching
vehicles/vessels. Many of these tools will leverage technology currently under development
by DHS or DOD for other purposes. These tools support secure communications (voice &
data) between field operators, and between field operators and their command centers. The
program will deliver intrusive (requires contact) as well as non-intrusive, non-destructive
technologies to aid in the identification of contraband.
Milestones and Deliverables
FY 2007:
* Develop tools to:
~ communicate among boarding team members;
- rapidly search vessels;
locate hidden compartments;
- discriminate legitimate cargo from contraband;
— remotely obtain a positive identification of a person; and
= accurately determine the contents of shipping containers.

FY 2008:
* Develop team-to-ship line-of-sight gateway communications for USCG boarding
teams. :

® Develop maritime biometrics ID prototype for USCG boarding teams.

FY 2009:

e Complete the development of a team-to-command center over-the-horizon gateway
communication capability for USCG boarding teams.

* Conduct technology survey to identify documentation resolution versus bandwidth
solutions for providing 24-hour Real-Time Image Transmission of high-definition
images and documents.

FY 2010:

¢ Conduct a study for Covert Illegal Contraband Tracker (CICT) of feasible solutions
that can potentially communicate with existing/planned tracking systems for CBP
and USCG.

* Evaluate man-portable chemical, explosives, and drug detectors.

* Demonstrate technologies applicable to the border environment and test potential
solutions. -

® Recommend technical solution to Real-Time Image Transmission.

FY 2011:

* Conduct testing and evaluation of limited proof-of-concept pilot for man-portable
chemical, explosives, and drug detectors.

* Demonstrate technology performance and capability of the Hidden Compartment
Inspection Device.

Investigate current and emerging counter surveillance technologies.
® Select three CICT prototype solutions for development and testing.

Border Officer Safety - Also starting in FY 2009, the program plans to integrate technologies
that will enable border security law enforcement agents to more safely perform their mission.
These technologies include, but are not limited to:
o Enhanced Ballistic Protection, which will deliver lighter weight, more durable and
higher strength materials and equipment that will increase the level of a field agent’s
ballistic protection while reducing his equipment load;
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o Automatic Facial Recognition, captures images of individuals and compares them to
law enforcement databases;

o Hidden Compartment Inspection Device, which allows for agents to non-intrusively
detect from greater stand-off ranges the presence of humans and contraband hidden
behind walls and other barriers; and

* 0 Pursuit Termination-Vehicle/Vessel Stopping, which provides for a user-safe, non-
lethal means of stopping uncooperative vehicles and vessels attempting to evade
apprehension.

Milestones and Deliverables

FY 2009:

® Develop and document ballistic vest performance requirements for the border
application, and evaluate equipment/technologies.

® Conduct a covert transmission market survey to identify viable solutions.

® Develop gun-fire location requirements for law enforcement officers.

® Conduct operational test of project hostile intent using middle-eastern models.

FY 2010:

* Generate ballistics protection specification.

* Upgrade the hidden compartment inspection device design for vessels and vehicles.

* Investigate electromagnetic pulse approaches for stopping vehicles and vessels.

¢ Conduct market survey to identify potential solutions for less lethal compliance
measures.

* Generate gunfire location specifications and conduct field demonstration.

® Conduct operational test project hostile intent using Asian models.

* Perform market survey on potential solutions for under vehicle inspection test.

FY 2011:

* Develop and evaluate covert transmission technologies.

® Develop and evaluate less-lethal compliance prototype.

* Demonstrate technology performance and capability of hidden compartment
inspection device.

* Investigate and test potential solutions for less-lethal pursuit termination technologies
for vehicles/vessels.

¢ Conduct operational test of project hostile intent using cross-cultural models.

Cargo Security Thrust Area: This thrust area develops technologies to ensure the integrity of
cargo shipments and enhance the end-to-end security of the supply chain — from the manufacturer
of goods to final delivery. One of the most significant potential terrorist threats to the Nation is
the vast numbers of shipping containers that flow through our borders each year, most of which
enter without physical inspection. This thrust area will deliver technological capabilities that
address supply chain vulnerabilities — reducing the risk that cargo conveyed across various transit
modes in the international supply chain can be manipulated as an avenue for terrorist activity.
This includes the ability to communicate container status as well as security information that will
assure government customs agents and shippers of the integrity of containers and cargo. Private
industry has expressed interest in the cargo security technologies being developed within this
thrust area, based on their added commercial value in increasing business efficiency. This thrust
area conducts its activities through the Cargo and Conveyance Security Program.

Cargo and Conveyance Security Program — This program improves supply chain security and

practices to secure the Nation’s borders and cargo by reducing illegal immigration and preventing
the transport of illegal drugs, contraband, and weapons of mass destruction into the United States.
Using a system-of-systems approach, the program develops advanced sensor and communication
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technologies within a security architecture that encompasses the world’s supply chain. Some
technologies developed in this program will enable CBP officers to identify tampering events and
their location, track shipping containers, and ensure that alarm data is communicated reliably and
securely. Most of these technologies will be transitioned to the commercial sector, purchased by
industry and adopted as an international standard that will meet DHS’s core security
requirements.

Advanced Container Security Device (ACSD) - This project is developing an advanced sensor
system for monitoring the container’s integrity. The ACSD is a small unit that that attaches
to the inside of a container to monitor all six sides of the container, reporting any intrusion or
door opening. It will also detect the presence of human cargo in the container. If ACSD
detects an intrusion, breach or door opening or human, it will transmit this alarm information
through the Marine Asset Tag and Tracking System (MATTS) to CBP. The ACSD will also
build in a standard plug-and-play interface capability so that when other security or
commercial sensors (e.g., radiological/nuclear, chemical/biological) are developed, they can
be easily integrated through a standard interface. The ACSD must be able to withstand the

- harsh environmental conditions of global shipping and be economical for shippers to use.
Milestones and Deliverables

FY 2007:

¢ Deliver twenty ACSD prototypes each from two vendors for government.
¢ Conduct ACSD critical design reviews.

® Integrate MATTS global communications system.

FY 2008:

* Complete prototype system testing and develop report.

FY 2009:

* Complete field testing of the ACSD prototypes and develop report.

® Conduct large-scale operational test and develop report.

FY 2010:

® Develop initial draft of ACSD technical requirements for industry.

FY 2011:

® Vet technical requirements throughout industry following internal DHS review.
® Evaluate ACSD solution to meet technical requirements.

Marine Asset Tag Tracking System (MATTS) - This project will establish a remote global
communications and tracking network to be used in conjunction with the ACSD. The
MATTS is designed to communicate world-wide, as well as when stacked in a yard in a
densely-packed metallic environment that can cause communication blockage. DHS S&T is
developing MATTS technology to overcome these issues and to ensure that container alarm
conditions are reliably communicated to CBP Aside from the security benefit of CBP
Officers being able to make more informed decisions in targeting and inspecting high-risk
containers, industry can know the status and track their cargo as it moves through the supply
chain.
Milestones and Deliverables
FY 2007:
® Test MATTS prototypes domestically and internationally (including a port-to-port
demonstration test and.an in-bond shipment tracking test) to demonstrate that they
can work in real-life operational environments.
FY 2008:
* Transition product industry with the release of final technical requirements.
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Advanced Screening and Targeting (ASAT) - This project provides next-generation risk
assessment and targeting tools, such as automated anomaly detection and pattern discovery
algorithms for determining high-risk cargo. Advanced Screening and Targeting (ASAT)
develops computer algorithms and software that will automatically collect, combine, analyze
and find suspicious patterns in the shipping information of containers. DHS S&T will
incrementally transition ASAT to DHS targeting systems and will significantly improve
targeting the containers for inspection. This phase of the project will end in FY07. The next
phase of the project, starting in FY09, will allow CBP and Transportation Security
Administration (TSA) to identify and prioritize which containers to search and provide
dynamic targeting patterns that adjust to changes in cargo movement patterns over time.
Additionally, government and industry can use MATTS technology for other purposes.
Milestones and Deliverables

FY 2007:

® Audit ASAT software evaluated and tested by CBP cargo analysts.

® Transition validated software and supporting documentation to CBP for operational

use by their cargo analysts. :

® Conduct design reviews and beta test of desktop anomaly detection software.

FY 2008:

® Complete design reviews and beta test of desktop anomaly detection software.

FY 2009:

o Conduct requirements analysis for improved algorithms and architecture
interoperability for CBP and TSA.

FY 2010:

* Evaluate developmental pattern analysis tools for other government agencies.

FY 2011:

* Develop real-time anomaly detection capability for CBP and TSA.

® Beta test the advanced analytic software.

Supply Chain Security Architecture (SCSA) - This program maps out the international supply
chain including:

o all the various nodes (e.g., point of stuffing, port of entry);

© participants (e.g., shippers, CBP, foreign Customs); and

o information flow (e.g. container manifest is provided to CBP 24 hours before the
container is loaded on a ship). *

This security architecture also provides the framework for how DHS will incorporate near-
term (CSD) and future container security technologies (ACSD) into supply chain operations.
Alarm information will be transmitted to CBP through the architecture’s information
backbone. The architecture defines the standards that technology with which vendors must
comply to ensure that this information is communicated securely and reliably. These
standards can lead to the development of information managements systems that will support
improved data collection and risk assessment,

Milestones and Deliverables

FY 2007:

*  Conduct Departmental review of SCSA prior to releasing it for industry reviews,
ensuring the architecture is acceptable to industry, and that it works in actual
operations,

FY 2008:

* Complete technology proof-of-concept pilot, which will show the architecture’s
utility, and generate feedback for further refinement.

® Transition product to industry.
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Composite Container - This program is developing a potential next-generation ISO shipping

they would ordinarily be able to. Also, composites are easier to repair therefore decreasing
their overall life cycle costs over existing steel containers.
Milestones and Deliverables

FY 2007 — 2008:

® Build two full size ISO-compliant composite container prototypes.

Conduct a full-scale design review.
Perform a scanning test,
Conduct prototype testing of composite containers,
Conduct requirements and critical design reviews amongst the air cargo community.
Complete security sensor system development.
Complete structural system design and weight optimization.

Secretary’s Secure Freight Initiative to deploy next-generation tools and integrated systems to
scan maritime container cargo and gather imagery data.
Milestones and Deliverables

FY 2010:

® Develop requirements analysis report for ATR capability.

FY 2011:

® Develop system design.

CanScan — This project will develop capability enhancements to existing sécondary non-
intrusive inspection (NII) systems to detect or identify terrorist contraband items (e.g., drugs,
money, illegal firearms) or humans. These system enhancements will provide increases in

examination systems through advanced non-intrusive inspection. Additionally, the
capabilities developed will have applicability to air cargo security. This project aligns with
the Secretary’s Secure Freight Initiative to deploy next-generation tools and integrated
systems to scan maritime container cargo and gather imagery data.

Milestones and Deliverables
==2estones and Deliverables
FY 2009:

® Develop requirements analysis reports for non-intrusive system capability
enhancements.

FY 2010:

® Design and develop system upgrade designs.

FY 2011:

* Develop system approach to existing non-intrusive inspection systems.
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Air Cargo Composite Container —The air cargo element of this project will expand upon the
composite material developed in the Composite Container project to determine whether it can
be used to develop an Air Cargo Composite Container that will be able to detect tampering or
intrusion with potential blast-resistant capability. The project’s success depends on ensuring
lightweight comparability to existing aluminum containers and interoperability with existing
aircraft loading infrastructure.
Milestones and Deliverables

FY 2009:

* Conduct requirements and critical design reviews with the air cargo community.

e Complete security sensor system development.

* Complete structural system design and weight optimization.

FY 2010:

* Develop Air Cargo Composite container prototypes.

® Test in an operational environment.

® Transition to industry.

Container Security Device (CSD) - The project is developing a device whose sensor(s) can
detect the opening of container doors. Since the ACSD will not complete development for
three to five years and the current generation of mechanical seals can be easily circumvented,
the CSD will focus solely on monitoring the status of container doors as a stop-gap measure
until ACSD is available. The CSD is a small, low-cost device, mounted on or within a
container. It detects the opening or removal of a container door and reports to CBP if the
door is opened once the device has been armed. CBP Officers can then interdict the container
if they determine that it poses a security threat. In addition, S&T, in coordination with DHS
Policy and CBP, is developing CSD technical requirements that they will couple with an
overall concept of operations to ensure interoperability with DHS targeting systems and ease
of integration with commercial systems. CSD vendors will submit systems for assessment
against these requirements. This will provide a marked increase in the security of shipping
containers and provide an additional layer of security for CBP.
Milestones and Deliverables

FY 2007:

¢ Conduct critical design review and draft technical requirements.

* Develop and test three CSD prototype solutions.

¢ Complete CSD Technical Requirements for industry use in the manufacture of CSD

systems.

* Integrate MATTS global communications system.

* Develop operational test report.

FY 2008:

* Develop qualified vendors list for CSDs applicable for use by Customs Trade

Partnership Against Terrorism (C-TPAT) Tier I1I participants.

* Evaluate CSD solutions submitted to meet CSD requirements.

FY 2009 through FY 2011:

* Evaluate CSD solutions submitted to meet CSD requirements,

® Conduct operational field testing of CSDs.

¢ Transition CSD solutions.

Domestic High Threat Cargo -Develop a capability to track domestic high-threat cargo.
DHS-designated Toxic Inhalation Hazardous (TIH) Cargos in domestic transit will be tracked
via a remote and adaptive real-time multi-modal communications tag that leverages existing
communications networks (cell/RF/satellite) and is interoperable with intermodal applications

S&T Directorate 2007-2011 R&D Plan - 13



(rail, truck). This project provides continuous, uninterrupted, tracking of TIH in transit
throughout the domestic supply chain to ensure full and complete delivery to proper and
authorized final destinations.

Milestones and Deliverables

FY 2011:
* Develop requirements analysis for MATTS application to tracking Toxic Inhalation
Hazards (TIH).

Secure Carton — This project will leverage and further develop an S&T Small Business
Innovative Research (SBIR) project to develop a shipping carton with embedded security
sensors that detects tampering/opening of the carton once it has been closed and secured. The
carton will communicate to an RFID reader any tamper event of the internal cargo, such as
the insertion of a WMD. This project provides improved supply chain visibility and security
closer to the point of manufacture, or stuffing, and is scalable and applicable across various
shipping modalities including maritime and air cargo. The development phase of this project
will end in FY08 and field testing (new funding) will start in FY09.
Milestones and Deliverables

FY 2009: _

*  Conduct prototype field testing.

® Perform testing in an air cargo environment.

FY 2010:

* Perform testing in an air cargo environment.

* Perform testing in a maritime environment.

Secure Wrap — DHS S&T will initiate this project in FY10. This project will leverage and
further develop an SBIR project to advance a more flexible and secure tamper-indicative
wrapping material for palletized cargo shipped through the international supply chain across
various shipping modalities (e. 8. air, maritime, land). Secure wrapping material will have the
capability to detect tampering through visual indication through the material and will be
deployable with little to no change or impact to current supply chain logistics and processes.
Milestones and Deliverables

FY 2010:

* Conduct field testing with palletized air and maritime cargo.

The primary Federal customers for the Borders and Maritime Security Division are the
Department’s Customs and Border Patrol (CBP), Immigration and Customs Enforcement (ICE),
and U.S. Coast Guard (USCG), who represent end-users. Successful transition of these
technologies will substantially improve DHS components’ performance and support the
Secretary’s goals of:

o  Protecting the Nation from dangerous people;
o . Protecting our Nation from dangerous goods.
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CHEMICAL AND BIOLOGICAL

) o 1l (RE) - (PB).: * i'!.'f(Rlan‘)_ﬂ '(Pja;j)
ThrustArea .. .- . . - Program ... - ... - o] {$000)-: [ o 5] ($000) . . - (3000) ..
Agriculture Foreign Animal Diseases 15,509 21,237 26,011
Biological System Studies and Decision Tools 9,841 7,330 7,114

Threat Awareness 24,352 28,348 29,265
Surveillance and Detection - R&D 30,055 37,562 38,548
Surveillance and Detection - Operations 84,768 39,529 46,920
Forensics 2,962 6,849 6,960
Response and Restoration 77,527 - -
Chemical Analysis ) 9,468 13,237 11,264
Detection 31,964 23,181 25,706
Response and Recovery 14,664 20,671 14,376
HS! 4,372 3,421 3,571
SBIR 8,069 5,588 5,703

Overview

The Chemical and Biological Division works to increase the Nation’s preparedness against
chemical and biological threats through improved threat awareness, advanced surveillance and
detection, and protective countermeasures. The division carries out its activities through three
thrust areas: Agriculture, Biological, and Chemical.

Agriculture Thrust Area: This thrust area primarily responds to the President’s Defense of the

ST

U.S. Agriculture and Food, Homeland Security Presidential Directive (HSPD-9). This thrust area

plays a major role in leading the expansion of current and new agricultural countermeasures and
developing a plan to provide safe, secure, state-of-the-art biocontainment laboratories for
researching foreign and zoonotic diseases. The thrust area also supports work related to the

research conducted at the Plum Island Animal Disease Center (PIADC). Another area of focus is

support to the Joint Agro-Defense Office (JADO), which is being established to coordinate,
integrate and oversee the National Science and Technology Council’s (NSTC) interagency
agrodefense R&D program.

Foreign Animal Diseases Program — In partnership with the U.S. Department of Agriculture
(USDA), this program plays a significant role in defending against the natural and intentional
introduction of selected foreign animal diseases (FAD). This program develops the next-
generation veterinary vaccines and countermeasures and models the spread of FADs and their
economic impact to better inform decision makers in the identification and selection of various
intervention strategjes. Program activities include:

FAD Modeling — Near & Long Term —a national scale model that couples the spread of
foreign animal disease with their economic impacts to evaluate strategies for controlling
outbreaks.
Milestones and Deliverables

FY 2007: :

¢  Transition foot-and-mouth (FMD) model to Biodefense Knowledge Center (BKC).

FY 2008:

¢ Deliver FMD model for operational interagency use.

- FY 2009 - 2010:
* Extend the FMD model to support analysis of additional FADs. -

FY 2011: :
e Transition 2™ generation FAD models to the operational JADO modeling center for
implementation.
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FAD Vaccine and Diagnostics — Near & Long Term — provides research and diagnostics on
FAD, with an initial focus on developing more effective vaccines and biotherapeutics for
FMD, the top-priority pathogen.
Milestones and Deliverables
FY 2007 -2011:
* Pilot test next generation of FMD vaccines for one new serotype per year (e.g. A24,
Asia, O1).
FY 2008:
* Conduct enhanced characterization and efficacy (onset & duration of immunity) tests
of current-generation FMD vaccines (multiple serotypes).
FY 2010:
*  Transition next-generation FMD vaccines to the National Veterinary Stockpile
(NVS).
FY 2011:
* Deploy second-generation FAD models to Operational Modeling Center
e Complete licensure for a second FMD Differentiate Infected from Vaccinated
Animals (DIVA) vaccine.
* Test pivotal animal safety and efficacy on commercially produced pre-licensing lots
of FAD vaccines for at least one other FAD variant.

Joint Agro Defense Office (JADO) — is an S&T led interagency office providing coordination
and oversight of the integrated agro-defense program formulated under the National Science
and Technology Council.
Milestones and Deliverables
FY 2007 - 2011:
¢ Coordinate, integrate, and provide oversight of an interagency agrodefense R&D
program. This program works to develop an integrated roadmap for modeling,
vaccine and diagnostic efforts.
FY 2008:
* Establish and oversee joint Operation and Research Modeling Centers.

Ag Screening Tools — portable protocols and tools that provide minimally-trained users’
assistance in sampling (e.g., maritime containers and unprocessed samples), rapid detection,
and field identification of illegal product, high-consequence pathogens and toxins that
threaten U.S. agriculture and the food industry.
Milestones and Deliverables
FY 2011:
¢ Identify and prioritize component needs for agriculture screening and inspection tools
and protocols.
* Develop a strategy to address their needs, concept of operations (CONOPS), and
provide prototype feasibility.

Biological Countermeasures Thrust Area: This thrust area provides the understanding,

technologies and systems needed to protect against possible biological attacks on the Nation’s

population or infrastructure. The thrust area places its greatest emphasis on those biological

attacks that have the greatest potential for widespread catastrophic damage. These include — but

are not limited to — aerosolized anthrax and smallpox. Where appropriate, the program

incorporates bjodefense as part of an integrated chemical, biological, radiological, nuclear and

explosive (CBRNE) defense across civil and military agencies. This thrust area supports the

President’s Biodefense Strategy for the 21 Century, Homeland Security Presidential Directive .
(HSPD-10), which provides a comprehensive framework for our Nation’s bjodefense. ;
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The thrust has six main programs:
o Systems studies and decision support tools;
Threat awareness;
Surveillance and detection research and development;
Surveillance and detection operations;
Forensics; and
Response and restoration.
This work encompasses activities related to the development of BioWatch, a bio-aerosol
monitoring system designed to provide cities the earliest possible detection of a biological attack,
and the National Biodefense Analysis and Countermeasures Center (NBACC), which supports
the assessment, characterization and forensic analysis of biological agents.

O 0O 0 0 o

Systems Studies and Decision Tools Program — This program provides the analysis and tools
that help generate requirements for program execution within the Division. Activities include
conducting system studies and net assessments that are used to identify effective measures for
deterrence, detection, and mitigation of biological terrorism acts against the U.S. population and
infrastructure. A portion of this work supports BioWatch system development. In addition,
Federal, State, and local emergency responders use tools developed in this thrust, such as
Biological Warning and Incident Characterization (BWIC) operational models.

Biodefense Net Assessments — addresses fundamental questions about the Nation’s overall
biodefense strategy (e. g., can deterrence play a more significant role than it currently does in
biodefense).

Milestones and Deliverables

FY 2007:

e Deliver initial two topic answers to Homeland Security Council (HSC).

FY 2008:

* Complete the first round of Biodefense Net Assessments (BNAs) and transition to
HSC. The first round of BNAs will examine 8-10 fundamental assumptions made in
HSPD-10.

FY 2009-2011:

e Conduct a second BNA will be completed in FY12 and will develop a longer term
strategic view of our and our adversaries’ competitive strengths and tipping points.

System Studjes — reference scenarios to assess the capability of the Nation’s current
biodefense, identify critical gaps, and perform cost-benefit tradeoffs of different alternatives
addressing those gaps.
Milestones and Deliverables
FY 2007:
* Complete preliminary Gen3 BioWatch systems tradeoffs.
FY 2008:
* Transition the final Gen 3 BioWatch systems architecture design and deployment
strategy to the Office of Health Affairs (OHA).
FY 2008 - FY 2010:
*  Further simulation and refinements of CONOPS/Red-teaming for BioWatch
operations.

Decision Support Tools — robust fully integrated operational tools to support surveillance,
detection, incident characterization, and response systems.

Milestones and Deliverables
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FY 2009:

* Provide data to support subway model validation.

FY 2010: :

» Complete development of decision support tool to support BWIC upgrades.

FY 2011:

¢ Complete development of decision support tools for real-time detection systems.

Threat Awareness Program — Threat Awareness Program — This program characterizes threats
posed by biological weapons, anticipates future threats, and conducts comprehensive threat and
risk assessments to guide prioritization of the Nation’s biodefense investments. The Project
BioShield Act of 2004 launched an effort to develop modern, effective medical countermeasures
to protect Americans against attack by chemical, biological, radiological, or nuclear weapons. It
assigned DHS the lead in conducting threat analyses to determine what constitutes a significant
material threat to public health and national security. The primary output is an intelligence-
informed, scientific characterization and prioritization of the bio-terrorist risks to be used by the
DHS Office of Health Affairs (OHA), White House Homeland Security Council (HSC) and
partnering agencies (e.g. DHHS, EPA, USDA, and the Intelligence Community).

FY 2007—Complete Project BioShield material threat determinations for all traditional biothreat
agents of significant public health concern. These determinations are required before the
President and Office of Management and Budget (OMB) will authorize use of the BioShield
Special Reserve Fund to procure new medical countermeasures.

FY 2008--Complete second round of risk assessments required by the President’s Biodefense for
the 21st Century. These risk assessments will expand the range of agents to include: engineered
agents and agro-threats; economic consequences; and public health consequences. These
assessments will drive the prioritization of a broad range of national biodefense activities.

The threat awareness program carries out these activities through two main operational facilities
that it sustains: the Biological Threat Characterization Center (BTCC) and the Biodefense
Knowledge Center (BKC). '

Biological Threat Characterization Center (BTCC) - conducts biennial systematic end-to-end
risk assessments on both traditional and engineered biological agents, including tailored
assessments for the biodefense community; and conducting laboratory studies to close major
scientific gaps that could have a large impact on how the nation structures its defenses.
Milestones and Deliverables '
FY 2007 - FY2008:
* Deliver the second Bioterrorism Risk Assessment (BTRA) report and tool that will
include enhanced threat agents, agricultural agents and their economic impacts.
*  Prepare laboratory study reports that close key knowledge gaps for traditional agents.
FY 2009 - FY 2010:
* Deliver the third BTRA report and tool, to include emerging and enhanced agents,
* Perform laboratory studies to determine the approach for defending against enhanced
and advanced threats.

Biodefense Knowledge Center (BKC) — is responsible for providing
o analysis and operational support including 24/7 S&T reachback for DHS National
Operations Center and tailored in-depth analysis of biodefense issues;
o knowledge discovery tools for data integration, analysis, and visualization; and
o software pilots to DHS users to analyze, characterize and understand biothreats.
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Milestones and Deliverables

FY 2007:

* Provide analysis and operational support, to include delivering all high-priority
biological Population Threat Assessments (PTAs), to OHA and HHS.

e Pilot web-based Biodefense Knowledge Management System (BKMS).

FY 2007 - FY 2011 '

* Continue to provide 24/7 operational support, awareness bulletins, and technology
assessments.

FY 2009:

* Provide an improved BKMS with additional curated data sources and enhanced
analysis capabilities.

FY 2011:

* Complete the pilot for operational genomic data monitoring.

Surveillance and Detection R&D Program — This program develops next-generation detectors
for biological threat agents. The program develops fully autonomous (and therefore much faster
and at a lower cost) detection capabilities for the BioWatch system. Such detectors will
significantly increase the portion of the U.S. population that we can protect, including critical
infrastructure such as airports and transportation hubs. The program also develops the assays
(signatures or fingerprints of biological agents) that detectors need to recognize a biological
agent. Additionally, the program develops detection systems to protect agriculture and food
products and industries.

BioWatch Generation 3 Detection System — develops Gen 3 BioWatch detection system,
which includes development of
o Bio-Agent Autonomous Networked Detector (BAND) - an automated, fully
integrated “lab-in-a-box” that is capable of aerosol collection, molecular analysis and
identification, and reporting of results with networking capability for real-time
control of the entire sensor system; and
o Deployable Aerosol Collection Systems (DACS) — an automated sampler compatible
with lab analysis, sealed for safe handling of potential positives, preservation of
sample viability for 1-3 days; flexible, remotely programmable; and relatively low
acquisition, operation and maintenance costs.
Milestones and Deliverables
FY 2007:
* Field prototype demonstration of DACS and BAND.
FY 2008:
* Transition BAND systems and initial assays to OHA for operational Gen 3 BioWatch
pilot. .

Biodssays — Near Term — develops evaluated bioassays (signatures of fingerprints of
biological agents) to improve the ability to identify and characterize and incidence of human
or agriculture bioterrorism.
Milestones and Deliverables

FY2007:

* Develop signatures for top 10 biothreat assays.

FY 2008:

* Develop signatures for next 10 biothreat assays.

* Pilot the Public Health Actionable Assay process (PHAA).

FY 2009: .

e Transition next 10 bio threat assays for Gen 2 BioWatch to OHA.
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* Establish the initial operational capability for PHAA process.

FY 2010:

e Transition top 20 bio threat assays for Gen 3 BioWatch to OHA.

FY 2011:

¢ Develop functional assays for markers of virulence, drug resistance, viability, and
emerging and genetically-engineered threats.

Biodssays — Next Generation — focuses on new approaches for detecting the broad range of
possible future threats emphasizing basic biological building blocks e.g., virulence pathways
and other novel detection approaches.
Milestones and Deliverables

FY 2009:

¢ Initiate a diversified portfolio of novel assay approaches.

FY 2011:

¢ Select most promising approach in concert with Next Generation Detection System.

Detect to Protect (DtP): Triggers and Confirmers — develops low cost bio-aerosol point
triggers to detect biological agents within a minute (acting as reliable ‘bio smoke alarms’) for
protection of high value facilities and their occupants. These systems provide rapid, high
confidence confirmation to validate a detection event from a trigger within minutes of alert,
and provide real-time information for first responders.
Milestones and Deliverables
FY 2007:
* Independently verify comprehensive system and modeling designs at a government
standardized testbed
FY 2008:
* Develop prototypes suitable for extended field testing.
FY 2009:
*  Deploy and test sensors in operational environments.
¢ Transition sensors to private sector through commercialization, SAFETY Act
certification, and designation as allowable grants expenditure.

Detect to Protect (DtP): Remote Sensors — develops rapid bio-aerosol remote sensing
systems to detect biological agents within a minute (acting as reliable ‘bio smoke alarms’) to
protect high value facilities and their occupants. These remote sensors will detect suspicious
aerosols in large, open spaces at the time of release, before the aerosol cloud dissipates
throughout the space.

Milestones and Deliverables
=iiestones and Deliverables

FY 2007:
* Independently verify comprehensive system and modeling designs at a government
standardized testbed.

* Deliver system-level prototypes.

Food Biological Agent Detection Sensor (FBADS) — develops cost-effective detectors for use i
in central processing facilities for the food distribution system, with initial focus on liquid
protein products. The FBADS detectors have very low false negative and false positive rates
and can be used by personnel having only modest technical skills without slowing down
current production processes.
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Milestones and Deliverables
FY 2007:
* Deliver FBADS pre-production models for independent testing and evaluation
(completion of Phase Ib).
FY 2008:
e Complete FBADS Phase II including independent testing and evaluation and system
flexibility demonstration.

National BioSurveillance Integration System (NBIS) — S&T supports OHA’s operation of
NBIS by providing subject matter expertise and developing modeling tools. NBIS provides
decision-makers early identification of biological events of national significance, including
disease outbreaks, use of biological agents, and emergent biohazards. NBIS acquires,
integrates, analyzes, and disseminates information from existing human disease, food,
agriculture, water, meteorological, and environmental surveillance systems and relevant
threat and intelligence information.
Milestones and Deliverables

FY 2007: ‘

*  Provide Subject Matter Expert (SME) support for customer requirements task force.

FY 2007: -

* Provide SME support for bioinformatics and information technology systems.

FY 2008 - 2010:

* Continue model development within Project Hyperion to bring system to operating

capability.

Next Gen Biological Detection — develops technologies and systems to identify enhanced and
advanced biological threats. DHS S&T will concentrate its efforts on universal detection
technologies that require no prior knowledge of biological threat target. This project provides
automated, fully integrated, end-to-end (collection, identification and reporting) systems
capable of quantifying the amount of threat agent present and preserving samples for
culturing and other confirmatory/forensics analysis.
Milestones and Deliverables

FY 2009:

*  Begin technology feasibility demonstration and component analysis.

FY 2010:

*  Down-select most promising technologies.

FY 2011:

¢ Demonstrate breadboard prototype.

Surveillance and Detection Operations Program — This program operates the BioWatch
monitoring system and the associated Biological Warning and Incident Characterization BWIC)
system." The Department operates BioWatch in partnership with the Environmental Protection
Agency (EPA) and Centers for Disease Control (CDC). By the end of FY 2007, responsibility
and associated funding requirements for operating these systems will transfer to the Office of

Health Affairs.

1 BWIC interprets warning signals from BioWatch, public health surveillance data, and incident
characterization tools (plume and epidemiological models) to quickly determine the impacts a release may
have. Together, the BioWatch and BWIC systems provide public health and emergency personnel with the
information they need to respond effectively and initiate life-saving medical countermeasures.
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BioWatch — a 24/7/365 operational bio-terrorism detection system in more than 30 of the top
threat cities across the country.
Milestones and Deliverables

FY 2007: _

* Transition operations and maintenance of the Gen 2 BioWatch system to OHA.

¢ Pilot BWIC in three BioWatch cities.

BioWatch Gen 3 Procurement - this project purchases the initial units for field tests and
BioWatch Gen 3 pilot.
Milestones and Deliverables

FY 2008:

® Purchase Gen 3 BioWatch pilot systems,

* Initiate acquisition for approximately 125 LRIP Gen 3 BioWatch systems.

Forensics Program — In fulfillment of the President’s Biodefense for the 21* Century (HSPD-
10), this program operates the National BioForensics and Analysis Center NBFAC) and

conducts bioforensics research in support of criminal investigative cases, with the ultimate goal of
attribution, apprehension, and prosecution of the perpetrator. These activities provide tools and
facilities that Federal law enforcement investigators need to analyze biological threat evidence
recovered from crime scenes. The center analyzes a large number of samples for the Federal
Bureau of Investigation (FBI) and other national security partners in secure, contamination free,
biocontainment laboratories — a resource that did not exist at the time of the anthrax attacks in the
fall of 2001.

BioForensics Operations (NBFAC) — As designated in HSPD-10, NBFAC is the Nation’s
lead facility for technical analysis of samples from potential bio-crimes or bio-terrorism.
Milestones and Deliverables

FY 2007: '

® Earn NBFAC accreditation from International Standards Organization (ISO) 17025

for sample handling, tracking, and analyses procedures.

* Validate assays for the top 20 threat agents.

FY 2008:

® Transition NBFAC facility to new NBACC facility.

FY 2009:

* Validate forensic assays for top 30 biological threat agents.

FY 2010 - 2011:

® Transition bioforensic assays for enhanced and engineered threats to NBFAC.

FY 2011:

* Transition bioforensic assays for genetically modified organisms.

Bioforensics R&D — Near Term & Long Term — develops improved methods for extracting
genetic materials and proteins from samples. Provides scientific foundation for material
attribution, develops protocols for the characterization and identification of Biological Threat
Agents (BTAs), and develops a robust sample management, molecular signatures and
physical/chemical analysis research program to address FB/NBFAC requirements.
Milestones and Deliverables

FY 2007:

* Transition assays for top 20 BTAs from bioforensics R&D to NBFAC operations.

FY 2008:

* Transition assays for top 30 BTAs from bioforensics R&D to NBFAC operations.
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® Draft BioForensics R&D plan for forensics assays of engineered threats.
FY 2010:
* Transition methods for analyzing enhanced threats to NBFAC.

Response and Restoration Program — Biological agents have the potential to contaminate large
portions of a city, covering multiple city blocks and the facilities therein. The program provides
advanced planning, develops concepts-of-operation, and funds exercises and training for
responding to and recovering from a large-scale biological attack. The objective is to provide a
more rapid and less expensive post-attack cleanup or restoration in such situations. DHS S&T
partners with the Environmental Protection Agency (EPA), who has the overall lead in this area.
This program focuses on developing a systems approach for the restoration of citywide areas and
of critical facilities, such as major transportation hubs, and not on developing specific
decontamination technologies. Restoration demonstrations, which bring together Federal, State,
and, local partners to develop, test, and then share the concepts-of-operations for key scenarios,
are at the heart of this approach.

Operational Tools for Response and Restoration — develops a suite of new state-of-the-
science indoor-outdoor predictive tools to characterize the extent and degree of
contamination, incorporating the best-available deposition, degradation, and surface viability
data.
Milestones and Deliverables

FY 2010:

¢ Demonstrate and deliver a validated sampling plan for anthrax.

FY 2011: -

 Extend validated sampling plan to other agents.

Systems Approaches for Restoration — develops a coordinated systems approach to the
restoration of wide urban areas, to include high traffic areas (transit/transportation facilities)
and DOD infrastructures following the aerosol release of a biological agent.
Milestones and Deliverables
FY 2007:
® Develop restoration plans and templates, technology readiness assessments and user
requirements, policy and implementation guidance. '
FY 2009: :
® Exercise and demonstrate decontamination methods and restoration system tools.
® Conduct tabletop and field exercises, and workshops.
® Exercise and demonstrate (through tabletop and field exercises) decontamination
methods and restoration systems tools.
FY 2011:
* Validate wide-area restoration systems approach architecture within additional urban
areas and extend the results nationally, thus completing transition.

Chemical Countermeasures Thrust Area: This thrust area focuses on reducing the Nation’s
vulnerability to chemical warfare agents (CWAs) and commonly used toxic industrial chemicals
(TICs) as well as providing countermeasures to emerging non-traditional chemical threats
(NTAs). The program’s objectives are to:
o provide a comprehensive understanding and analyses of domestic chemical threats;
o develop pre-event assessment, discovery, and interdiction capabilities for chemical
threats;
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o develop capabilities for warning, notification, and timely analysis of chemical attacks;
optimize technologies and processes for recovery from chemical attacks; and
o enhance our capability to identify chemical attack sources.

The S&T Directorate actively coordinates with interagency partners such as DOD and the EPA to
maximize resources and minimize duplication. While DOD’s program focuses on the needs of
the battlefield, the program actively seeks to incorporate DOD technologies where they have
relevant impact against domestic needs. DHS investments provide amplification to EPA’s
program to ensure that major operational gaps in domestic chemical and biological defense are
addressed.

Analysis Program — This program develops a robust and enduring analytical capability in
support of chemical countermeasures. It supports development of the required fundamental
understanding of toxic chemical threat properties and conducts risk and vulnerability assessments
based on these propertles The program also develops and sustains expert reach-back capabilities
to provide rapid support in domestic emergencies. The chemical analysis program develops and
validates forensic analytical tools and methodologies for attribution, including the development
and validation of new chemical signatures. Researchers develop new signatures through
literature searches and consultations with SMEs regarding various synthesis methods for the
production of the type of threat agents terrorists and criminals will most likely use. In addition,
DHS S&T must maintain infrastructure, consisting of receival, laboratory, and storage spaces to
accommodate highly toxic chemicals and associated evidence, to provide a fully operational
capability. This includes scientific and technical staff that are available, trained and fully
certified to process this type of evidence. To ensure a cohesive effort to describe threats and
countermeasures, key analytical assessments, including Population Threat Assessments and
systems studies, formerly supported under the Architectures program, will be conducted by the
Chemical Security Analysis Center (CSAC), sustained by funding from the Analysis program.
The I&A is a primary customer for the CSAC, interagency partners will probably use the data
provided by the CSAC. Population Threat Assessments are provided to DHHS to fulfill
BioShield requirements.

CSAC — supports development of the fundamental understanding of toxic chemical threat
properties and conducts risk and vulnerability assessments based on these properties.
Activities include developing and executing R&D efforts at the DHS CSAC, a national
resource for chemical threat awareness and assessment, and developing and sustaining expert
reach-back capabilities to provide rapid support in domestic emergencies.
Milestones and Deliverables

FY 2007:

e Deliver the first Chemical Terrorism Risk Assessment (CTRA) to HSC.

e Deliver the Chemical Source Book II: Organophosphorus Pesticides to I&A.

e Transition all high priority chemical PTAs to HHS.

FY 2009:

e Deliver biennially updated CTRA to OHA.

FY 2009 - 2011:

e Deliver end-to-end systems studies to the Office of Infrastructure Protection (OIP).

e Deliver capability assessments to OIP.

FY 2010:

e Deliver Integrated Chemical reactions Database to I&A.

FY 2011:

e Deliver biennially updated CTRA to OHA.
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Chemical Infrastructure Risk Assessment — develops tools to aid in the assessment process by
identifying and quantifying infrastructure gaps and vulnerabilities, and key hazardous
chemicals and processes.
Milestones and Deliverables
FY 2009:
e Complete assessment of chemical dispersion models and downstream impacts from
infrastructure disruption.
e  Assess potential for safer alternative processes that may reduce risk to a select subset
of high-volume toxic chemicals.
FY 2010:
e Develop national position on relative merit of dispersion models.
¢ Develop objectives for improved models.

FY 2011:
e Improve models and determine potential benefits from safer chemical process
alternatives.

Chemical Forensics and Attribution (FAP) — develops and maintains new chemical forensics
and attribution analytical tools, techniques, and enduring technical capabilities for chemical
threat agents-and associated evidence. .
Milestones and Deliverables

FY 2007:

e Validate forensic analytical methodologies for G-series nerve agents.

FY 2008:

e Validate forensic analytical methodologies for H-series blister agents.

FY 2009:

e Validate forensic analytical methodologies for V-series nerve agents.

FY 2010:

e Validate forensic analytical methods for emerging chemical threat agents and Non-

Traditional Agents, prioritized by risk and intel.

Detection Program — This program develops technology for warning and notification of a
chemical threat release. It includes technologies responders need to survey potentially
contaminated scenes, while limiting their exposure to chemical agents. The program will develop
technologies that can, in a single package, sense chemical agents, as well as more commonly
monitored chemicals, at costs that will support dual-use application. This capability requires a
leap forward in technology for next-generation systems. Activities focus on development of five
detection systems, described below. OIP is a primary DHS customer and will be responsible for
supporting transition of many detection programs to local communities. The different physical
properties associated with detecting high-vapor pressure versus low-vapor pressure chemical
threats require different technologies that can adequately address the full spectrum of chemical
hazards. C

Autonomous Rapid Facility Chemical Agent Monitor (ARFCAM) — develops a low-cost, fully
autonomous, networkable chemical monitor that will “detect-to-warn” of the presence of up
to 20 CWAs and high priority TICs simultaneously within a single device.
Milestones and Deliverables

FY 2007:

e Provide a report on the testing of lab prototypes.
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FY 2008:

e Refine the ARFCAM algorithm in WMATA Metro testbed.

FY 2009: ,

e Perform independent lab test and evaluation of prototypes.

FY 2010:

e Report on OT&E of field prototypes.

FY 2011:

e Deliver operational test articles, and a technical data package.

e Transition, through commercialization, SAFETY Act certification, and designation as
allowable grants expenditure.

Integrated CBRNe Detection System — develops an architecture that integrates reporting from
disparate chemical, biological, radiological, and explosive (CBRNe) detection/collection
systems. This system provides timely CBRN(e) detection, identification, and assessment of
the threat and enables appropriate response actions by local, state and federal officials.
Milestones and Deliverables
FY 2008:
e Conduct two-city pilot of the chem/bio portions of the integrated CBRNe Detection.
FY 2009:
e Expand the Integrated CBRNe pilot testing to include radiological and explosive
detection. Upon successful pilot testing, conduct a full-scale demonstration.
FY 2011:
¢ Conclude Integrated CBRNe demonstration program with the preparation of a full
technical data package. The system will be ready for commercialization in cities and
regions not involved in the initial pilot demonstration.

Lightweight Autonomous Chemical Identification System (LACIS) — develops a networkable
handheld detector for responders, capable of detection of up to 20 TICs and CWAs in a single
sensor package.
Milestones and Deliverables
FY 2007:
e Provide a report on the testing of lab prototypes.
FY 2008:
e Evaluate LACIS systems prototype in an operational testbed.
FY 2009:
e Conduct independent lab test of prototype.
FY 2010:
‘e Conduct OT&E of field prototype.
FY 2011:
e Deliver operational test articles, and a technical data package.
e Transition through commercialization, SAFETY Act certification, and designation as
allowable grants expenditure.

Low-Vapor Pressure Chemicals Detection Systems (LVPCDS) — investigates transportable
technology to detect and identify persistent low vapor pressure chemical threats on surfaces.
Milestones and Deliverables

FY 2007:

e Demonstrate LVPCDS concept breadboard.

FY 2008:

o Test and evaluate prototypes in laboratory.
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FY 2009:

e Testing and Evaluation field prototypes in operational environment.
FY 2011: ’
e Complete technical data package.

Next Gen LVPCDS — develops an aerosol facility monitor, an autonomous facility monitor
which will detect and identify the release of suspended or aerosolized toxic, persistent
compounds having very low vapor pressures. DHS S&T will assess technologies for
detection capability of bio aerosols.
Milestones and Deliverables

FY 2011:

o Initiate concept exploration.

Next-Gen ARFCAM & LACIS — develops an autonomous, networked, continuously running
facility monitor that will “detect-to-warn” of the presence of up to 40 high-priority TICs and
CWAs, including conventional and non-traditional agents, in under one minute. Next-Gen
LACIS will be a hand-portable, networked chemical detection system that detect and identify
the presence of up to 40 TICs & CWAs in less than one minute.
Milestones and Deliverables

FY 2010:

o [Initiate concept exploration.

FY 2011:

e Undergo an initial technology downselect.

Non-Intrusive Container Monitor - Investigates technology capable of rapid and efficient
determination of the contents of suspicious containers in cargo or passing through security
portals of various types.
Milestones and Deliverables

FY 2009:

e Initiate concept exploration, including a characterization of the potential range of

hazards that can be interrogated through common package materials.

FY 2010:

¢ Initiate laboratory prototype development.

FY 2011:

e Report on mid-phase laboratory testing against potential hazards or their surrogates.

Rapidly Deplovable Chem Detection System (RDCDS) - develops a rapidly deployable
chemical monitoring system that consists of airborne and ground based elements that can
monitor special events and emergency situations for 7 chemical warfare agents and all 19
toxic industrial chemicals on the DHS chemical threat list. This project transitions to OHA in
FYO07.
Milestones and Deliverables

FY 2007:

e Complete RDCDS technical data package and transition operations to OHA.

Response and Recovery Program — This program provides technologies for returning a
chemically contaminated area to a normal condition. This work primarily supports the
development of technologies and guidelines for decontamination and the analysis of
contaminated areas both before and after restoration processes. Activities include:

o development of a mobile laboratory;
o development of fixed-site chemical analysis laboratories for CWAs; and
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o development and demonstration of facility restoration and decontamination technologies
and guidelines.
Taken together, these efforts will substantially diminish the currently unacceptably long duration
of cleanup efforts after attack with a persistent chemical on key infrastructure.

Facility Restoration Demonstration — will demonstrate a systems approach to restoration and
response (R&R) of critical transportation facilities following a chemical agent release. This
project will develop efficient planning tools, identify decontamination methods, identify
sampling methods, and develop analysis tools.
Milestones and Deliverables

FY 2007:

e Provide report on Validation of Sampling Approaches.

FY 2008:

e Complete final restoration plan.

FY 2009:

e Complete final demonstration.

Fixed Laboratory Response Capability — develop prototype environmental laboratories to
assist with assessment and remediation of CWA contamination. Laboratories will have full
EPA quality certification, standard methods for monitoring of CWA agents and standard
reporting protocols. Laboratories will be located in high threat areas and be available to
assist law enforcement with rapid identification of unknown chemical hazards. Optimized
protocols will maximize throughput.
Milestones and Deliverables

FY 2007:

e Establish three initial prototype labs in NE region.

¢ Establish ultradilute CWA standards program.

FY 2008:

e Establish labs for prototyping in the West and Southeast regions.

FY 2009:

¢ Optimization of high-throughput analytical methods to be completed.

FY 2010:

e Establish proficiency testing process and transition to EPA.

Portable High-throughput Integrated Laboratory Identification System (PHILIS) -
implements a mobile chemical lab system that can be rapidly deployed in the field to support
high throughput analysis (several hundred samples per day) of environmental samples that
may contain TICs and CWAs. Capability will enable analysis of primary chemicals and
degradation products.
Milestones and Deliverables
FY 2007:

e Complete final design, fabrication and initial demonstration of capability.
FY 2008:

e Complete documentation, in manual form, detailing Standard Operating Procedures,

maintenance, and Cost of Ownership.
e Transition final prototype and technical data package to EPA.

Integrated Detection/Decon Demonstration — demonstrates newly evolving tools for
detection of the release of chemical threats, mapping of contamination, and following
decontamination through to facility clearance.
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Milestones and Deliverables
FY 2009:
* Define and identify operational test environments
®  Perform market survey of detection/decon technologies.
FY 2010:
* Demonstrate and evaluate performance of surveyed technologies.
FY 2011:
* Conduct a large-scale demonstration and evaluate performance of selected
technologies in an operational context.
* Develop operational CONOPS

NTA Mobile High-Throughput Laboratory — demonstrates a mobile chemical laboratory
system that can be rapidly deployed in the field for analysis and identification of NTAs. High
throughput analysis (several hundred samples per day) is a major goal to enable rapid
contamination mapping and support recovery of contaminated areas,
Milestones and Deliverables
FY 2009:
* Complete initial conceptual designs.
FY 2010:
* Validate analytical assay performance across multiple matrices, optimize sample
preparation methods to maximize agent recovery/detection, and complete a system
design.

Chemical Decontamination R&D - prototype technologies for decontaminating NTAs,
including: identifying receptors that will selectively bind to agents and their surrogates and
integrate them into.an appropriate system, field test, and refine the approach
Milestones and Deliverables

FY 2007:

* Complete screening against surrogates to demonstrate proof of principle.

FY 2008: '

* Conduct laboratory testing of prototype decontamination technologies.

FY 2010:

* Perform a full scale field test.

FY 2011:

® Transition first-generation NTA decontamination technologies.

Ol Spill - Develop the capability to more effectively and efficiently respond to oil, chemical,
or hazardous material (HazMat) spills, either accidental or intentional (i.e., terrorism-related).
Develop the capability to identify, detect, track, contain, and recover heavy oils on or below
the maritime surface, oil in extremely cold conditions, oils from submerged wrecks at
extreme depths, as well as chemical agents.
Milestones and Deliverables

FY 2010: _

® Identify user needs and complete analysis of alternatives (AoA).

FY 2011:

* Develop a plan to integrate advanced concepts towards user needs and begin

laboratory testing and evaluation of less mature technologies identified in the AoA.

Integrated Consortium of Laboratory Networks (ICLN) ~ consists of a U.S. homeland
security infrastructure with a coordinated and operational system of laboratory networks that
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provide timely, high quality, and interpretable results for early detection and effective
consequence management of acts of terrorism and other events requiring an integrated
laboratory response.
Milestones and Deliverables

FY 2009:

¢ Develop an interagency plan for validation of methods used in detection of anthrax
contamination in facilities.

FY 2010:

e Integrate lab response networks with NBIS.

FY 2011:

¢ Validate chemical and radiological sampling strategies and methods.

The primary Federal customers for the Chemical and Biological Division are the Department’s
Office of Infrastructure Protection and Office of Health affairs, who represent end-users.
Successful transition of these technologies will substantially improve DHS components’
performance and support the Secretary’s goals of:

o Protecting our Nation from dangerous goods; and

o Building a nimble and responsive emergency response system.
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COMMAND, CONTROL, AND INTEROPERABILITY

Thrust Area - - _IProgram - . {$000). B ! L. ($000)

Cyber Security Information Infrastructure Security 2,803 4,625 5,200 6,013 6,078
Cyber Security Research Tools and Techniques 4,908 7,100 6,971 6,700 7,200
Next-Generation Technology 3,544 3,156 - - -

Communications, Interoperability

and Compatibility oIc 19,800 12,951 11,084 11,427 10,878
IFSL Information Sharing 2,080 3,061 - - -

Knowiedge Management Tools  |Knowledge Frameworks 11,089 11,211 16,273 15,476 17,804
Analytical Research 4,487 5,199 4,536 4,744 4,813
Collaborative Information Sharing - - 9,133 10,004 8,636

Surveillance, Reconnaissance &

Investigative Technologies USSS Support 1,190 1,158 - - -
VWME Capability Assessments

Threat Assessment and Atribution 3,062 3,761 - - -
Countermeasures Development 1,568 1,490 1,800 1,836 1,872
Futures R&D 2,641 2,993 300 306 313
Identification 2,136 4,185 2400 2,448 2,497

HSI HSI 1,162 1,120 976 1,003 1,041

SBIR SBIR 2,144 1,590 1,618 1,653 1,685

Overview

The Command, Control, and Interoperability Division’s (CID) objectives focus on:

o operable and interoperable communications for emergency responders;

o security and integrity of the Internet; and

o knowledge management tools and development of capabilities to recognize potential

threats.

The Division transforms new and promising concepts into an operational capability through the
Jjudicious blending of new technologies and current capabilities. CID supports partners in
Federal, State, local, and tribal emergency response; DHS operational components (in predicting,
detecting, and responding to all hazards); and private sector partners who-own, operate, maintain,
and utilize much of the Nation’s cyber infrastructure.

CID’s main thrust areas include:

' Cyber Security;
Communication, Interoperability, and Compatibility;
Knowledge Management Tools;
Reconnaissance, Surveillance, and Investigative Technologies;
Threat Assessment; and
Emergent Threat Assessment.

O 00 0 OO0

Cyber Security Thrust Area: This thrust area leads cyber security research, development;
testing and evaluation to secure the Nation's critical information infrastructure, through
coordinated efforts that improve the security of existing and future cyber infrastructure. Cyber
attacks are increasing in frequency and impact. As outlined in the President’s National Strategy
to Secure Cyberspace (NSSC), our Nation’s economy and national security are dependent upon
information technology and the information infrastructure. Information networks directly support
the operation of all sectors of our economy:

o energy (electric power, oil and gas),
transportation (rail, air, merchant marine),
finance and banking,
information and telecommunications,
public health,
emergency services,

O 0O 0 0O
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water,
chemical,
defense industrial base,
food,
agriculture, and

O postal and shipping.
Computer networks also control physical objects such as electrical transformers, trains, pipeline
pumps, chemical vats, and radars. Cyber attacks on U.S. information networks could have
serious consequences like disrupting critical operations, causing loss of revenue and intellectual
property, or loss of life.

O OO0 0o

Activities in this thrust area are carried out in three programs:
o Information Infrastructure Security;
o Research Tools and Techniques; and
o Next Generation Technologies.

Information Infrastructure Security (IIS) Program — The S&T Directorate initiated the IIS
program as a step toward coordinating and implementing the President’s National Strategy to
Secure Cyberspace. Through the IIS program, the S&T Directorate engages with industry,
government, and academia to ensure that the core functions of the Internet develop in a secure
manner and will benefit all owners, operators and users of the Internet. In addition, the IIS
program addresses economic assessment, risk analysis, and modeling requirements that focus on
current issues related to the implementation and deployment of cyber security technologies that
support both internal DHS customers and external partners.

Secure Protocols - (In FY09, combined with the Domain Name System Security (DNSSEC))
engages with private-sector Internet infrastructure owners and operators as well as
government agencies to develop more secure routing infrastructure for Internet
communications, including security for Domain Name System (DNS) communications.
Milestones and Deliverables ' :

FY 2007:

* Develop secure domain resolvers (the mechanism that DNS uses to find the correct
IP address), associated end-system resolvers and DNSSEC-aware software
applications. This new class of software addresses required changes for Internet
servers to deliver and respond to signed DNS entries.

* Secure Protocols will develop software tools for network operators to support initial
deployment and ongoing operations of DNSSEC.

* Insert DNSSEC standard protocol into the Federal Information Security Management
Act, which requires that government agencies deploy the DNSSEC standard protocol.

FY 2008:

* Complete the modification of end-user applications, such as web browsers and e-mail
clients, to make them DNSSEC-aware, providing end-to-end security for Internet
users to assure authenticity and integrity of information coming to the end system.

* Provide step-by-step operator guidance documentation tailored to various operating
environments, along with training, procedural, and development documentation, as
well as executable software, patches, commented source code files, and packaging
requirements.

* Develop and deploy a Public Key Infrastructure (PKI) with the American Registry
for Internet Numbers (ARIN), which controls and allocates IP addresses for North
America.
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e Cleanup the ARIN database in order to eliminate many routing errors and
vulnerabilities to cyber attacks that are caused by inaccurate information in the
database.

FY 2009:

e Increase deployment of the DNSSEC protocol.

e  Gather operational DNSSEC query data, with the goals of further analyzing DNS
security, and initializing transition from sparse to dense deployment.

¢ Continue deployment of the routing PKI with global registries in addition to ARIN
deployment.

FY 2010: :

e Conclude PKI deployment activities

e Develop and deploy standards for secure routing.

e DNSSEC project will query data for testing purposes.

FY 2011:

o Develop a document consisting of draft secure routing protocols.

Process Control Systems — This project will focuses on improved security for process control
systems (PCS). A PCS is a statistics and engineering discipline that deals with architectures,
mechanisms, and algorithms for controlling the output of a specific process. PCSs control
water supply, electrical power, gas and oil pipelines, and other distributed processes.
Milestones and Deliverables
FY 2009:
e [Initiate activities in the area of PCS Security to support improved security for process
control systems used across multiple critical infrastructure sectors.
e Develop a Process Control System architecture document and a PCS model for the
-oil and gas sector. The result will be a consistent architecture for the sector. It is a
guiding document provided to vendors so they can produce products that create
and/or maintain interoperability.

Cyber Security Assessment —addresses economic assessment, risk analysis, and modeling
requirements that focus on current issues related to the implementation and deployment of
cyber security technologies

Milestones and Deliverables

FY 2008:
e Develop a national research agenda to provide a framework for dealing with cyber
conflict

Cyber Security Research Tools and Techniques (RTT) Program — This program provides secure
facilities and methods for testing cyber security technologies under real-life conditions. Neither
existing research network infrastructures nor the operational Internet provides adequate means for
testing defense technologies. Over the last decade, the network security research community has
also been stifled by the lack of real network data to test their research prototypes and prove the
utility of their research in large-scale network environments. In order to accelerate research,
development and deployment of effective defenses for U.S.-based computer networks, CID is
developing a cyber security testing infrastructure that allows researchers, developers and
operators from government, industry and academia to experiment with potential cyber security
technologies.

The RTT program focuses on underlying methods and techniques to support the development and
use of cyber security technology and will create, operate and support a researcher-and-vendor-
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neutral experimental infrastructure that is open to a wide community of users. Ultimately, CID
will produce scientifically rigorous testing frameworks and methodologies to provide a testing
infrastructure that will support national-scale experimentation. The program has three main
projects:

o Experimental Research Testbed (formerly Cyber Security Testbed);

o Research Data Repository (formerly Large Scale Datasets);

o Experiments and Exercises; and

o Internet Route Monitoring.
The end-users for these research tools and techniques include cyber security researchers,
developers, and operators.

Experimental Research Testbed (formerly Cyber Security Testbed) — Provides a cyber
security testbed that is used to evaluate mechanisms to defend against attacks on the
infrastructure and support the mitigation of attacks.
Milestones and Deliverables
FY 2007:
* Combine several other government-funded testbeds to increase capabilities — and to
create a realistic model of the internet on which to test cyber security technologies.
* Finalize Certification of the Protected Repository for the Defense of Infrastructure
against Cyber Threats (PREDICT) Dataset Portal and Process.
 Create a Linking the Oil and Gas Industry to Improve Cyber Security (LOGIIC)

consortium.

FY 2008:

* Increase capacity to over 800 systems, allowing large-scale malicious-code
experiments.

* Increase the number of test bed users to 85 organizations and large-scale data sets
applications to 150.

FY 2009 - FY 2011:

® Test five new technologies each year that may include: worm defense, routing
security, distributed denial of service defense, malware detection and domain name
system security.

Research Data Repository (formerly Large Scale Datasets) — CID will initiate this project in
2009 to develop a repository of real, network-and system-traffic datasets that researchers can
use to validate their technology and products.
Milestones and Deliverables

FY 2009:

® Increase the large-scale data sets applications to 200.

FY 2010: : ‘

® Increase the large-scale data sets applications to 250.

FY 2011:

® Increase the large-scale data sets applications to 300

Experiments and Exercises — addresses cyber security requirements from internal Department
customers in support of the DHS’s operational missions in critical infrastructure protection.
Milestones and Deliverables
FY 2007:
* Experiments and Exercises will demonstrate a framework for assessing risks and
evaluating new technologies to reduce vulnerabilities in oil and gas sector process
control environments.
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FY 2008:
* Complete the first round of LOGIIC consortium projects and demonstrate the results
at numerous oil and gas venues.

Internet Route Monitoring — CID will initiate this project to identify critical Internet
resources, incorporating an understanding of geographic and topological mapping of Internet
hosts and routers.
Milestones and Deliverables

FY 2010

e Complete Geographic router level maps.

FY 2011:

* Complete and deliver mapping and analysis tools to the National Response Team.

Next-Generation Technologies (NGT) Program — This program addresses cyber security R&D
needs in support of DHS mission component requirements in a variety of topic areas aimed at-
preventing, protecting against, detecting, responding to, and recovering from large-scale, high-
impact cyber attacks. Through long-term research efforts, CID will provide novel, next-
generation secure information technology concepts and architectures. This program will define
technical areas of interest, based on customer requirements, and allow university and private
sector researchers to submit their best and most innovative ideas to the S&T Directorate. An
integral part of the NGT program is fostering the necessary partnerships to accelerate the
transition of new technologies into commercial cyber security products and services in order to
ensure that the latest technology is available for deployment into the national information
infrastructure. End-users for these technologies include first responders, critical infrastructure
providers, the banking and finance sector, private industry, and government.

Milestones and Deliverables ‘

FY 2007:

* Expand IP network vulnerability and compliance assessment software (VCAS) trials,
expanding from three sites in FY 2006 to six sites in FY 2007. VCAS analyzes proposed
network configuration changes for vulnerabilities and compliance issues before the
change is implemented.

* Develop the tools to detect software vulnerabilities and will continue to analyze widely-
used open source projects.

FY 2008:

® Transition technology and infrastructure for secure government data and video
communication and coordination capabilities using hand-held devices. With this
technology, DHS users will be able to ensure secure communications wherever they are
located.

Communications, Interoperability and Compatibility Thrust Area: Work in this thrust area
works to strengthen interoperable wireless communications, improve effective information
sharing, and develop tools to enhance overall coordination and planning at all levels of
government. Currently, the Nation’s capacity for interoperable communications is hindered by
poor and fragmented planning and coordination.

The Communications, Interoperability and Compatibility thrust area is comprised of the

following programs: Office for Interoperability and Compatibility (OIC) and Integrated F ederal,
State and local (IFSL) information sharing,

S&T Directorate 2007-2011 R&D Plan - 35



OIC Program — DHS S&T established the OIC program to strengthen and integrate
interoperability and compatibility efforts to improve preparedness and response efforts among
Federal, state and local tribal governments. OIC addresses the myriad complexities of improving
interoperable communications, including:
o spectrum allocation;
o use of incompatible proprietary systems and infrastructure;
o lack adequate standard operating procedures (SOPs); and
o multi-jurisdictional, multi-disciplinary governance structures.
OIC maintains an aggressive program to promote and achieve both near- and long-term
interoperability through the following research, development, testing, evaluation (RDT&E) and
standard efforts to develop technology; tools, best practices, and methodologies that emergency
response agencies can implement to improve interoperability:
Technology Demonstration Pilots;
Public Safety Architecture Framework (PSAF);
Statement of Requirements (SoR);
Standards and Modeling;
Interoperability Migration Model;
Compliance Assessment;
Outreach;
SAFECOM Transition;
Emergency Data Exchange Language (EDXL) Data Standards;
IP Backbone Test & Evaluation;
P25 Interfaces; and
Wireless Broadband Production.

O 0000000 O0OO0OO0OO 0O

Technology Demonstration Pilots — Conduct pilot programs across the nation that will test
and demonstrate communication technologies in real-world environments, including data and
video (ends in FY 2008).
Milestones and Deliverables

FY 2007:

® Conduct pilot programs to assess and demonstrate data and video technologies in

real-world environments.
FY 2008:
® Assess and demonstrate data and video technologies in real-world environments.

Public Safety Architecture Framework (PSAF) — Assists emergency response agencies map
system requirements and identify interoperability gaps (ends in FY 2008).
Milestones and Deliverables

FY 2007: ‘

* Populate the PSAF and conduct a pilot with multiple emergency response agencies to

test and validate new functionality.
FY 2008:
® Provide guidance, tools and frameworks for each State to create its own architecture.

Statement of Requirements (SoR) — Publishes a comprehensive set of emergency response
communications requirements (ends in FY 2008).
Milestones and Deliverables

FY 2007:
* Publish SoR Volume I Version 1.2 and complete video quality measures for SoOR
Volume II.

* Fully integrate voice, video, and data requirements of the SoR.
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o Publish the results of the landmark National Interoperability Baseline Survey, which
provides detailed statistical information on the current state of interoperability across
the Nation.

FY 2008:

¢ Release SoR Volume III, which will be an automated data-entry tool to help
emergency response agencies map system requirements and identify gaps

» Set network specifications for public safety communication applications listed in a
new revision of the SoR.

Standards and Modeling — Develops P25 standards, data messaging standards, and develops
complementary testing procedures (ends in FY 2008).
Milestones and Deliverables
FY 2007:
e Complete the first round of LOGIIC consortium projects and demonstrate the results
at numerous oil and gas venues.
FY 2008:
e Test and model broadband standards
FY 2009:
* Expand messaging standards to work seamlessly with the health field in emergency
related exchanges.
e Develop a certification process to ensure industry implementation of standards.

Interoperability Migration Model — Provides emergency response agencies with a
standardized method to measure their interoperability capacity (funding ends in FY 2007).
Milestones and Deliverables
FY 2007:
e Complete the first round of LOGIIC consortium projects and demonstrate the results
at numerous oil and gas venues.
FY 2008:
¢ Improve interoperable communications by showing how and where OIC tools can
help emergency response agencies meet their targets and complete project.

Compliance Assessment — Evaluates existing and emerging technology to ensure operational
effectiveness and conformance to standards (ends in FY 2010).
Milestones and Deliverables

FY 2007: :

e Complete the first round of LOGIIC consortium projects and demonstrate the results

at numerous oil and gas venues.

FY 2009:

e Initiate VoIP testing and start data messaging verification.

FY 2010:

e Complete VoIP testing and start data messaging verification.

Outreach — Provides guidance, tools, templates, publications, and media updates on
communications-related issue (ends in FY 2008).
Milestones and Deliverables
FY 2007:
e Sponsor an OIC Industry Roundtable.
* Develop and distribute OIC’s quarterly newsletter, Interoperability Technology
Today to first responders and other key stakeholders.
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¢ Conduct Project 25 (P25) Standards Outreach and Education to key stakeholders.

FY 2008:

¢ Develop and distribute OIC’s quarterly newsletter, Interoperability Technology
Today to first responders and other key stakeholders.

*  Sponsor the “9th Annual Technologies for Critical Incident Preparedness Conference
and Exposition” which focuses on prevention, preparedness, response, and recovery
and will highlight technology and training tools available to the emergency response
community.

e Continue Project 25 (P25) Standards Outreach activities.

SAFECOM Transition — Supports interoperability projects that are transitioning to the Office
of Emergency Communications (funding ends in FY 2007).
Milestones and Deliverables

FY 2007:

¢ Transition SAFECOM operations to the Office of Emergency Communications

Emergency Data Exchange Language (EDXL) Data Standards — In response to the
Interoperability IPT, CID will initiate this project in FY 2009 to facilitate RDT&E of
practitioner-driven information-sharing standards and encourages their implementation into
disparate software, systems, and devices.
Milestones and Deliverables
FY 2009:
® Develop and pilot data messaging standards for the emergency response community.
¢ Develop a compliance certification process to ensure industry implementation of

standards.

FY 2010:

¢ Expand standards to work seamlessly with health field in emergency related
exchanges.

® Develop and pilot additional data messaging standards for the emergency response
community.

IP Backbone Test & Evaluation — Researches IP enabled backbones and evaluates promising
solutions.
Milestones and Deliverables

FY 2009:
o Initiate testing and evaluation of IP solutions.

P25 Interfaces - Beginning in FY 2009 this project will accelerate the development and
testing of P25 IP based interfaces by developing test procedures.
Milestones and Deliverables
FY 2009:
¢ Launch a demonstration version of VoIP Gateways to P25.
FY 2011:
* Complete the development of network management interfaces

Wireless Broadband Production — In response to the Interoperability Capstone IPT, CID will
initiate this project in 2009 to test and evaluate technologies on commercially available and
emergent wireless broadband data.
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Milestones and Deliverables
FY 2010:

* Pilot and demonstrate standardized deployments of wireless broadband solution

FY 2011:

* Document findings and implement recommendations to transition wireless broadband
solutions

Integrated Federal, State, and Local (IFSL) Information Sharing Program — This information
sharing program focuses on developing techniques and processes in support of the DHS Office of
Intelligence and Analysis (I&A) to discover new and secure methods for dissemination of threat
information among government entities — Federal, State, local, and triba] - responsible for

Milestones and Deliverables
=——tSIONES and Deliverables
FY 2007:

® Establish an inter-state governance board to provide policy and operational oversight as
required for joint operations and information sharing,

® Develop an operational prototype, and implement a tool-kit solution in four regions of the
country. Through this effort, DHS demonstrated the effectiveness of leveraging existing
public safety networks and regional initiatives as the conduit for nationwide sharing of
public safety information.

FY 2008: ' :

* Evaluate the federated query capabilities, (use of a single query to access multiple,
different databases, using handheld wireless devices) for all jurisdictions in up to nine
participating states. New capabilities enable a mobile law enforcement official in a
remote location to produce a single query that simultaneously accesses multiple databases
across jurisdictions.

* Deploy integrated capabilities and add a multi-level secure information sharing
capability, which enables information to be securely managed and shared among the
Federal, State, and local jurisdictions.

Knowledge Management Tools Thrust Area: The objective of this thrust area is to provide
knowledge Mmanagement capabilities to reduce the risk of terrorist attacks and to prepare for and
respond to natural and man-made disasters. The thrust area is preparing new capabilities for I& A
and the DHS information enterprise for the integration, management, analysis, and dissemination
of actionable information from multi-type, multi-source data to our national, State, local and
tribal leaders and decision makers. This knowledge management research provides tools and
methods to handle massive amounts of information that is widely dispersed in a great variety of

forms. Being able to find such information, understand its meaning, and then use it to assess an

This thrust area conducts its activities through the Knowledge Frameworks, Analytical Research,
and Collaborative Information Sharing programs.

Knowledge Frameworks Program — This program area establishes architectures and frameworks
to develop and test technologies that can rapidly integrate threat information and provide targeted
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and actionable information to all agencies that perform homeland security missions. The program
also provides the ability to process structured and unstructured data from a variety of sources and
in a variety of formats. It develops the architecture for inserting computationally based tools and
methodologies for the Department’s Office of I&A, and Immigration and Customs Enforcement
(ICE). The program conducts its activities through the following projects:

Architecture and F ramework;

Interagency Center for Applied Homeland Security Technology (ICAHST);

Collective Situational Awareness;

Common Operating Picture (COP) Data Fusion Technologies;

Integrated Data Processing and Analysis;

Law Enforcement and Intelligence Sensor F usion;

Network Identity Management; and

Real-Time Data Processing and Visualization;

© 00000 O0O0

Architecture and Framework — Develops and deploys technologies to analyze masses of data
(funding ends in FY 2010).
Milestones and Deliverables
FY 2007:
® The Architecture and Framework project will develop and improve algorithms for
relationship extraction and semantic tagging.
® Transition enhanced data management capabilities.
FY 2008:
* Deliver upgrades to the architecture with technical support for installation and
training of analysts. :

FY 2009:
® Transition 24/7 operational capability (unattended) for Architecture and Framework
systems.

Interagency Center for Applied Homeland Security Technology (ICAHST) - Provides rapid
assessments of high priority technologies, systems, networks, and algorithms (funding ends in
FY 2009).

Milestones and Deliverables
FY 2007:

* Provide modeling and simulation support for FEMA to begin integration of the
nation’s Public Alert and Warning Systems.

® Define requirements and provide technology support to ICE’s Cargo Tracking and
Tagging Program

® Partner with local law enforcement agencies to assess surveillance and remote data
access capabilities.

FY 2008:

* Evaluate the five highest priority technology needs, identified in the community
research agenda (produced by the S&T Directorate and the Office of the Director of
National Intelligence Science and Technology Office).

® Conduct DHS system integration tests and evaluations,
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Collective Situational Awareness — Develop architecture for accessing and exchanging
situational awareness information among across the disparate National System security
networks.
Milestones and Deliverables
FY 2009:
* Develop collective situational awareness architecture design specification.
FY 2010
* Perform and analysis of laboratory and commercial technologies for collective
situational awareness.
FY 2011
¢ Conduct cross domain situational awareness systems interface design and technology
pilots.
FY 2012
® Collective situational awareness architecture development test and evaluation.

Common Operating Picture (COP) Data Fusion T echnologies — CID will initiate this project
in FY 2009 to respond to the Information Sharing IPT; work in this project will develop
sensor integration technologies to fuse massive volumes of data on potential hostile
surveillance activity from multiple systems.

FY 2009:

* Define operator requirements for hostile surveillance sensor fusion.

FY 2010:

* Conduct sensor fusion and integrated data analysis pilot demonstrations.

FY 2011:

® Develop hostile surveillance activity sensor fusion standards for the COP.

Integrated Data Processing and Analysis — In response to the Information Sharing IPT, CID
will initiate this project to develop a framework for the integrated analysis of free text,
database records, audio, and sensor information. (FY 2009 new start)
Milestones and Deliverables

FY 2009:

* Assess and document user requirements to include design specifications.

® Analyze laboratory and commercially available data processing and analysis

technologies.

FY 2010:

* Establish and validate integrated data processing and analysis performance metrics.

* Conduct integrated data analysis technology pilots.

Law Enforcement and Intelligence Sensor Fusion — This project provides comprehensive
sensor fusion standards and communications protocols for sharing sensor information and
responds to DHS Information Sharing IPT gaps (FY2009 start).
Milestones and Deliverables

FY 2009:

* Conduct standards and policy assessments for data exchange with law enforcement

and intelligence partners.

FY 2010:

* Design specifications for sensor fusion standards and exchange protocols.

FY 2011:

® Conduct pilot sensor fusion standards and protocols in development environment.
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Network Identity Management — CID will start this project in FY 2009 to build architecture
for managing identities, rights, and authorities used within and external to an organization’s
network.
Milestones and Deliverables

FY 2009:

®  Conduct standards and policy assessments

FY 2010:

* Execute cross agency identity management systems interface design and technology

demonstrations.

Real-Time Data Processing and Visualization — In response to the Information Sharing IPT,
CID will initiate this project in FY 2009 to develop a lightweight technology suite for the
dynamic, real-time processing and visualization of information from multiple sources.
Milestones and Deliverables

FY 2009:

® Assess and document user requirements to include design specifications.

FY 2010:

® Data processing and visualization technology pilot.

FY 2011:

® Perform technology integration suite design, including test and evaluation
framework.

Analytical Research Program — This program provides new methods by which analysts and
operators can discover, comprehend, and apply information. It does so by presenting large,
diverse, and dynamic datasets in easy-to-use visual forms. Such data sets will enable end users to
understand and visualize the risks and vulnerabilities of critical infrastructures, ports, other areas
related to trade and immigration by means of computational and visual analytic technologies.
The analytical research program consists of the following two projects:

o Visualization Analytics and Physics-based Simulation; and

o Data-Intensive Computing, Privacy, and Forensics

Visualization and Analytics — Visually based mathematical methods and computational
algorithms for discovering, comprehending, and manipulating diverse data and applying the
resulting knowledge to anticipate terrorist incidents or catastrophic events
Milestones and Deliverables
FY 2007:
¢ Develop applications that include:
- predictive analysis;
—  strategic visualization capabilities for critical infrastructure protection;
— visual analytics for social and behavioral analysis of terrorist threats;
— geospatial and temporal analytics tool set;
~  information sharing and collaboration; and
= pandemic visuval analytics.

FY 2008:

 Deliver algorithms and capabilities to ICAHST for research evaluation.

* Develop and install extensive enhancements for common knowledge management
architecture, which include interactive full-text analytical visualization capabilities
for up to one million documents simultaneously.

® Develop and pilot sophisticated visual analytics tools suitable for mobile and hand-
held devices; and significantly advance in-core capabilities to include:
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— streaming foreign news;
— interactive touch-screen display to provide simplified access to topic specific text
queries;
—  analyst predictive concept steering in text supports blending statistical and
personal models of key topics for analysis;
~  privacy-preserving foundation for visual analytics; and
- affect analysis in text techniques measure the emotional ‘charge’ of a document.
FY 2009:
® Develop a multi-modal common visual analytics framework.
® Integrate the Regional Visualization Analytics Center with National Visualization
Analytics Center.
* Develop a multi-model Common Visual Analytics Framework
FY 2010:
® Support the 2010 Olympics Common Operating Picture.
® Conduct a Federal, State, and Local Visual Analytics Pilot.
* Perform incident-scale physics-based simulation capability.
FY 2011:
* Integrate Visual Analytics with SCOPE.
* Conduct data-intensive architecture for physics-based simulations

Data-Intensive Computing, Privacy, and F. orensics — Simpler, more efficient software

algorithms and hardware architectures for extracting and managing data, assessing threats and
consequences, and ensuring telecommunications interoperability (starts in FY 2009).
Milestones and Deliverables

FY 2009

* Develop design parameters for data-intensive computation.

FY 2010:

® Design data-intensive computing architecture.

* Research and incorporate privacy ensuring elements.

FY2011:

® Conduct data-intensive architecture for physics-based simulations.

Collaborative Information Sharing Program —In 2009, in response to the Information Sharing
Integrated Process Team (IPT), CID will injtiate this program to focus on the development and
deployment of advanced technologies to support inter-organizational and multi-level
dissemination of information and intelligence products. This includes:

e}
(¢]

o

o

pattern recognition and correlation technologies for creating broad threat awareness;
operational support capabilities for protecting infrastructure, and providing relevant,
actionable intelligence to operators;

development and sustainment of strategic analysis capabilities to recognize, track, and
accurately assess the significance of patterns and trends in suspicious activity reports; and
development of advanced encryption and redaction tools, digital rights management
technologies, and automated destruction capabilities to increase the multi-level security
of distributed products.

Specific project within the Collaborative Information Sharing Program include:

(o]

(0]
o
o

Data Privacy Technologies;
Multi-Level Information;
Suspicious Activity Reporting; and
Threat Dissemination Standards
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Data Privacy Technologies — to enable lawful use of U.S. Persons Data for counter terrorism
intelligence analysis.
Milestones and Deliverables
FY 2009:
® Perform Privacy Act and DHS intelligence policy assessments for use of U.S,
Persons Data.
FY 2010:
. Develop markup specs and exchange standards for US Persons Data.
FY 2011:
® Conduct assessments and prototype demonstrations of data purge and anonymization
techniques for Data Privacy Technologies.

Multi-Level Information Dissemination — supports the distribution of intelligence products to
state, local, and private sector security partners.
Milestones and Deliverables

FY 2009:

* Assess and document requirements for external intelligence product dissemination.

* Evaluate multi-level security technologies.

FY 2010:

® Perform multi-level dissemination technology pilots.

FY 2011:

¢ Conduct DHS system integration tests and evaluations.

Suspicious Activity Reporting — cross-agency, suspicious-activity reporting system to track, in
real-time, all encounters with individuals on government watch lists.
Milestones and Deliverables

FY 2009:

* Conduct system design and integration review

FY 2010:

* Perform technology assessments, system interface specifications, and software

development for Suspicious Activity Reporting.

FY 2011:
* Execute DHS system integration tests and evaluations for Suspicious Activity
Reporting,

Threat Dissemination Standards — information sharing standards and communications
protocols for rapidly sharing terrorist attack mitigation strategies within and between
homeland security sectors.
Milestones and Deliverables
FY 2009: -
* Define open standards and policy assessments for data exchange with CIP
government and industry partners.
FY 2010:
* Design technology specifications for threat assessment and mitigation exchange
standards.
FY 2011:
® Pilot information exchange standards and protocols in development environment
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Surveillance, Reconnaissance and Investigative (SRI) Technologies Thrust Area: Work in
this thrust area develops and evaluates individual sensor technologies, the fusion of multiple
sensors, and examination of new sensor technologies to support the high-priority needs of
Federal, State and local law enforcement agencies, including the Office of Intelligence and
Analysis (I&A) at DHS. Under SRI Technologies, CID initiates R&D partners with other
organizations in the intelligence and defense communities on behalf of the DHS Intelligence
Enterprise.

USSS Support Program — This program area provides agents, uniformed division officers, and
support personnel with select technology solutions to protect individuals, including the President,
Vice President, their families, visiting heads of state, and other designated individuals. In
addition, the program provides forensic scientists, investigators, and engineers with technology to
investigate financial crimes, terrorism, and computer fraud.

Milestones and Deliverables

FY 2007:

* Develop speaker identification tools currently used in investigative casework.

® Deliver tools that allowed USSS investigators to compress the time required to analyze

. speech evidence from days to hours.

¢ Initiate follow on effort to provide the first step in classifying dialects of American
English to assist investigators in determining suspects’ nationalities.

® Provide technology to “unlock” virtual containers of information that criminals or
terrorists have stored on computers (Project “Safe-Cracker).

FY 2008:

* Develop a Man Portable Tracker to track criminal and terrorist suspects in cluttered
signal environments, such as hotels and office buildings, that tracks signals for
investigations and protection.

¢ Transition Advanced Live Scan Import Software (ALIIS) to USSS, which will enable
fingerprint cards, palm print cards, and mug shots to be scanned remotely.

Emergent Threat Assessments Thrust Area: The threat assessment thrust area performs all-
source assessments of chemical, biological, cyber security, and advanced explosives threats. The
goal is to understand terrorist group capabilities and intentions in each area, and develop an
overall understanding of the types of threats and tactics likely to be used against the United
States. This thrust area also provides components of DHS, the Intelligence Community and other
government agencies programmatic and technical expertise in emerging threats, risk sciences and
other areas applicable to homeland security that may be especially sensitive, classified or
deserving of extraordinary security protection. This thrust area relies on national laboratories to
develop a broad and deep understanding of terrorist threats, especially the threat from Weapons
of Mass Effect (WME), in direct support of DHS strategic goals. This initiative will assess WME
risks and devise effective detection, protection, and response measures.

This thrust area works closely with other elements of the intelligence community to provide threat
perspectives, and, in particular, to help advance the use of tools in the analysis ‘process that may
help State, local, and tribal public safety and emergency management officials.

Weapons of Mass Effect (WME) Capability Assessment and Attribution Program — This
program focuses on providing assessments of foreign and domestic terrorist groups’ ability to
develop and deploy weapons of mass effect (WME). The program delivers:
o robust technical analysis of terrorist efforts to acquire, develop, and use chemical,
biological, and explosive agents for weapons of mass effect; and
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O ongoing technical assessments of WME threats to support risk analysis and
countermeasure development.
Milestones and Deliverables
FY 2007:
* Expand analysis to provide more precise and comprehensive information for WME risk
assessments. Including:
= sources of and access to WME materials, reliance on or training of technical
experts; and '
— acquisition of specialized equipment and connection to services of other illicit
networks, such as drug trafficking and money laundering.
® Expand the capability to identify possible or putative terrorist groups or organizations,
and to discern their plans for an attack.
FY 2008: :
* Build a comprehensive system for assessing the capabilities of known terrorist groups to
develop and deploy weapons of mass effect. This includes:
- adatabase;
~ asetof tools for processing, analyzing, and discovering threat data; and
~ asecure process and technologies for disseminating such information to the
Federal, State, and local partners involved in preventing attacks.

Countermeasure Development Detection Program This program focuses on developing
capabilities to counter emergent threats for which countermeasures capabilities do not yet exist.
It addresses mission support technology development, mass transit mitigation, and small
aircraft/unmanned aerial vehicle defense.
Milestones and Deliverables
FY 2007:
® Develop countermeasures prototypes in two ongoing mission support projects and turn
over to DHS component(s) for operational test and evaluation.
* Conduct testing to determine feasibility of a specific mass transit mitigation strategy.
®  Assess current state of countermeasure development for identified high priority emerging
threats.
FY 2008:
* Complete operational development of three countermeasures in ongoing mission support
projects and turn over to DHS component(s) for field deployment.
* Participate in conducting live fire test of small aircraft and unmanned aerial vehicle
defense system
* Complete testing for determination of feasibility of a specific mass transit mitigation
Strategy.
® Assess current state of countermeasures development for identified high priority
emerging threats.
¢ Initiate countermeasures development for identified high priority emerging threats.
FY 2009:
® Assess current state of countermeasures development for identified high priority
emerging threats. ’ '
¢ Initiate countermeasures development for identified high priority emerging threats.
FY 2010:
® Assess current state of countermeasures development for identified high priority
emerging threats.
® Initiate countermeasures development for identified high priority emerging threats.
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FY 2011:

® Assess current state of countermeasures development for identified high priority
emerging threats.

¢ Initiate countermeasures development for identified high priority emerging threats

Future Capabilities Research and Development Program — This program focuses on conducting
high-risk, high-payoff basic research in areas relevant to emerging threats to homeland security.
Activities include research on risk assessment methods and research collaboration with external
agencies and international partners on emerging threats. Specific products are classified
Milestones and Deliverables :

FY 2007: :

* Classified report on the Australian-United States 4™ Bilateral Conference on Emerging

Technologies

FY 2008:

e Complete risk assessment methodology testing

FY 2007 -FY 2011:

* Classified reports resulting from studies conducted under PLG.

Identification and Assessment Program — This program focuses on anticipating and defining
potential threats arising from new scientific and technological advances as well as evaluating
terrorist use of existing capabilities in new or unexpected manners. It includes the transit security
project, emerging threat assessments, globalization of biotechnology, future bio-agent
assessment, and threat/vulnerability analysis. Several projects use a structured “red team”
process in which imaginative capabilities and ingenuity of potential terrorists are captured and
potential threat scenarios are analyzed for feasibility, vulnerability and consequence.
Milestones and Deliverables

FY 2007:

* Complete initial draft of Synthetic DNA Screening.

¢ Complete JASON’s Summer Study of the vulnerability of the nation’s electric power

grid.
e Complete Joint S&T/ NCTC Conference “Assessing Progress on the War on Terror”
summary report.

* Transition Transit Security Project to Infrastructure and Geophysical Division.

* Draft report on Globalization of Biotechnology.

FY 2008:
Issue JASON’s summer study report.
Complete JASON’s winter study.
Deliver report on the Synthesis DNA Screening study.
Combplete report on the Globalization of Biotechnology.
Deliver Third Emerging Threats study to U.S. Secret Service.
Issue Future Bioagents Phase II threat study.
FY 2009:
* Complete Future Bioagents Phase III.
FY 2008 - FY 2011: ,
* Conduct one PLG “red team” exercise each year.

The primary Federal customers for the Command, Control and Interoperability Division are the
Department’s Office of Intelligence and Analysis, Customs and Border Patrol, theU.S. Secret

Service, Federal Emergency Management Agency (FEMA), who represent end-users including
first responders; Federal, State, and local émergency managers; and private sector infrastructure
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owners and operators. Successful transition of these technologies will substantially improve DHS
components’ performance and support the Secretary’s goals of:

o Protecting Critical Infrastructure;

© Building a nimble and responsive emergency response system; and

o Strengthening and unifying DHS operations and management.

S&T Directorate 2007-2011 R&D Plan - 48



EXPLOSIVES

Explosive Detection VBIED/SBIED
HomeMade Explosives
Cargo
CheckPoint
Checked Baggage
Response Bomb A nent
Render Safe 600 600 2,140 2,550 1,950
Detection and Neutralization Tools - - 800 1,000 1,900
Mitigation Conveyance Protection 2,300 3,200 1,500 2,000 1,500
Counter-MANPADS DIRCM 38,160 1,500 - - -
Research Algorithm 1,000 1,225 - - -
Chemical 1,201 1,225 - - -
Materials 500 500 - - -
Physical 1,500 1,225 - - -
Explosives Research - - 8,423 8,717 9,113
HSI 1,593 1,123 1.212 1,235 1,128
1,690

_ISBIR 2,940 _ 1594 1,620 1,655

Overview
The Explosives Division develops the technical capabilities to detect, interdict, and lessen the
impacts of non-nuclear explosives used in terrorist attacks against mass transit, civil aviation and
critical infrastructure. This includes:
O passenger-, baggage-, and cargo-screening technologies;
o blast-resistant aircraft construction;
O integrated protective systems for high-value facilities;
©  Suicide Bomber Improvised Explosive Devices (SBIED) and Vehicle Borne IED
(VBIED) defeat (predict, detect, defeat (response, neutralize, & mitigation), and destroy;
and
o Home Made Explosives (HME) characterization and detection.

These areas incorporate the requirements of the Transportation Security Administration (TSA),
U.S. Secret Service (USSS), U.S. Coast Guard (USCG), and first responders.

The Explosives Division carries out its activities through five thrust areas: Explosive Detection,
Response, Mitigation, Counter-MANPADS, and Research.

Explosives Detection Thrust Area: This thrust area develops advanced technologies to detect
explosives threats to the Nation’s aviation, rail and ship transportation systems. Activities in this
thrust area aim to improve existing explosive detection methods and develop new ones for screening
people, baggage and cargo, while ensuring freedom-of-movement for people and commerce,

Vehicle-Borne Improvised Explosive Devices/Suicide Borne Improvised Explosive Devices
(VBIED/ SBIED) Program — The S&T Directorate will establish a dedicated Vehicle Borne
Improvised Explosive Device (VBIED)/Suicide Bomber IED (SBIED) program in FY 2009 to
address DHS customer capability gaps developed during S&T Directorate’s Capstone IPT. This
program will support the ongoing effort of the Explosives Division to counter the VBIED/SBIED
explosives threat and will investigate all potential technologies capable of detecting and distinguishing
these types of explosives threats. The program focuses on two major areas:

o VBIED—Detecting or imaging the physical IED within a vehicle and fusing multiple

technologies to provide a level of automation for VBIEDS detection.
o SBIED—Non-intrusive sampling and detection of explosive residues and components,
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Vehicle Borne Bomb Detection — The DHS S&T Vehicle Borne IED (VBIED) Detection
projects have been developed around three major components. Included are (a) an Explosive
Device Detection Component focused on detecting or imaging the physical IED within a
vehicle, (b) an Explosives Detection Component geared toward non-intrusive sampling and
detection of explosive residues, and (c) an Integration and Algorithm Development
Component focused on fusing multiple technologies and providing a level of automation for
VBIEDS detection. v
Milestones and Deliverables
FY 2009:
* Report on spectroscopic and trace technology research and development (R&D) for
remote or standoff detection.
FY 2010:
® Report on feasibility study for portable, external screening system of vehicle
compartment contents.
* Report on feasibility study for VBIED detection via explosives residues.
* Report on the feasibility study on integrating multiple, distinct technologies.
FY 2011:
* Report on feasibility study for using spectroscopic techniques for standoff VBIED
residue detection.
* Develop advanced standoff (and/or remote) detection capabilities for explosives and
explosive devices.

SBIED—Standoff Suicide Bomb Detection — The DHS S&T Suicide Bourne IED (SBIED)
Detection Projects have been developed around three major components. Included are (a) an
Explosive Device Detection Component focused on detecting or imaging the physical IED on
an individual, (b) an Explosives Detection Component geared toward non-intrusive sampling
and detection of explosive residues, and (c) Integration and Algorithm Development
Component focused on fusing multiple technologies and providing a level of automation for
SBIEDS detection.
Milestones and Deliverables
FY 2009:
® Development of a stand alone imaging prototype using Backscatter technology
* Coordinate with local Law Enforcement to conduct a National Security Special Event
(NSSE) technology field demonstration involving:
— developmental testing;
- evaluation and pre-deployment certification of technologies;
- safety reviews; and
~ logistical planning
FY 2010:
® Development of a stand alone imaging prototype using Passive Terahertz technology

Home Made Explosives (HME) Program — The HME Program supports the ongoing effort of the
S&T Directorate to counter the Novel, Liquid and Home Made Explosives threat. The program will
investigate all detection technologies capable of detecting and distinguishing explosives and
flammable liquids from benign liquids (drinks, lotions, hygiene products, contact lens solutions, etc.
Program activities include:
Home Made Explosives Characterization — This project will determine the impact, friction,
and electrostatic discharge sensitivities of home made explosives threats. This information
will provide a better understanding of the vulnerability to aircraft and the damage potential of
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home made explosives, in order to determine the needed technologies to counter this threat.
This data will also allow the safe handling and storage of volatile materials to not only DHS
S&T researchers involved with developing explosive detection systems but our customers as
well.
Milestones and Deliverables
FY 2007:
¢ Conduct detonation assessment tests for first group of HME formulas and analyze results
for test report.
FY 2008:
®  Conduct detonation assessment tests for second group of HME formulas and analyze
results for test report.

FY 2009:
¢ Conduct detonation assessment tests for third group of HME formulas and analyze results
for test report.

Home Made Explosives— This project is in support of the ongoing effort by S&T Directorate
to counter the recent increase from the home made explosives threat. The goal is to
investigate all potential detection technologies capable of detecting and distinguishing
explosives and flammable liquids from benign liquids (drinks, lotions, hygiene products,
contact lens solutions, etc. The goals also include improving products and systems capable of
detecting homemade explosives; support the research and development of next generation,
novel technologies, algorithms or prototypes for the detection of homemade explosives; and
address potential operational venues, including airport and mass transit checkpoints for
passengers and carry-on baggage (not cargo or checked baggage).
Milestones and Deliverables

FY 2007:

® Complete test and evaluation of commercial-off-the-shelf (COTS) devices.

FY 2008: v

* Complete COTS technology demonstrations and produce final report for TSA.

FY 2009: '

*  Complete new technology T&E and provide information to TSA.

Home Made Explosives Technology Integration — This project will provide an integrated
detection capability for HME or novel explosive by improving future generation screening
systems. Due to the urgency of the threat, detection capability will be provided by spiral
upgrades to screening systems that include an increasing number of HME threats.
Milestones and Deliverables

FY 2011:

® Complete detection assessments for first group of HME formulas and produce technical
Report for TSA.

*  Complete spiral upgrades to screening systems for first group of HME formulas.

FY 2013:

e Complete detection assessments for second group of HME formulas and produce
technical Report for TSA.

®  Complete spiral upgrades to screening systems for second group of HME formulas.

Home Made Explosives Stand Alone Detection — This project will provide a standalone
detection capability for HME or novel explosive by improving COTS systems. Due to the
urgency of the threat, detection capability will be provided by spiral upgrades to COTS
equipment that include an increasing number of HME threats.
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Milestones and Deliverables

FY 2008:

® Complete COTS detection assessments for first group of HME formulas and produce
technical Report for TSA.

* Complete spiral upgrades to COTS equipment for first group of HME formulas.

FY 2010:

* Complete COTS detection assessments for second group of HME formulas and produce
technical Report for TSA.

*  Complete spiral upgrades to COTS equipment for second group of HME formulas.

Cargo Program — This program focuses on identifying and developing the next generation of air -
cargo screening systems to mitigate the threat of explosives placed in air cargo containers.
Activities include developing technologies to enable screening of 100-percent of air cargo with
very few false alarms and reduced operational costs.

To address DHS customer capability gaps developed during S&T’s Capstone IPT process, the
Explosives Division plans to optimize canine explosive detection performance to enable DHS
canine user agencies such as TSA, CBP, USSS and Infrastructure Protection (IP) to meet new
threats and increased demand for canine inspections. The program will also continue research,
development, testing and evaluation (RDT&E) of the next generation of air cargo screening
systems. Activities include:

Air Cargo — This program focuses on identifying and developing the next generation of air
cargo screening systems to mitigate the threat of explosives placed in air cargo containers.
Activities include developing technologies to enable screening of 100-percent of cargo,
including break bulk screening, with very few false alarms and reduced operational coss.
Milestones and Deliverables

FY 2007:

* Test and evaluate the performance of cargo optimization EDS systems for break bulk
cargo.

¢ Provide Congress detailed reports of results and findings from the airport pilots.

FY 2008:

¢ Develop technology to detect metallic IEDs components and disable intact IEDs in
Cargo.

FY 2009:

e Complete technology demonstrations and transition project to TSA.

Canine Explosives Detection — Activities in this area will optimize canine explosive detection
to enable DHS canine user agencies such as TSA, CBP, USSS and IP to select and breed the
best canines for their needs. This project will improve canine deployment strategies and
create a predictive canine success database based on traits and genetics.
Milestones and Deliverables

FY 2009:

® Deliver a canine training-aid field demonstration.

* Develop a sensor system to be embedded in a Jacket to be worn by a trained canine to

provide a link from the canine to a remote monitoring system.

FY 2010:

* Integrate additional canine remote monitoring system sensor capabilities.

FY 2011:

* Provide status reports on improved canine deployment strategies.
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Check Point Program — This program develops advanced capabilities to detect explosives and
concealed weapons, including:

* small improvised explosive devices (IEDs) or homemade explosives that could be

detonated in passenger cabins; and

* weapons that could be used in the hostile takeover of mass transit. .
The program focuses on developing passenger and carry-on-baggage screening systems (for use
at mass transit check points) that meet TSA requirements for automation, efficiency, and cost
reduction..

The Check Point Program will develop a next-generation check point that will enable passengers
to travel seamlessly from public areas to secure areas via a high-tech corridor that will
automatically identify threats. The corridor would contain an integrated system of detectors
(sensors, biometrics, radio frequency identification technologies) networked with command
control operations. Program activities include:

Automated Carry-On Detection — This project will further develop advanced capabilities to
detect explosives and concealed weapons, including small improvised explosive devices
(IEDs) or homemade explosives that could be detonated in passenger cabins and weapons
that could be used in the hostile takeover of mass transit. This project will introduce new
standalone technologies, or adjunct technologies to Computed Tomography (CT) technology
to continue improving detection performance and the detection of Novel Explosives
Milestones and Deliverables
FY 2009:
® Award development contract to allow for the detection of Novel explosives in the
new generation checkpoint detection system.
FY 2011:
* Complete certification for the detection of novel explosives in the new generation
checkpoint detection system.

Next Generation Carry-On Detection — This project will support automated carry-on bag
detection system demonstration, system requirements, and performance goals to allow for test
and evaluation. This is needed to increase security effectiveness by having an automated
detection of weapons and explosives at airports and other mass transit facilities. This project
will focus on the new emerging threats and integrating them into a complete system including
the wide variety of liquid- and gel-based explosives. :
Milestones and Deliverables

FY 2007:

® Test and evaluate the carry-on bag detection system.

e Complete T&E for automated system and produce final report.

FY 2008:

® Complete new technology demonstrations and produce final report for TSA.

FY 2010:

* Develop visual search performance aids that reduce bag-search rates for faster

checkpoint throughput.
FY 2011:
¢ Transition new-generation Checkpoint detection system to TSA.

Next Generation Passenger Checkpoint — This project will develop the next generation
detection system to screen passengers at mass transit checkpoints for explosives. This work
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will involve initial concept framing, to include setting parameters of domain, operations, and
policies to ensure identification of streamlined, innovative, risk-based solutions. This project
will also focus on the new emerging threats and integrating them into a complete system
including the wide variety of liquid- and gel-based explosives.

Milestones and Deliverables ’

FY 2007:

*  Conduct systems study on the passenger checkpoint technology.

FY 2008:

® Conduct technology demonstration on the passenger checkpoint system.

FY 2009:

* Deliver a fully functional laboratory breadboard portal to improve passenger
checkpoint throughput using real time sampling of the passenger’s wake while
walking through the portal (no stopping required).

e Transition a dual-energy checkpoint detection system to identify potential threats
based on atomic number, mass, and other physical characteristics to TSA.

Explosive Trace Detection — This project will develop advanced capabilities to detect
explosives through trace residue technologies to include improvised explosive devices (IEDs)
and homemade explosives. This project will develop a fully functional laboratory breadboard
Portal for Aerodynamic Wake Sampling to improve throughput by real time sampling of the
passenger’s wake while walking through the portal.
Milestones and Deliverables

FY 2009:

e Complete a fully functional laboratory breadboard portal for aerodynamic wake

sampling.
FY 2011:
¢ Complete contamination study report with threat on Explosive Trace Portal systems.

Checked Baggage Program — This program supports continuous improvements toward the
Congressionally-directed goal of 100-percent screening of aviation checked baggage by
electronic or other approved means, with minimum or no impact to the flow of people or
commerce. The Checked Baggage Program will reduce the rate of false alarms and lower
operating costs. TSA is the primary customer for this program, while end users are the aviation
industry and the traveling public. Activities include:

Improvements to Deployed Check Baggage T echnology — This project will provide
operational qualification of systems in accordance with customer-established verification of
usability, reliability, maintainability, and operability metrics. In order to increase efficiencies
of these systems, and reduce the number of false alarms, the root cause of false-alarm rates in
EDS need to be understood. The project will certify EDS for reduced threat mass to detect
smaller amounts of explosives, based on aircraft vulnerability.
Milestones and Deliverables

FY 2007:

¢ Complete a system false alarm analysis and produce final report for TSA.

* Complete EDS certification for reduced threat mass and transition systems to TSA

for deployment.

Manhattan IT - This program’s overall objective of the multi-phased Manhattan II Program is to
stimulate commercial development of next generation systems which provide the “best value”
combination of performance and affordability for screening checked baggage. Performance is to
be measured by a number of criteria including probability of detection, level of false alarms and
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throughput. Affordability is to be measured by another set of criteria including initial purchase
and operating costs, maintainability, and other components of the full life-cycle costs. TSA, of
course, will establish the final acquisition criteria. However, as a direction for the research and
development program described in this paper, sensitivity to all of the performance and
affordability categories is important. The R&D program will initiate and support the key
leveraging capabilities to influence market competition toward a system or systems tradeoff
analysis and design process by all industry participants. The research progress should illuminate
the tradeoffs among these criteria such that TSA possesses better information upon which to
specify its ultimate acquisition criteria to acquire the “best performance and affordability”
screening systems.

Manhatian Il - This project plans to conduct system development and integration of the
Manhattan-II checked baggage program, complete the preliminary system architecture test
and evaluation, and conduct detection-technology test and evaluation. This project will begin
the development of system-networking and multiplexing to increase efficiency of security
screening and decrease screener manpower requirements
Milestones and Deliverables

FY 2007:

* Conduct a study that will identify the significant tradeoff issues for future

architecture and detection technology demonstrations.

FY 2008:

* Completion of architecture gathering, image database, and produce final report for
TSA.

FY 2009:

* Completion of detection technology demonstrations and produce final report for
TSA.

FY 2010:

*  Complete system performance analysis and metrics for Performance Standard in
coordination with TSA for future acquisition programs.

Response Thrust Area: This thrust area focuses on responding to situations involving IEDs,
manmade, or natural disasters where explosions occur. Although DOD has funded significant
technology development efforts to respond to IEDs, DHS has a fundamental requirement to respond
to IEDs found in civilian scenarios, such as a bomb detected in a transportation terminal. In keeping
with the DHS mission to provide first responders with effective tools, the Explosives Division broke
this thrust area into two primary programs: Bomb Assessment and Render Safe. These two programs
aim to provide the tools needed to assess explosive threats once they are detected, and then render
them safe for disposal.

Bomb Assessment Program — Activities in this area develop technologies to access and analyze
improvised terrorist devices to facilitate timely response and prosecution. Once a bomb has been
detected, the bomb squad will have to gain access to it and conduct diagnostic analysis of the bomb in
order to formulate the render safe procedure. The program is developing a system capable of
obtaining an internal image of the target item (e.g., a vehicle or container) without requiring the
user to place a sensor or source behind the target to obtain the image. This system will preclude
the current need to have a sensor on opposite sides of the target. Activities include:

Bomb Assessment Technologies and Integration — This project will investigate enabling
technology and/or advanced prototypes to provide a single-sided imaging capability for IED
Assessment. The system will be capable of obtaining an internal image of the target item
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without requiring the user to place a part or component of the system behind the target of
interest to obtain the image.
Milestones and Deliverables '
FY 2007: Identify critical technology and demonstrate capability to bomb squads.
* Produce developmental design documents and models for the system.
FY 2008:
* Complete vetting and analysis of bomb Squad Operational Requirements.
* Complete prototype single-sided backscatter x-ray imaging system for robotic
platforms.
FY 2009:
e Complete standardized Tactics, Training and Procedures (TTP) development and
refinement for new technology solutions.
¢ Complete user’s manual for prototype system and provide to customer for review and
T&E with prototype system.

Render Safe Program — Once the bomb squad performs access and diagnostics procedures, they must
render the bomb safe to transport for disposal. The Explosives Division designed this program to
include projects that:

o increase standoff capabilities, reduce collateral damage; and

o  provide precision disruption and disablement capabilities and techniques.
Projects emphasize developing low-cost solutions that are readily available to the bomb squad
community.

- Detection and Neutralization Tools — This project develops technologies and tools to detect
secondary explosive devices or booby-traps by bomb squads and first responders. Currently
there are no technologies to quickly search for and detect secondary devices or booby traps
from a distance. New jamming technologies are needed in order to inhibit the RF hazardous
device while allowing the bomb squad to maintain the RF capabilities of their robot and
communications system during an emergency.

Milestones and Deliverables

FY 2007: :

¢ Conduct a proof-of-concept study and produce developmental design for a reljable,
counter-IED device that will eliminate detonating devices and causing collateral
damage.

FY 2008:

* Complete a prototype and user’s manual.

* Begin to transition the device to private industry for further development and
production.

¢ Transition database of mechanisms for defeating IEDs to Federal, State, local
responders (bomb squads).

FY 2009:

® Deliver a complete IED tool characterization guide to bomb technicians for tactical
decision making in disabling the threat device.

* Begin development of a multi-shot disruptor that can attack multiple IEDs so bomb
technicians aren’t required to go back downrange and reload.

* Develop technologies for precision disruption, aiming and ranging systems to disable
and render safe IEDs, to assist bomb squads in accessing and analyzing an
improvised terrorist device. :

S&T Directorate 2007-2011 R&D Plan - 56



FY 2010:

* Standardize procedures for Bomb Squad response to VBIEDs and Suicide Bombing
incidents

FY 2011:

¢ Develop advanced standoff (and/or remote) detection capabilities for explosives and
explosive devices and provide interim reports on imaging technology R&D for
standoff IEDs.

Mitigation Thrust Area: Mitigation focuses on reducing the effects of bombs that cannot be detected
or cannot be rendered safe through practical and available means. Its primary focus is Conveyance
Protection — typically the hardening of a vehicle against threats (for example, blast-resistant cargo
containers) — or the protection of high-value or prominent buildings and infrastructure (for example,
blast-resistant building materials, tunnels, and bridges).

Conveyance Protection Program — This program supports efforts to assess risks and mitigate
consequences of intentional assault on air, surface, and marine vehicles. The overall objectives of
these complementary programs are:
O to assess the vulnerability and survivability of commercial vehicles to high energy
explosives; »
o to develop materials, technologies, and techniques to decrease vulnerability or improve
survivability of commercial vehicles;
o to develop domain awareness systems and other information technology that help
security organizations thwart intentional assault; and
o to develop information systems that allow first responders to respond in the most
effective way to terrorist attack, other intentional assault, natural disaster, or other
catastrophes.
TSA is the primary customer for this program, while the end-users are the aviation industry and
the traveling public. Current program activities focus on aircraft hardening and preventing the
catastrophic loss of passenger aircraft from IEDs detonated in passenger cabins or cargo holds.
Activities include

Aircraft Hardening — This project addresses the risk of catastrophic loss of passenger aircraft,
resulting from small IEDs detonated in the passenger cabin or cargo hold. Under this project,
measures to harden the passenger cabin and cargo hold against blasts will be developed for
incorporation into aircraft design and build or for use by airline employees. Deliverables
under this project include ready-for-production designs, and will be provided to the TSA to
develop policy decisions for the Federal Aviation Administration (FAA) to mandate and
implement.

Milestones and Deliverables

FY 2007:

* Develop the Explosive Test Database and the Explosive Effects on Composite
Materials Database to assess the vulnerability of aircraft to various quantities and
types of explosives at different locations of the vessel.

FY 2008:

® Complete enhanced version of composite materials database and user manual.

FY 2009:

e Complete analysis models and data for identified threat scenarios related to Rail
Chlorine Tank Car.

¢ Complete Blast Dam modeling tool for Aircraft Vulnerability Assessment.
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Aircraft Vulnerability Tests — This Project will conduct multiply vulnerability assessments of
narrow and wide body aircraft subject to detonation of Home Made Explosive (HME),
Standard Explosives, and Novel Explosive threats at various locations within the passenger
cabin and cargo hold. This data will provide detailed knowledge necessary to understand the
damage effects of this threat, the minimum quantities of this threat to cause catastrophic
damage to various aircraft types, and determine the detection limits necessary for detection
systems.

Milestones and Deliverables

FY 2007:

e Complete testing of wide-body aircraft vulnerabilities and blast testing of overhead
bin prototypes.

FY 2008:

¢ Perform aircraft vulnerability assessments, focusing on narrow-body aircraft and
blast testing of the fuselage liners.

¢ Validate modeling efforts.

FY 2009:

¢ Conduct vulnerability assessments of narrow- and wide-body aircraft subject to
detonation of Home Made Explosive (HME) threats at various locations within the
passenger cabin and cargo hold. Provide detailed knowledge necessary to understand
the damage effects of this threat, the minimum quantities of this threat to cause
catastrophic damage to various aircraft types, and determine the detection limits
necessary for detection systems.

* Deliver computational models that predict aircraft vulnerability to internal detonation
of Home Made Explosive (HME) threats at various locations within the passenger
cabin and cargo hold. '

FY 2010:

*  Test full-scale effects of aircraft vulnerability on the following:

- narrow body overhead bins;
~ wide body and narrow body window-belt; and
~ wide body and narrow body lavatory.

FY 2011:

® Transition the aircraft vulnerability assessments for each type of aircraft and test
scenario to TSA.

Counter-MANPADS Thrust Area: Counter-Man-Portable-Air-Defense-Systems (MANPADS)
looks at the viability of equipping commercial transport aircraft with defense systems for mitigating
shoulder-fired, surface-to-air missile attacks. When equipped on an aircraft, these countermeasures
detect and divert possible incoming MANPADS, protecting the host aircraft from possible hits. This
thrust area contributes to the Division goals by:

o  preventing terrorist attacks with MANPADS; and

o protecting airliners from MANPADS attacks.

Counter-MANPADS Directed Infrared Countermeasures (DIRCM) Program — This program
looks at the feasibility of equipping commercial transport aircraft with defense systems for
countering MANPADS attacks. To evaluate feasibility, this program tests available technologies
in three major areas:

® system performance;

® system suitability; and

® cost.
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The DIRCM program applies a systems engineering approach to identify, test, evaluate and
integrate countermeasures for commercial aircraft in three phases:
¢ development of two Counter-MANPADS prototypes (JETEYE™ and GUARDIAN™),
e systems analysis and flight tests; and
* development of a plan to permit modifications of commercial aircraft with the least
disruption and out-of-service costs to the airline industry.

JETEYE™ Countermeasure — This Project will conduct develop a laser-based directed
infrared countermeasure designed to be installed on commercial transport aircraft to protect
the host aircraft from surface to air missiles attacks. The stand-alone autonomous system is
derived from the Army’s advanced Tactical IRCM Program.

Milestones and Deliverables

FY 2007:

¢ Conduct an operational service evaluation of the installed Counter-MANPADS
technology.

FY 2008:

* Provide a report to Congress at the completion of the program, identifying key
factors and data from which decisions will be made regarding the transition of the
Counter-MANPADS systems to production and deployment.

¢ Complete the system development and demonstration program.

GUARDIAN™ Countermeasure — This Proje