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CYBER ANALYSIS AND WARNING

DHS Faces Challenges in Establishing a
Comprehensive National Capability

What GAO Found

Cyber analysis and warning capabilities include (1) monitoring network
activity to detect anomalies, (2) analyzing information and investigating
anomalies to determine whether they are threats, (3) warning appropriate
officials with timely and actionable threat and mitigation information, and
(4) responding to the threat. GAO identified 15 key attributes associated with
these capabilities, as shown in the following table:

Key Attributes of Cyber Analysis and Warning

Capability Attribute
Monitoring eEstablish a baseline understanding of network assets and normal network traffic
volume and flow
¢ Assess risks to network assets
*Obtain internal information on network operations via technical tools and user reports
«Obtain external information on threats, vulnerabilities, and incidents
e Detect anomalous activities
«Verify that an anomaly is an incident (threat of attack or actual attack)
e Investigate the incident to identify the type of cyber attack, estimate impact, and collect
evidence
eldentify possible actions to mitigate the impact of the incident
e Integrate results into predictive analysis of broader implications or potential future
attack
e Develop attack and other notifications that are targeted and actionable
¢ Provide notifications in a timely manner
o Distribute notifications using appropriate communications methods
Response eContain and mitigate the incident
e Recover from damages and remediate vulnerabilities
e Evaluate actions and incorporate lessons learned

Source: GAO analysis.

While US-CERT'’s cyber analysis and warning capabilities include aspects of
each of the key attributes, they do not fully incorporate all of them. For
example, as part of its monitoring, US-CERT obtains information from
numerous external information sources; however, it has not established a
baseline of our nation’s critical network assets and operations. In addition,
while it investigates if identified anomalies constitute actual cyber threats or
attacks as part of its analysis, it does not integrate its work into predictive
analyses. Further, it provides warnings by developing and distributing a wide
array of notifications; however, these notifications are not consistently
actionable or timely.

Analysis

Warning

US-CERT faces a number of newly identified and ongoing challenges that
impede it from fully incorporating the key attributes and thus being able to
coordinate the national efforts to prepare for, prevent, and respond to cyber
threats. The newly identified challenge is creating warnings that are
consistently actionable and timely. Ongoing challenges that GAO previously
identified, and made recommendations to address, include employing
predictive analysis and operating without organizational stability and
leadership within DHS, including possible overlapping roles and
responsibilities. Until US-CERT addresses these challenges and fully
incorporates all key attributes, it will not have the full complement of cyber
analysis and warning capabilities essential to effectively performing its

national mission.
United States Government Accountability Office
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The rapid increase in computer connectivity has revolutionized the way
that our government, our nation, and much of the world communicate and
conduct business. While the benefits have been enormous, this widespread
interconnectivity also poses significant risks to our nation’s computer-
reliant critical operations. Establishing analytical and warning capabilities
is essential to thwarting computer-based, or cyber, threats and attacks.
Cyber analysis and warning capabilities include (1) monitoring network
activity to detect anomalies, (2) analyzing information and investigating
anomalies to determine whether they are threats, (3) warning appropriate
officials with timely and actionable threat and mitigation information, and
(4) responding to the threat.

Federal law and policy direct the Department of Homeland Security (DHS)
to establish such capabilities for our nation. To fulfill this requirement, the
department established the United States Computer Emergency Readiness
Team (US-CERT) to develop and implement these capabilities and, in
doing so, coordinate the nation’s efforts to prepare for, prevent, and
respond to cyber threats and attacks.

Our objectives were to (1) identify key attributes of cyber analysis and
warning capabilities, (2) compare these attributes with US-CERT’s current
analysis and warning capabilities to identify whether there are gaps, and
(3) identify US-CERT’s challenges to developing and implementing key
attributes and a successful national cyber analysis and warning capability.
To identify key attributes, we identified and analyzed relevant laws,
strategies, policies, reports, and studies; observed cyber analysis and
warning operations at numerous entities; and interviewed responsible
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Results in Brief

officials and experts from federal and nonfederal entities.' To determine
US-CERT'’s current capabilities and related challenges, we analyzed DHS’s
policies, procedures, and program plans and interviewed relevant officials.
Appendix I provides further details on our objectives, scope, and
methodology.

We conducted this performance audit from June 2007 to July 2008 in
accordance with generally accepted government auditing standards. Those
standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. We believe that the evidence
obtained provides a reasonable basis for our findings and conclusions
based on our audit objectives.

Cyber analysis and warning typically encompasses four key capabilities:
monitoring, analysis, warning, and response. Monitoring system and
communication networks includes activities to detect cyber threats,
attacks, and vulnerabilities. Analysis involves taking the information
gathered from monitoring and hypothesizing about what the threat or
attack might be, investigating it, and identifying any impact and, if
necessary, mitigation steps. Warning includes alerting recipients about
potential or imminent, as well as ongoing, cyber threats or attacks.
Response includes containing and recovering from cyber incidents that
occur. Our research and past experience identified 15 key attributes
associated with these cyber analysis and warning capabilities, as shown in
the following table:

'"Nonfederal entities include state and local governments, private sector entities, and
academic institutions.
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Table 1: Attributes of Cyber Analysis and Warning

Capability Attribute
Monitoring Establish a baseline understanding of network assets and normal network traffic volume and flow
Assess risks to network assets

Obtain internal information on network operations via technical tools and user reports
Obtain external information on threats, vulnerabilities, and incidents
Detect anomalous activities

Analysis Verify that an anomaly is an incident (threat of attack or actual attack)
Investigate the incident to identify the type of cyber attack, estimate impact, and collect evidence
Identify possible actions to mitigate the impact of the incident
Integrate results into predictive analysis of broader implications or potential future attack
Warning Develop attack and other notifications that are targeted and actionable
Provide notifications in a timely manner

Distribute notifications using appropriate communications methods

Response Contain and mitigate the incident
Recover from damages and remediate vulnerabilities
Evaluate actions and incorporate lessons learned

Source: GAO analysis.

While US-CERT’s cyber analysis and warning capabilities include aspects
of each of the key attributes, they do not fully incorporate all of them. For
example, as part of its monitoring, US-CERT obtains information from
numerous external information sources; however, it has not established a
comprehensive baseline of our nation’s critical computer-reliant critical
assets and network operations. In addition, while it investigates if
identified anomalies constitute actual cyber threats or attacks as part of its
analysis, the organization does not integrate its work into predictive
analyses, nor does it have the analytical or technical resources to analyze
multiple, simultaneous cyber incidents. The organization also provides
warnings by developing and distributing a wide array of attack and other
notifications; however, these notifications are not consistently actionable
or timely—providing the right information to the right persons or groups
as early as possible to give them time to take appropriate action. Further,
while it responds to a limited number of affected entities in their efforts to
contain and mitigate an attack, recover from damages, and remediate
vulnerabilities, the organization does not possess the resources to handle
multiple events across the nation.

US-CERT faces a number of newly identified and ongoing challenges that

impede it from fully implementing the key attributes and in turn
establishing cyber analysis and warning capabilities essential to

Page 3 GAO-08-588 DHS's Cyber Analysis and Warning



coordinating the national effort to prepare for, prevent, and respond to
cyber threats. The newly identified challenge is creating warnings that are
actionable and timely—US-CERT does not consistently issue warning and
other notifications that its customers find useful. Ongoing challenges that
we previously identified and made recommendations to address are

employing predictive cyber analysis—the organization has not established
the ability to determine broader implications from ongoing network
activity, predict or protect against future threats, or identify emerging
attack methods;

developing more trusted relationships to encourage information sharing—
federal and nonfederal entities are reluctant to share information because
US-CERT and these parties have yet to develop close working and trusted
relationships that would allow the free flow of information;

having sufficient analytical and technical capabilities—the organization
has difficulty hiring and retaining adequately trained staff and acquiring
supporting technology tools to handle a steadily increasing workload; and

operating without organizational stability and leadership within DHS—the
department has not provided the sustained leadership to make cyber
analysis and warning a priority. This is due in part to frequent turnover in
key management positions that currently also remain vacant. In addition,
US-CERT'’s role as the central provider of cyber analysis and warning may
be diminished by the creation of a new DHS center at a higher
organizational level.

Until DHS addresses these challenges and fully incorporates all key
attributes into its capabilities, it will not have the full complement of cyber
analysis and warning capabilities essential to effectively performing its
national mission.

Accordingly, we are making 10 recommendations to the Secretary of
Homeland Security to improve DHS'’s cyber analysis and warning
capabilities by implementing key cyber analysis and warning attributes
and addressing the challenges, including

developing close working and more trusted relationships with federal and
nonfederal entities that would allow the free flow of information,

expeditiously hiring sufficiently trained staff and acquiring supporting
technology tools to handle the steadily increasing workload,

Page 4 GAO-08-588 DHS's Cyber Analysis and Warning



Background

ensuring consistent notifications that are actionable and timely,

filling key management positions to provide organizational stability and
leadership, and

ensuring that there are distinct and transparent lines of authority and
responsibility assigned to DHS organizations with cybersecurity roles and
responsibilities.

In written comments on a draft of this report (see app. II), the department
concurred with 9 of our 10 recommendations. It also described actions
planned and under way to implement these recommendations. DHS took
exception to 1 recommendation, stating that it had developed a concept-
of-operations document that clearly defined roles and responsibilities for
key DHS organizations. However, this document is still in draft, and the
department has yet to establish a date for it to be finalized and
implemented.

Increasing computer interconnectivity—most notably growth in the use of
the Internet—has revolutionized the way that our government, our nation,
and much of the world communicate and conduct business. While the
benefits have been enormous, they are accompanied by significant risks to
the nation’s computer systems and to the critical operations and
infrastructures that those systems support.”

Cyber Threats and
Incidents Adversely Affect
the Nation’s Critical
Infrastructure

Different types of cyber threats from numerous sources may adversely
affect computers, software, a network, an agency’s operations, an
industry, or the Internet itself. Cyber threats can be unintentional or
intentional. Unintentional threats can be caused by software upgrades or
maintenance procedures that inadvertently disrupt systems. Intentional
threats include both targeted and untargeted attacks. A targeted attack

*Critical infrastructure is systems and assets, whether physical or virtual, so vital to the
United States that their incapacity or destruction would have a debilitating impact on
national security, national economic security, national public health or safety, or any
combination of those matters. There are 18 critical infrastructure sectors: agriculture and
food, banking and finance, chemical, commercial facilities, communications, critical
manufacturing, dams, defense industrial base, emergency services, energy, government
facilities, information technology, national monuments and icons, nuclear reactors,
materials and waste, postal and shipping, public health and health care, transportation
systems, and water.
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Threats to the Nation’s Critical
Infrastructure Are Proliferating

occurs when a group or individual specifically attacks a cyber asset. An
untargeted attack occurs when the intended target of the attack is
uncertain, such as when a virus, worm, or malware is released on the
Internet with no specific target.

There is increasing concern among both government officials and industry
experts regarding the potential for a cyber attack on the national critical
infrastructure, including the infrastructure’s control systems. The
Department of Defense (DOD) and the Federal Bureau of Investigation,
among others, have identified multiple sources of threats to our nation’s
critical infrastructure, including foreign nation states engaged in
information warfare, domestic criminals, hackers, virus writers, and
disgruntled employees working within an organization. In addition, there
is concern about the growing vulnerabilities to our nation as the design,
manufacture, and service of information technology have moved
overseas.” For example, according to media reports, technology has been
shipped to the United States from foreign countries with viruses on the
storage devices.! Further, U.S. authorities are concerned about the
prospect of combined physical and cyber attacks, which could have
devastating consequences. For example, a cyber attack could disable a
security system in order to facilitate a physical attack. Table 2 lists sources
of threats that have been identified by the U.S. intelligence community and
others.

*Statement of the Director of National Intelligence before the Senate Select Committee on
Intelligence, Annual Threat Assessment of the Director of National Intelligence for the
Senate Select Committee on Intelligence (Feb. 5, 2008).

*Robert McMillan, “Seagate Ships Virus-Laden Hard Drives,” InfoWorld (San Francisco,
California: InfoWorld Media Group, Nov. 12, 2007), http://www.infoworld.com/
article/07/11/12/Seagate-ships-virus-laden-hard-drives_1.html (accessed Apr. 9, 2008).
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Table 2: Sources of Emerging Cybersecurity Threats

Threat

Description

Bot-network operators

Bot-network operators take over multiple systems in order to coordinate attacks and to distribute phishing
schemes, spam, and malware attacks (See Table 3 for definitions). The services of these networks are
sometimes made available on underground markets (e.g., purchasing a denial-of-service attack or
servers to relay spam or phishing attacks).

Criminal groups

Criminal groups seek to attack systems for monetary gain. Specifically, organized crime groups are using
spam, phishing, and spyware/malware to commit identity theft and online fraud. International corporate
spies and organized crime organizations also pose a threat to the United States through their ability to
conduct industrial espionage and large-scale monetary theft and to hire or develop hacker talent.

Foreign intelligence
services

Foreign intelligence services use cyber tools as part of their information-gathering and espionage
activities. In addition, several nations are aggressively working to develop information warfare doctrine,
programs, and capabilities. Such capabilities enable a single entity to have a significant and serious
impact by disrupting the supply, communications, and economic infrastructures that support military
power—impacts that could affect the daily lives of U.S. citizens across the country.

Hackers

Hackers break into networks for the thrill of the challenge or for bragging rights in the hacker community.
While gaining unauthorized access once required a fair amount of skill or computer knowledge, hackers
can now download attack scripts and protocols from the Internet and launch them against victim sites.
Thus, while attack tools have become more sophisticated, they have also become easier to use.
According to the Central Intelligence Agency, the large majority of hackers do not have the requisite
expertise to threaten difficult targets such as critical U.S. networks. Nevertheless, the worldwide
population of hackers poses a relatively high threat of an isolated or brief disruption causing serious
damage.

Insiders

The disgruntled organization insider is a principal source of computer crime. Insiders may not need a
great deal of knowledge about computer intrusions because their knowledge of a target system often
allows them to gain unrestricted access to cause damage to the system or to steal system data. The
insider threat includes contractors hired by the organization as well as employees who accidentally
introduce malware into systems.

Phishers

Individuals, or small groups, execute phishing schemes in an attempt to steal identities or information for
monetary gain. Phishers may also use spam and spyware/malware to accomplish their objectives.

Spammers

Individuals or organizations distribute unsolicited e-mail with hidden or false information in order to sell
products, conduct phishing schemes, distribute spyware/malware, or attack organizations (i.e., denial of
service).

Spyware/malware authors

Individuals or organizations with malicious intent carry out attacks against users by producing and
distributing spyware and malware. Several destructive computer viruses and worms have harmed files
and hard drives, including the Melissa Macro Virus, the Explore.Zip worm, the CIH (Chernobyl) Virus,
Nimda, Code Red, Slammer, and Blaster.

Terrorists

Terrorists seek to destroy, incapacitate, or exploit critical infrastructures in order to threaten national
security, cause mass casualties, weaken the U.S. economy, and damage public morale and confidence.
Terrorists may use phishing schemes or spyware/malware in order to generate funds or gather sensitive
information.

Source: GAO analysis based on data from the Federal Bureau of Investigation, the Central Intelligence Agency, and the Software
Engineering Institute’s CERT® Coordination Center.

The nation’s critical infrastructure operates in an environment of
increasing and dynamic threats, and adversaries are becoming more agile
and sophisticated. Terrorists, transnational criminals, and intelligence
services use various cyber tools that can deny access, degrade the integrity
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of, intercept, or destroy data and jeopardize the security of the nation’s
critical infrastructure (see table 3).

|
Table 3: Types of Cyber Attacks

Type of attack Description

Denial of service A method of attack from a single source that denies system access to legitimate users by
overwhelming the target computer with messages and blocking legitimate traffic. It can prevent a
system from being able to exchange data with other systems or use the Internet.

Distributed denial of service A variant of the denial-of-service attack that uses a coordinated attack from a distributed system of
computers rather than from a single source. It often makes use of worms to spread to multiple
computers that can then attack the target.

Exploit tools Publicly available and sophisticated tools that intruders of various skill levels can use to determine
vulnerabilities and gain entry into targeted systems.

Logic bombs A form of sabotage in which a programmer inserts code that causes the program to perform a
destructive action when some triggering event occurs, such as terminating the programmer’s
employment.

Phishing The creation and use of e-mails and Web sites—designed to look like those of well-known legitimate

businesses, financial institutions, and government agencies—in order to deceive Internet users into
disclosing their personal data, such as bank and financial account information and passwords. The
phishers then use that information for criminal purposes, such as identity theft and fraud.

Sniffer Synonymous with packet sniffer. A program that intercepts routed data and examines each packet in
search of specified information, such as passwords transmitted in clear text.

Trojan horse A computer program that conceals harmful code. A Trojan horse usually masquerades as a useful
program that a user would wish to execute.

Virus A program that infects computer files, usually executable programs, by inserting a copy of itself into
the file. These copies are usually executed when the infected file is loaded into memory, allowing
the virus to infect other files. Unlike a computer worm, a virus requires human involvement (usually
unwitting) to propagate.

Vishing A method of phishing based on voice-over-Internet Protocol technology and open-source call center
software that have made it inexpensive for scammers to set up phony call centers and criminals to
send e-mail or text messages to potential victims, saying there has been a security problem and
they need to call their bank to reactivate a credit or debit card, or send text messages to cell phones,
instructing potential victims to contact fake online banks to renew their accounts.

War driving A method of gaining entry into wireless computer networks using a laptop, antennas, and a wireless
network adaptor that involves patrolling locations to gain unauthorized access.

Worm An independent computer program that reproduces by copying itself from one system to another
across a network. Unlike computer viruses, worms do not require human involvement to propagate.

Zero-day exploit A cyber threat taking advantage of a security vulnerability on the same day that the vulnerability
becomes known to the general public and for which there are no available fixes.

Source: GAO analysis of data from GAO and industry reports.

Cyber Incidents Have Caused The growing number of known vulnerabilities increases the potential
Serious Damage number of attacks. By exploiting software vulnerabilities, hackers and
others who spread malicious code can cause significant damage, ranging
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from defacing Web sites to taking control of entire systems and thereby
being able to read, modify, or delete sensitive information; disrupt
operations; launch attacks against other organizations’ systems; or destroy
systems. Reports of attacks involving critical infrastructure demonstrate
that a serious attack could be devastating, as the following examples
illustrate.

In June 2003, the U.S. government issued a warning concerning a virus that
specifically targeted financial institutions. Experts said the BugBear.b
virus was programmed to determine whether a victim had used an e-mail
address for any of the roughly 1,300 financial institutions listed in the
virus’s code. If a match was found, the software attempted to collect and
document user input by logging keystrokes and then provide this
information to a hacker, who could use it in attempts to break into the
banks’ networks.’

In August 2006, two Los Angeles city employees hacked into computers
controlling the city’s traffic lights and disrupted signal lights at four
intersections, causing substantial backups and delays. The attacks were
launched prior to an anticipated labor protest by the employees.’

In October 2006, a foreign hacker penetrated security at a water filtering
plant in Harrisburg, Pennsylvania. The intruder planted malicious software
that was capable of affecting the plant’s water treatment operations.”

In May 2007, Estonia was the reported target of a denial-of-service cyber
attack with national consequences. The coordinated attack created mass
outages of its government and commercial Web sites.®

In March 2008, the Department of Defense reported that in 2007 computer
networks operated by Defense, other federal agencies, and defense-related

5GAO, Critical Infrastructure Protection: Department of Homeland Security Faces
Challenges in Fulfilling Cybersecurity Responsibilities, GAO-05-434 (Washington, D.C.:
May 26, 2005).

6GAO, Critical Infrastructure Protection: Multiple Efforts to Secure Control Systems Are
Under Way, but Challenges Remain, GAO-08-119T (Washington, D.C.: Oct. 17, 2007).

"GAO-08-119T.

8Computer Emergency Response Team of Estonia, “Malicious Cyber Attacks Against
Estonia Come from Abroad,” April 29, 2007, and Remarks by Homeland Security Secretary
Michael Chertoff to the 2008 RSA Conference, April 8, 2008.
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think tanks and contractors were targets of cyber warfare intrusion
techniques. Although those responsible were not definitively
substantiated, the attacks appeared to have originated in China.’

As these examples illustrate, attacks resulting in the incapacitation or
destruction of the nation’s critical infrastructures could have a debilitating
impact on national and economic security and on public health and safety.

Federal Law and Policy
Establish the Need for
National Cyber Analysis
and Warning

Homeland Security Act of 2002

To protect the nation’s critical computer-dependent infrastructures against
cyber threats and attacks, federal law and policy have identified the need
to enhance cybersecurity and establish cyber analytical and warning
capabilities, which are sometimes referred to as “indications and
warnings.” The laws and policies include (1) the Homeland Security Act of
2002, (2) the National Strategy to Secure Cyberspace, (3) Homeland
Security Presidential Directive 7, and (4) the National Response
Framework. In addition, the President issued in January 2008 Homeland
Security Presidential Directive 23, which, according to US-CERT officials,
has provisions that affect cyber analysis and warning efforts of the federal
government.

The Homeland Security Act of 2002 established the Department of
Homeland Security and gave it lead responsibility for preventing terrorist
attacks in the United States, reducing the vulnerability of the United States
to terrorist attacks, and minimizing the damage and assisting in recovery
from attacks that do occur.” The act assigned the department, among
other things, a number of critical infrastructure protection responsibilities,
including gathering of threat information, including cyber-related, from
law enforcement, intelligence sources, and other agencies of the federal,
state, and local governments and private sector entities to identify, assess,
and understand threats; carrying out assessments of the vulnerabilities of
key resources to determine the risks posed by attacks; and integrating
information, analyses, and vulnerability assessments in order to identify
priorities for protection. In addition, the department is responsible for
disseminating, as appropriate, information that it analyzes—both within
the department and to other federal, state, and local government agencies

’Office of the Secretary of Defense, Annual Report to Congress: Military Power of the
People’s Republic of China 2008.

“Homeland Security Act of 2002, Pub. L. 107-296 (Nov. 25, 2002).
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National Strategy to Secure
Cyberspace

Homeland Security Presidential
Directive 7

and private sector entities—to assist in the deterrence, prevention,
preemption of, or response to terrorist acts.

The National Strategy to Secure Cyberspace proposes that a public/private
architecture be provided for analyzing, warning, and managing incidents of
national significance." The strategy states that cyber analysis includes
both (1) tactical analytical support during a cyber incident and

(2) strategic analyses of threats. Tactical support involves providing
current information on specific factors associated with incidents under
investigation or specific identified vulnerabilities. Examples of tactical
support include analysis of (1) a computer virus delivery mechanism to
issue immediate guidance on ways to prevent or mitigate damage related
to an imminent threat or (2) a specific computer intrusion or set of
intrusions to determine the perpetrator, motive, and method of attack.
Strategic analysis is predictive in that it looks beyond one specific incident
to consider a broader set of incidents or implications that may indicate a
potential future threat of national importance. For example, strategic
analyses may identify long-term vulnerability and threat trends that
provide advance warnings of increased risk, such as emerging attack
methods. Strategic analyses are intended to provide policymakers with
information that they can use to anticipate and prepare for attacks,
thereby diminishing the damage from such attacks.

Homeland Security Presidential Directive 7 (HSPD 7) directs DHS to,
among other things, serve as the focal point for securing cyberspace. This
includes analysis, warning, information sharing, vulnerability reduction,
mitigation, and recovery efforts for critical infrastructure information
systems." It also directs DHS to develop a national indications and
warnings architecture for infrastructure protection and capabilities,
including cyber, that will facilitate an understanding of baseline
infrastructure operations, the identification of indicators and precursors to
an attack, and create a surge capacity for detecting and analyzing patterns
of potential attacks.

"The White House, The National Strategy to Secure Cyberspace (Washington, D.C.:
February 2003).

The White House, Homeland Security Presidential Directive 7, Critical Infrastructure
Identification, Prioritization, and Protection (Washington, D.C.: Dec. 17, 2003).
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National Response Framework

In May 2005, we reported that DHS has many cybersecurity-related roles
and responsibilities, including developing and enhancing national cyber
analysis and warning capabilities.”” However, we found that DHS had not
fully addressed all its cybersecurity-related responsibilities and that it
faced challenges that impeded its ability to fulfill its responsibilities. These
challenges included having organizational stability and authority, hiring
employees, establishing information sharing and effective partnerships,
and developing strategic analysis and warning. We made
recommendations to the Secretary of Homeland Security to engage
appropriate stakeholders to prioritize key cybersecurity responsibilities,
develop a prioritized list of key activities to addressing underlying
challenges, and identify performance measures and milestones for
fulfilling its responsibilities and for addressing its challenges. We did not
make new recommendations regarding cyber-related analysis and warning
because our previous recommendations had not been fully implemented.
Specifically, in 2001, we recommended that responsible executive branch
officials and agencies establish a capability for strategic analysis of
computer-based threats, including developing a methodology, acquiring
expertise, and obtaining infrastructure data."

The National Response Framework, issued by DHS in January 2008,
provides guidance to coordinate cyber incident response among federal
entities and, upon request, state and local governments and private sector
entities.” Specifically, the Cyber Incident Annex describes the framework
for federal cyber incident response in the event of a cyber-related incident
of national significance affecting the critical national processes. Further,
the annex formalizes the National Cyber Response Coordination Group
(NCRCGQ). As established under the preceding National Response Plan, the
NCRCG continues to be cochaired by DHS’s National Cyber Security
Division (NCSD), the Department of Justice’s Computer Crime and
Intellectual Property Section, and the DOD. It is to bring together officials
from all agencies that have responsibility for cybersecurity and the sector-
specific agencies identified in HSPD 7. The group coordinates
intergovernmental and public/private preparedness and response to and
recovery from national-level cyber incidents and physical attacks that have

BGAO0-05-434.

14GA0, Critical Infrastructure Protection: Significant Challenges in Developing National
Capabilities, GAO-01-323 (Washington, D.C.: Apr. 25, 2001).

YDepartment of Homeland Security, National Response Framework (Washington, D.C.:
January 2008).
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significant cyber-related consequences. During and in anticipation of such
an incident, the NCRCG’s senior-level membership is responsible for
providing subject matter expertise, recommendations, and strategic policy
support and ensuring that the full range of federal capabilities is deployed
in a coordinated and effective fashion.

Homeland Security Presidential In January 2008, the President issued HSPD 23—also referred to as

Directive 23 National Security Presidential Directive 54 and the President’s “Cyber
Initiative”—to improve the federal government’s cybersecurity efforts,
including protecting against intrusion attempts and better anticipating
future threats.'® While the directive is a classified document, US-CERT
officials stated that it includes steps to enhance cyber analysis related
efforts, such as requirements that federal agencies implement a centralized
monitoring tool and that the federal government reduce the number of
connections to the Internet, referred to as Trusted Internet Connections.

DHS Established US-CERT To help protect the nation’s information infrastructure, DHS established
to Provide National Cyber the US-CERT. It is currently positioned within the NCSD of DHS’s Office

Analysis and Warning of Cybersecurit.y a}nd Communicgtiops. Figure 1 shows the position of
these offices within DHS’s organizational structure.

"The White House, National Security Presidential Directive 54/Homeland Security
Presidential Directive 23 (Washington, D.C.: Jan. 8, 2008).
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Figure 1: Department of Homeland Security Organizational Chart
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Source: GAO based on DHS data.

US-CERT is to serve as a focal point for the government’s interaction with
federal and nonfederal entities on a 24-hour-a-day, 7-day-a-week basis
regarding cyber-related analysis, warning, information sharing, major
incident response, and national-level recovery efforts."” It is charged with
aggregating and disseminating cybersecurity information to improve
warning of and response to incidents, increasing coordination of response
information, reducing vulnerabilities, and enhancing prevention and
protection. In addition, the organization is to collect incident reports from
all federal agencies and assist agencies in their incident response efforts. It
is also to accept incident reports when voluntarily submitted by other

"Nonfederal entities include state and local governments, private sector entities, and
individuals.
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public and private entities and assist them in their response efforts, as
requested.

US-CERT is composed of five branches, as shown in figure 2: Operations,
Situational Awareness, Law Enforcement and Intelligence, Future
Operations, and Mission Support. Each branch has specific responsibilities

The Operations branch is to receive and respond to incidents, disseminate
reasoned and actionable cybersecurity information, and analyze various
types of data to improve overall understanding of current or emerging
cyber threats affecting the nation’s critical infrastructure.

The Situational Awareness branch is to identify, analyze, and comprehend
broad network activity and to support incident handling and analysis of
cybersecurity trends for federal agencies so that they may increase their
own situational awareness and reduce cyber threats and vulnerabilities. As
part of its responsibilities, the branch is responsible for managing the
information garnered from the US-CERT Einstein program, which obtains
network flow data from federal agencies, and analyzing the traffic patterns
and behavior. This information is then combined with other relevant data
to (1) detect potential deviations and identify how Internet activities are
likely to affect federal agencies and (2) provide insight into the health of
the Internet and into suspicious activities.

The Law Enforcement and Intelligence branch is to facilitate information
sharing and collaboration among law enforcement agencies, the
intelligence community, and US-CERT through the presence of liaisons
from those organizations at US-CERT.

The Future Operations branch was established in January 2007 to lead or
participate in the development of related policies, protocols, procedures,
and plans to support US-CERT’s coordination of national response to
cyber incidents.

The Mission Support branch is to manage US-CERT’s communications

mechanisms, including reports, alerts, notices, and its public and classified
Web site content.
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Figure 2: US-CERT Organizational Structure
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Cyber Analysis and
Warning Encompasses
Four Key Capabilities

Our research and observations at federal and nonfederal entities show that
cyber analysis and warning typically encompasses four key capabilities:

Monitoring—detecting cyber threats, attacks, and vulnerabilities and
establishing a baseline of system and communication network assets and
normal traffic.

Analysis—using the information or intelligence gathered from monitoring
to hypothesize about what the threat might be, investigate it with technical
and contextual expertise and identify the threat and its impact, and
determine possible mitigation steps. Analysis may be initiated in reaction
to a detected anomaly. This is a tactical approach intended to triage
information during a cyber incident and help make decisions. It may also
be predictive, proactively reviewing data collected during monitoring to
look at cyber events and the network environment to find trends, patterns,
or anomaly correlations that indicate more serious attacks or future
threats.

Warning—developing and issuing informal and formal notifications that
alert recipients in advance of potential or imminent, as well as ongoing,
cyber threats or attacks. Warnings are intended to alert entities to the
presence of cyber attack, help delineate the relevance and immediacy of
cyber attacks, provide information on how to remediate vulnerabilities
and mitigate incidents, or make overall statements about the health and
welfare of the Internet.
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Response—taking actions to contain an incident, manage the protection
of network operations, and recover from damages when vulnerabilities are
revealed or when cyber incidents occur. In addition, response includes
lessons learned and cyber threat data being documented and integrated
back into the capabilities to improve overall cyber analysis and warning.

Through our consultations with experts, we found that the terminology
may vary, but the functions of these capabilities are fairly consistent
across cyber analysis and warning entities. Figure 3 depicts the basic
process of cyber analysis and warning capabilities.

Figure 3: A Simplified View of How Cyber Analysis and Warning Capabilities Are Executed
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Source: GAO analysis.

Typically, cyber analysis and warning is executed, or managed, from a
central focal point known as an operation center or watch center. Such
centers can serve a single organization or a number of organizations.
Centers generally include physically and electronically connected
multidisciplinary teams with access to a variety of communication and
software tools. The teams are made up of specialized analysts, sometimes
referred to as watch standers, with a combination of expertise in
information security, intelligence, and cyber forensics. Teams may also
include subject area experts with specialized expertise in certain critical
infrastructure sectors, industries, or technologies. The centers operate
tools that integrate data and facilitate analysis by the watch standers. The
d