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What GAO Found

TSA has taken actions to evaluate the security risks associated with the
commercial vehicle sector, including assessing threats and initiating
vulnerability assessments, but more work remains to fully gauge security
risks. Risk assessment uses a combined analysis of threat, vulnerability, and
consequence to estimate the likelihood of terrorist attacks and the severity of
their impact. TSA conducted threat assessments of the commercial vehicle
sector and has also cosponsored a vulnerability assessment pilot program in
Missouri. However, TSA’s threat assessments generally have not identified the
likelihood of specific threats, as required by DHS policy. TSA has also not
determined the scope, method, and time frame for completing vulnerability
assessments of the commercial vehicle sector. In addition, TSA has not
conducted consequence assessments, or leveraged the consequence
assessments of other sectors. As a result of limitations with its threat,
vulnerability, and consequence assessments, TSA cannot be sure that its
approach for securing the commercial vehicle sector addresses the highest
priority security needs. Moreover, TSA has not developed a plan or time frame
to complete a risk assessment of the sector. Nor has TSA completed a report
on commercial trucking security as required by the Implementing
Recommendations of the 9/11 Commission Act (9/11 Commission Act).

Key government and industry stakeholders have taken actions to strengthen
the security of commercial vehicles, but TSA has not assessed the
effectiveness of federal programs. TSA and the Department of Transportation
(DOT) have implemented programs to strengthen security, particularly those
emphasizing the protection of hazardous materials. States have also worked
collaboratively to strengthen commercial vehicle security through their
transportation and law enforcement officials’ associations, and the
establishment of fusion centers. TSA also has begun developing and using
performance measures to monitor the progress of its program activities to
secure the commercial vehicle sector, but has not developed measures to
assess the effectiveness of these actions in mitigating security risks. Without
such information, TSA will be limited in its ability to measure its success in
enhancing commercial vehicle security.

While TSA has also taken actions to improve coordination with federal, state,
and industry stakeholders, more can be done to ensure that these
coordination efforts enhance security for the sector. TSA signed joint
agreements with DOT and supported the establishment of intergovernmental
and industry councils to strengthen collaboration. TSA and DOT completed an
agreement to avoid duplication of effort as required by the 9/11 Commission
Act. However, some state and industry officials GAO interviewed reported
that TSA had not clearly defined stakeholder roles and responsibilities
consistent with leading practices for collaborating agencies. TSA has not
developed a means to monitor and assess the effectiveness of its coordination
efforts. Without enhanced coordination with the states, TSA will have
difficulty expanding its vulnerability assessments.
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United States Government Accountability Office

Washington, DC 20548

February 27, 2009

The Honorable Bennie G. Thompson
Chairman

Committee on Homeland Security
House of Representatives

Dear Mr. Chairman:

Numerous incidents around the world have highlighted the vulnerability
and accessibility of commercial trucks and buses to terrorists and other
persons intending to do harm, including domestic attacks using
commercial trucks at the Oklahoma City Murrah Federal Building in 1995
(fig. 1) and the World Trade Center in 1993, as well as bombings using
trucks of U.S. embassies in Kenya and Tanzania in 1998. Between 1997 and
2008, there have been 510 terrorist truck and bus bombing attacks
worldwide resulting in over 6,000 deaths and, due in large part to the
current conflict in Iraq, there was a large surge of truck bombings during
2007. Commercial vehicles play an essential role in moving goods and
people throughout the country. For purposes of this report, commercial
vehicles refers to those vehicles used in the commercial trucking industry
(e.g., for-hire and private trucks moving freight, rental trucks, and trucks
carrying hazardous materials) and the commercial motor coach industry
(i.e., intercity, tour, and charter buses).!

1 . . .

Intracity buses and rail are part of urban mass transit systems. We are currently
conducting a separate review of mass transit and passenger rail security and plan to report
on the results in early 2009.
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Figure 1: Murrah Federal Building, Oklahoma City

P /

Source: Disaster Assistance and Rescue Team, Ames Research Center, National Aeronautics and Space Administration.

More than a million commercial trucking companies transport 65 percent
of the nation’s daily freight, including almost 800,000 shipments of
hazardous materials daily. Commercial buses carry 775 million passengers
annually, more than commercial aviation carries. The openness of the
nation’s highway transportation system allows these vehicles and their
operators to move freely and, with the exception of commercial trucks
carrying hazardous materials, under almost no restrictions. The open
operational environment, sizeable volume, and accessibility of commercial
vehicles also presents challenges in addressing potential threats to the
system. The Department of Homeland Security’s (DHS) Transportation
Security Administration (TSA) has primary responsibility for securing the
commercial vehicle sector.” Within TSA, the Highway and Motor Carrier
(HMC) Division is responsible for ensuring highway and motor carrier
security. The Department of Transportation’s (DOT) Pipeline and
Hazardous Materials Safety Administration (PHMSA) and Federal Motor
Carrier Safety Administration (FMCSA), state and local law enforcement

2 Transportation sectors are also referred to as modes of transportation.
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agencies, and private companies that own and operate commercial
vehicles also have responsibilities related to the security of commercial
vehicles. PHMSA is responsible for developing hazardous materials
security regulations, and FMCSA is responsible for enforcing those
regulations through safety and security inspections. State and local
governments coordinate with FMCSA as they conduct their own safety
and security inspections, while private commercial vehicle firms are
ultimately responsible for personnel, vehicle, and terminal security within
the commercial vehicle sector.

Given competing homeland security priorities and limited resources,
Congress and the executive branch must make difficult policy decisions in
order to prioritize security efforts and direct resources to the areas of
greatest risk among all transportation modes and across other nationally
critical sectors, such as the chemical and energy sectors. Within the
commercial vehicle sector, federal, state, and local agencies and private
commercial vehicle firms must also identify and invest in appropriate
security measures to safeguard the industry while supporting other capital
and operational improvements. The National Commission on Terrorist
Attacks upon the United States (the 9/11 Commission) recommended that
the federal government use risk management principles to determine how
best to allocate limited resources. Further, the Intelligence Reform and
Terrorism Prevention Act of 2004 requires DHS to develop risk-based
priorities across all transportation modes in its National Strategy for
Transportation Security.” A risk management approach entails a
continuous process of managing risks through a series of actions,
including setting strategic goals and objectives, assessing and quantifying
risks, evaluating alternative security measures, selecting which measures
to undertake, and implementing and monitoring those measures. The
Secretary of DHS and the Assistant Secretary, TSA, have identified that
risk-based decision making is a cornerstone of departmental and agency
policy.

Homeland Security Presidential Directive 7 (HSPD-7), issued in December
2003, directed DHS to establish policies and approaches for integrating
critical infrastructure protection and risk management activities.
Specifically, federal departments and agencies, working with state and
local governments and the private sector, are to identify, prioritize, and
coordinate the protection of critical infrastructure and key resources to

*Pub. L. No. 108-458, § 4001(a), 118 Stat. 3638, 3710 (2004).
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prevent, deter, and mitigate the effects of deliberate efforts to destroy,
incapacitate, or exploit them.* As required by HSPD-7, in June 2006, DHS
issued the National Infrastructure Protection Plan (NIPP), which outlines
national goals, objectives, milestones, and key initiatives with respect to
the protection of critical infrastructure and provides a framework for the
development of sector-specific security plans. In accordance with the
NIPP and Executive Order 13416, DHS developed the Transportation
Systems Sector-specific Plan (TSSP) to govern its strategy for securing the
transportation sector, as well as annexes for each mode of transportation,
including highway infrastructure and motor carrier transportation. The
NIPP and TSSP require a strategy based on a risk assessment process of
considering threat, vulnerability, and consequence assessments together
to determine the likelihood of terrorist attacks and the severity of their
impact.

You expressed interest in the progress TSA has made in setting priorities
and implementing measures to enhance the security of commercial
vehicles, as well as the security practices that commercial trucking and
motor coach industries have implemented. This report addresses the
following questions: (1) To what extent has TSA assessed the security
risks associated with commercial vehicles and used this information to
develop and implement a security strategy? (2) What security actions have
key government and private sector stakeholders taken to mitigate
identified risks to commercial vehicle security, and to what extent has TSA
measured the effectiveness of its actions? (3) To what extent has TSA
coordinated its strategy and efforts for securing commercial vehicles with
other federal entities, states, and private sector stakeholders?

To determine the extent to which TSA has assessed the security risks
associated with commercial vehicles and used this information to develop
and implement a security strategy, we analyzed strategic security planning
documents and risk assessment documentation—including assessments of
threat, vulnerability, and consequences—and interviewed agency officials.
Specifically, we reviewed DHS and TSA’s threat assessments and
interviewed officials from TSA’s Office of Intelligence and HMC. To
evaluate TSA’s efforts to assess vulnerability, we examined the results of
its vulnerability assessments, known as Corporate Security Reviews
(CSRs), attended two Missouri Pilot CSRs, and met with TSA HMC

*On December 17, 2003, President Bush issued HSPD-7 addressing critical infrastructure
identification, prioritization, and protection.
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officials, FMCSA field inspectors, and Missouri state officials to discuss
the CSRs. We also met with DOT FMCSA officials regarding their security
inspection programs. To assess TSA’s efforts to conduct consequence
assessments, we interviewed officials from TSA’s HMC and DHS’s National
Protection and Programs Directorate. We also reviewed risk assessment
and strategy documents and interviewed HMC officials to determine the
extent to which their risk assessments were informing TSA’s security
strategy, and we compared their actions to DHS risk management
guidance.

To identify the security actions key federal government stakeholders have
taken to mitigate risks to commercial vehicle security, and the extent to
which TSA has measured the effectiveness of its actions, we reviewed
agency annual reports, field risk assessment summaries, and performance
reports, and interviewed officials from TSA, PHMSA, and FMCSA. To
identify state actions, we interviewed officials of two associations
representing state transportation and law enforcement organizations. We
also interviewed officials from eight states and conducted site visits at
five. We selected these states in a nonprobability sample based on certain
characteristics, including their proximity to critical infrastructure and
potential terrorist targets such as large population centers, and the amount
of hazardous materials originating in the state. To identify private industry
actions, we examined inspections data from TSA, and reviewed
documents from industry trade associations on the guidance they provided
to their members. The quality of TSA’s CSR inspection data was previously
assessed by the Missouri Pilot Evaluation. We reviewed the pilot
evaluation and concurred with its conclusion that the Missouri sample was
not representative of the commercial vehicle industry in Missouri or the
industry nationwide. We chose industry associations based on a review of
the industry and discussions with TSA. We chose 12 industry associations
that represent trucking firms, owner operators and truck drivers, truck
manufacturers, truck rental and leasing companies, hazardous materials
shippers, and intercity and tour bus companies. We also interviewed
leadership of the Highway and Motor Carrier Sector Coordinating Council
(SCC), and conducted site visit interviews with 26 commercial truck and
bus companies selected on the basis of characteristics including size,
location, and other factors. Because we selected a nonprobability sample
of commercial vehicle firms and states, the information we obtained from
these interviews and visits cannot be generalized to all commercial vehicle
companies. However, we believe that observations obtained from these
visits provided us with a greater understanding of the industry’s and state’s
operations and perspectives. To assess the extent to which TSA has
measured the effectiveness of its security actions, we used guidance from
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Results in Brief

the Government Performance Results Act (GPRA) and DHS guidelines as
criteria; assessed TSA planning, budgeting, and performance measurement
documents; and interviewed agency officials.

To review TSA’s efforts to coordinate its strategy and efforts for securing
commercial vehicles with other federal entities, we reviewed DHS’s
memorandum of understanding with DOT and subsequent annexes that
identify the roles and responsibilities of DHS and DOT components related
to the security of commercial vehicles, and interviewed officials from TSA,
PHMSA, and FMCSA. In addition, we reviewed statutes relating to DHS
and DOT roles and responsibilities, as well as related regulations and
associated comments provided during the rulemaking process. To assess
TSA’s coordination with states, we interviewed state officials in the eight
states we selected. We also reviewed documentation of state law
enforcement and transportation associations’ communication with TSA
and interviewed their officials. To assess TSA’s coordination with private
industry, we reviewed documentation of coordination and communication
and interviewed members of the SCC and the 26 private firms we visited.
We then discussed a synopsis of these agency, state, and industry
comments with TSA officials to obtain their perspectives. Finally, we
compared TSA’s efforts to collaborate and coordinate with stakeholders to
leading practices of collaborating agencies.’

We conducted this performance audit from October 2006 through
February 2009 in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives. We believe
that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives. For a more detailed
discussion of our objectives, scope, and methodology, see appendix 1.

TSA has taken actions to assess the security risks associated with the
commercial vehicle sector, including assessing threats, initiating
vulnerability assessments, and developing security best practices, but
more work remains to fully assess the security risks of commercial trucks
and buses, and to ensure that this information is used to inform TSA’s

’GAO, Results-Oriented Government: Practices That Can Help Enhance and Sustain
Collaboration among Federal Agencies, GAO-06-15 (Washington, D.C.: October 2005).
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security strategy. Risk assessment is the process of considering threat,
vulnerability, and consequence assessments to determine the likelihood of
terrorist attacks and the severity of their impact. TSA has and continues to
conduct threat assessments of the commercial vehicle sector, and has
reported that Vehicle Borne Improvised Explosive Devices, or truck
bombs, are the most likely tactic. TSA has also cosponsored a large
number of vulnerability assessments of the commercial vehicle sector
through a pilot initiative in the state of Missouri, known as Corporate
Security Reviews (CSRs), and is in the process of expanding its CSR
program to Michigan and Colorado. In addition, TSA has begun gathering
evacuation data that could inform consequence assessments, and is also in
the process of conducting threat scenarios of commercial vehicle security
risks. Although TSA has taken actions to assess risks to the commercial
vehicle sector, it can further strengthen and complete these efforts.
Specifically, TSA’s threat assessments generally did not identify the
likelihood of specific threats as required by the NIPP, and the agency has
not yet developed a plan to regularly provide specific threat likelihood
estimates. Regarding vulnerability, TSA’s contracted evaluation of the
Missouri CSR pilot program was completed 2 years ago and made a
number of recommendations to expand and improve the CSR program,
which TSA has not fully addressed. For example, TSA has not addressed
the evaluation’s recommendation that it draw a more statistically
representative sample for its CSR interviews. As a result, the agency
cannot be sure that its CSR efforts will fully identify the vulnerabilities of
the sector. Standards for internal controls for the federal government state
that findings and deficiencies reported in audits and other reviews should
be promptly reviewed, resolved, and corrected within established time
frames. TSA also has not determined the scope, method, or time frame it
will use to complete vulnerability assessments of the commercial vehicle
sector and its diverse firms. Without completing industry vulnerability
assessments as required by HSPD-7 and the NIPP, TSA cannot complete an
overall assessment of the industry security risks. In addition, TSA has not
conducted assessments of consequences of a terrorist attack on the
commercial vehicle sector, or developed a plan to conduct sector wide
consequence assessments. The agency also has not determined the scope
and method required for risk assessments for the commercial vehicle
sector, specifically the mix of expert and field-level risk assessments it
intends to use and how it plans to integrate the two. Nor has the agency
leveraged the risk assessments of other sectors to gauge the consequences
of truck bomb attacks on the nation’s critical infrastructure. TSA has
identified that one of its strategic goals is to inventory the security status
of the nation’s highway and motor carrier systems. Standard practices in
program and project management include developing a road map, or a
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program plan, to achieve programmatic results within a specified time
frame or milestones. However, at present, TSA does not have a plan
specifying the degree to which further risk assessments of the commercial
vehicle industry are needed and the level of resources required to
complete these assessments, nor has TSA established a time frame for
completing its risk assessment efforts. Without a plan and a time frame to
complete threat, vulnerability, and consequence assessments for the
commercial vehicle sector, or an existing strategy that is based on
available intelligence information, TSA cannot be assured that its
approach for securing the commercial vehicle sector is aligned with the
highest priority security needs. In lieu of a completed risk assessment,
TSA leadership has decided to implement a current strategy which focuses
on examining security risks posed by the shipment of hazardous materials.
However, available information from ongoing risk assessments does not
appear to support this emphasis, and the basis for TSA’s decision for this
strategy is unclear. TSA also has not completed a report as required by the
Implementing Recommendations of the 9/11 Commission Act (9/11
Commission Act) on commercial trucking security.

Key government and industry stakeholders have taken actions to
strengthen the security of the commercial vehicles sector, but TSA has not
completely assessed the effectiveness of federal actions. At the federal
level, DHS and DOT have implemented a number of programs designed to
strengthen the security of the commercial vehicle sector, including
conducting security assessments and implementing hazardous materials
security programs. States have also worked individually and
collaboratively through their state transportation and law enforcement
associations to strengthen the security of commercial vehicles and
highway infrastructure, establishing various committees and implementing
joint initiatives with TSA and DOT. In addition, commercial truck and
motor coach industry associations we contacted reported that they were
generally assisting their members to improve security by providing them
with a variety of best practices guidance. Regarding the preparedness of
individual firms, the Missouri CSR pilot evaluation showed that the more
highly regulated firms carrying hazardous materials were implementing
more security measures to mitigate their risks, while truck companies not
transporting hazardous materials were implementing few of TSA’s best
security practices. Our site visits to 26 commercial truck and bus
companies found that most of these companies had implemented basic
security measures, but the prevalence and sophistication of these
practices varied. TSA has begun developing and using performance
measures to assess the progress of commercial vehicle security programs,
but does not have outcome data to monitor how effectively its programs
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are achieving their intended purpose, as suggested by GPRA and the
Transportation Sector Security Plan. TSA officials agreed that
opportunities exist to develop outcome-based performance measures for
its commercial vehicle security programs, and stated that they would like
to do so in the future. Without outcome measures and data, TSA will not
be able to measure its success in achieving the ultimate goal of enhancing
the security of the commercial vehicle sector. Moreover, as we have
previously reported, GPRA provides a means for agencies to ensure that
program strategies are mutually reinforcing, and, as appropriate, common
or complementary performance measures are used. Although TSA officials
stated that performance data for these programs are important to monitor
the effectiveness of federal efforts to secure the sector, they lacked an
agreement to receive performance measurement data for commercial
vehicle security programs from FMCSA. However, after the 9/11
Commission Act required TSA and FMCSA to complete an annex to a
memorandum of understanding (MOU), an agreement was concluded in
October 2008 which included procedures to implement data sharing.

While TSA has taken actions to strengthen coordination with federal,
state, and industry stakeholders related to commercial vehicle security,
more can be done to ensure that these coordination efforts enhance
security for the sector. Our previous work has shown that leading
practices for collaborating agencies include defining a common outcome
and complementary strategy, agreeing on roles and responsibilities,
leveraging stakeholder resources, and developing mechanisms to monitor,
evaluate, and report on the results of the collaborative effort.® DHS and
DOT have signed an MOU, which established broad areas of responsibility,
and TSA signed an additional annex with PHMSA to enhance coordination.
Moreover, TSA has established an intergovernmental council to coordinate
with federal and state officials and supported the creation of an industry
council to gather feedback and input regarding the commercial vehicle
sector. DOT officials expressed general satisfaction with their overall level
of coordination with TSA. However, without an agreement with FMCSA,
TSA had made limited progress in leveraging FMCSA resources and
resolving potentially duplicative security inspections. After the 9/11
Commission Act required TSA and FMCSA to complete an annex to the
MOU to reduce potential duplication of effort, an agreement was
concluded in October 2008. Some state and industry officials we
interviewed raised concerns about TSA’s coordination and communication

See GAO-06-15.
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with the sector on developing a security strategy and defining roles and
responsibilities for the industry. For example, one group of state
transportation officials stated that they tried to discuss with TSA and DHS
what role the states play in transportation security, but according to these
officials, neither agency responded by providing fully defined roles or
communicating TSA’s strategy to secure commercial vehicles. Other state
officials said they had to delay implementing their own initiatives pending
TSA clarification of state roles and responsibilities. Although TSA has
leveraged the resources of the State of Missouri to conduct CSR
vulnerability assessments, and recently reached agreements to expand
them to Michigan and Colorado, the agency has made limited progress in
coordinating the expansion of CSRs to other states. Without enhanced
coordination, it will be difficult for TSA to expand the CSR approach to
other states. Finally, TSA stated that it has taken steps to interact with
industry regarding the security of the sector and has also leveraged its
expertise to strengthen security. However, the agency has not developed a
process to monitor the effectiveness of its coordination efforts with this
very large and diverse sector, consistent with leading practices for
collaborating agencies. Without such a process, TSA will have difficulty
enhancing and sustaining collaborative efforts and identifying areas for
improvement.

To help strengthen the security of commercial vehicles in the United
States and leverage the knowledge and practices employed by key federal
and nonfederal stakeholders, we are recommending that the Assistant
Secretary of the Transportation Security Administration establish a plan
and a time frame for completing risk assessments of the commercial
vehicle sector and use this information to support future updates of the
Transportation Sector Strategic Plan; clarify the basis for the current risk
reduction strategy; develop outcome-based performance measures, to the
extent possible, to assess the effectiveness of its programs to enhance the
security of the commercial vehicle sector; and establish a process to
strengthen coordination with the commercial vehicle industry, including
ensuring that roles and responsibilities of industry and government are
fully defined and clearly communicated, new approaches to enhance
communication are considered, and the effectiveness of its coordination
efforts are monitored and assessed. We provided a draft copy of this
report to DHS and DOT for review. DHS, in its written comments,
generally concurred with our findings and recommendations and
discussed efforts underway to address them. DOT provided additional
technical comments, which were incorporated as appropriate.
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Background

Certain characteristics of commercial trucks and buses make them
inherently vulnerable to terrorist attacks and therefore difficult to secure.
The commercial trucking and bus industries are open by design, with
multiple access points and terminals so that vehicles can move large
numbers of people and volumes of goods quickly. The openness of this
sector and the large numbers of riders and quantities of goods on vehicles
with access to metropolitan areas or tourist destinations also make them
both difficult to secure and attractive targets for terrorists because of the
potential for mass casualties and economic damage and disruption. In
addition, the multitude of private commercial truck and bus companies
and their diversity in size and cargo complicate efforts to develop security
measures and mitigation strategies that are appropriate for the entire
industry.

Between 1997 and 2008 there were 510 terrorist-related commercial truck
and bus bombing attacks worldwide, killing over 6,000 people, with 106
bombings occurring during 2007 alone, killing over 2,500 people. Of the
510 bombings since 1997, 364 have been bus bombings and 146 have been
truck bombings; 156 have been in Iraq and 354 have been in countries
other than Iraq. In 2007, the use of truck bombs as a terrorist tactic more
than tripled and resulted in 2072 deaths.” While trucks were involved in
Jjust 29 percent of the bombings since 1997, they accounted for 56 percent
of the deaths. Vehicle Borne Improvised Explosive Devices (VBIEDs) are
vehicles loaded with a range of explosive materials that are detonated
when they reach their target. VBIEDs can also be used to explode
flammable fuel trucks, and disperse toxic substances. Terrorists have used
a variety of trucks—rental, refrigerator, cement, dump, sewerage, gasoline
tanker, trucks with chlorine and propane tanks, and fire engines—to
attack a broad range of critical infrastructure, including police and military
facilities, playgrounds, childcare centers, hotels, and bridges. Worldwide,
commercial buses have also been attacked numerous times, including in
Israel, England, Iraq, the Philippines, Lebanon, Sri Lanka, India, Russia,
and Pakistan.® In the United States, terrorists used a commercial truck
containing fertilizer-based explosives to attack the World Trade Center in
1993, killing 6 and injuring 1,000 people. Two years later, a similar attack
occurred at the Alfred P. Murrah Federal Building in Oklahoma City,
Oklahoma, killing 168 people and injuring more than 800. Terrorists have
also targeted overseas U.S. military personnel with commercial VBIEDs at

"In 2007, 1865 of 2072 truck bombing deaths were in Iraq.

® There have also been shootings and kidnappings of drivers.
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the Marine barracks in Lebanon (1983), Khobar Towers in Saudi Arabia
(1996), and at U.S. embassies in Kuwait (1983), Lebanon (1984), Kenya
(1998), and Tanzania (1998). Figure 2 charts the number of worldwide
bombings involving commercial truck or buses since the 1997. See
appendix II for more information on truck and bus bombing incidents.

Figure 2: Worldwide Terrorist Truck and Bus Bombings from January 1997 through
December 2008"
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Source: GAO analysis of global terrorism data.

°Data on the incidents of truck and bus bombings were based on a systematic search of the Global
Terrorism Database, Nexis, and Dialog databases. GAO determined which databases and search
terms were to be used through a pilot study which also explored the various potential threats to
validity and how to mitigate them. To use only the most reliable data, we limited the search to 1997
through 2008. Incidents directed at troops in combat were not counted; however, incidents directed at
civilians or other targets in active war zones such as Iraq and Afghanistan are included. Bus attacks
include attacks on bus stations and bus stands. For further information on the methodology and
results of our database searches, see app. Il.

Stakeholder Roles and
Responsibilities

DHS and DOT share responsibility for securing the commercial vehicle
sector. Prior to the terrorist attacks of September 11, 2001, DOT was the
primary federal entity involved in regulating commercial vehicles. In
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response to September 11, 2001, Congress passed the Aviation and
Transportation Security Act (ATSA) of 2001, which created and conferred
upon TSA broad responsibility for securing all transportation sectors.’ In
2002, Congress passed the Homeland Security Act, which established DHS,
transferred TSA into DHS, and gave DHS responsibility for protecting the
nation from terrorism, including securing the nation’s transportation
systems." Although TSA is the lead agency responsible for the security of
commercial vehicles, including those carrying hazardous materials," DOT
maintains a regulatory role with respect to hazardous materials."
Specifically, DOT continues to issue and enforce regulations governing the
safe transportation of hazardous materials. In addition, the Homeland
Security Act expanded DOT’s responsibility to include ensuring the
security, as well as the safety, of the transportation of hazardous
materials.” Accordingly, within DOT, PHMSA is responsible for
developing, implementing, and revising security plan requirements for
carriers of hazardous materials, while FMCSA inspectors enforce these
regulations through reviews of the content and implementation of these
security plans.

In 2004, based on a recommendation we made, DHS and DOT entered into
a memorandum of understanding (MOU) to delineate the agencies’ roles
and responsibilities with respect to transportation security. In 2006, TSA
and PHMSA completed an annex to the MOU related to the transportation
of hazardous materials. This annex identifies TSA as the lead federal entity
for the security of the transportation of hazardous materials, and PHMSA
as responsible for promulgating and enforcing regulations and
administering a national program of safety and security related to the
transportation of hazardous materials. In addition, the 9/11 Commission
Act requires that, by August 2008, DHS and DOT complete an annex to the
MOU that would govern the roles of the two agencies regarding the
security of commercial motor vehicles."

? Pub. L. No. 107-71, § 101(a), 115 Stat. 597, 597 (2001).
' Pub. L. No. 107-296, 116 Stat. 2135 (2002).

" See Pub. L. No. 110-53, § 1310, 121 Stat. 266, 400 (2007); Pub. L. No. 107-71, 115 Stat. 597
(2001); HSPD-7; Exec. Order No. 13,416, 71 Fed. Reg. 71,033 (Dec. 5, 2006).

249 U.S.C. § 5103.
3 Pub. L. No. 107-296, § 1711, 116 Stat. 2135, 2319-20 (2002) (codified at 49 U.S.C. § 5103).
" Pub. L. No. 110-53, § 1541, 121 Stat. 266, 469 (2007) (codified at 6 U.S.C. § 1186).
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State and local governments also play a key role in securing commercial
vehicles. States own, operate, and have law enforcement jurisdiction over
significant portions of the infrastructure—including highways, tunnels,
and bridges—that commercial vehicles use. Further, state and local
governments respond to emergencies involving commercial vehicles
which travel within and through their jurisdictions daily. Many states also
have departments of homeland security with firsthand knowledge of
hazardous materials shippers and routing, local smuggling operations, and
individuals and groups to be monitored for security reasons. Some states
also have fusion centers that collect relevant law enforcement and
intelligence information to coordinate the dissemination of alerts and
assist in emergency response. State transportation and law enforcement
officials also conduct vehicle safety inspections and compliance reviews,
sometimes in coordination with FMCSA."

Although all levels of government are involved in the security of
commercial vehicles, primary responsibility for securing commercial
vehicles rests with the individual commercial vehicle companies
themselves. Truck and bus companies have responsibility for the security
of day-to-day operations. As part of these operations, they ensure that
company personnel, vehicles, and terminals---as well as all of the material
and passengers they transport-——are secured. Faced with tight competition,
low margins, and, in some sectors, high driver turnover, some industry
officials that we interviewed stated that devoting resources to security has
remained a challenge. A variety of national organizations represent
commercial trucking and motor coach industry interests. Many of these
organizations disseminate pertinent security bulletin information from
DHS and DOT to their members. Some have also developed and provided
their members with security information and tools—such as security
check lists and handbooks—to meet members’ security needs. See
appendix III for a list of the major industry associations representing the
truck and motor coach industries interviewed by GAO.

> Some of these inspections are funded through FMCSA'’s Motor Carrier State Assistance
Program (MCSAP), which provides financial assistance to certain state and local
jurisdictions. This assistance may be used to conduct compliance reviews of state safety
regulations. MCSAP is a federal grant program administered by FMCSA that provides
financial assistance to states to reduce the number and severity of crashes and hazardous
materials incidents involving commercial motor vehicles.
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Legislation and
Regulations Governing the
Security of Commercial
Vehicles

Although ATSA, passed in November 2001, includes numerous
requirements for TSA regarding securing commercial aviation, it does not
include any specific requirements related to the security of land
transportation sectors. '* However, with regard to all sectors of
transportation, ATSA generally requires TSA to:

receive, assess, and distribute intelligence information related to
transportation security;

assess threats to transportation security and develop policies, strategies,
and plans for dealing with those threats, including coordinating
countermeasures with other federal organizations; and,

enforce security-related regulations and requirements.

Other legislation, specifically the USA PATRIOT Act and the 9/11
Commission Act, requires TSA to take specific actions to ensure the
security of commercial vehicles. The USA PATRIOT Act provides that a
state may not issue to any individual a license to transport hazardous
materials unless that individual is determined not to pose a security risk."
TSA regulations require that drivers who transport hazardous materials
undergo a security threat assessment that consists of an evaluation of a
driver’s criminal history, immigration status, mental capacity, and
connections to terrorism to determine if the driver poses a security risk."
The 9/11 Commission Act also requires that the Secretary of Homeland
Security, by August 2008, submit a report to Congress that includes, among
other things, a security risk assessment on the trucking industry, an
assessment of industry best practices to enhance security, and an
assessment of actions already taken by both public and private entities to
address identified security risks."” The act also mandates that the Secretary
develop a tracking program for motor carrier shipments of hazardous
materials by February 2008.* With regard to intercity buses, the act

' Pub. L. No. 107-71, 115 Stat. 597 (2001).
49 U.S.C. § 5103a(a)(1).
¥ 49 C.F.R. pt. 1572.

' The report must also include an assessment of the economic impact that security
upgrades of trucks, truck equipment, or truck facilities may have on the trucking industry
and its employees, including independent owner-operators; an assessment of ongoing
research by public and private entities and the need for additional research on truck
security; and an assessment of the current status of secure truck parking. Pub. L. No. 110-
53, § 15640, 121 Stat. 266, 468 (2007).

0 Id. at § 1554, 121 Stat. at 473 (codified at 6 U.S.C. § 1204).
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requires that the Secretary issue regulations by February 2009 requiring
high-risk, over-the-road bus operators to conduct vulnerability
assessments and develop and implement security plans.” The act further
mandates that the Secretary of Homeland Security issue regulations by
February 2008 requiring all over-the-road bus operators to develop and
implement security training programs for frontline employees, and that the
Secretary establish a security exercise program for over-the-road bus
transportation.” The act also requires DOT to take specific actions related
to the security of commercial vehicles. For example, the Act requires that
the Secretary of Transportation, by August 2008, analyze the highway
routing of hazardous materials, and develop guidance to identify and
reduce safety and security risks.”

DOT’s PHMSA has issued regulations intended to strengthen the security
of the transportation of hazardous materials.” The regulations require
persons who transport or offer for transportation certain hazardous
materials to develop and implement security plans.” Security plans must
assess the security risks associated with transporting these hazardous
materials and include measures to address those risks. At a minimum, the
plan must include measures to (1) confirm information provided by job
applicants hired for positions that involve access to and handling of
hazardous materials covered by the security plan, (2) respond to the
assessed risk that unauthorized persons may gain access to hazardous
materials, and (3) address the assessed risk associated with the shipment

' Id. at § 1531, 121 Stat. at 454-57 (codified at 6 U.S.C. § 1181).

® Id. at § 1534, 121 Stat. at 461-62 (codified at 6 U.S.C. § 1184); id. at § 1533, 121 Stat. at 460-
61 (codified at 6 U.S.C. § 1183).

# Id. at § 1553, 121 Stat. at 472 (2007) (codified at 6 U.S.C. § 1203).
49 C.F.R. §§ 172.700-172.804.

% Specifically, the subset of hazardous materials requiring security plans includes: (1) a
highway route-controlled quantity of a Class 7 (radioactive) material; (2) more than 25 kg
(55 Ibs) of a Division 1.1 (explosive with a mass explosion hazard), 1.2 (explosive with a
projection hazard), or 1.3 (explosive with predominately a fire hazard material); (3) more
than 1 L (1.06 qt) per package of a toxic by inhalation (TIH) material of a specified
concentration level; (4) a shipment of hazardous materials in bulk packaging having a
capacity of 13,248 L (3,500 gallons) or more for liquids or gases or more than 13.24 cubic
meters (468 cubic feet) for solids; (5) a shipment in other than bulk packaging of 2,268 kg
(5,000 1bs) gross weight or more of one class of hazardous materials for which placarding is
required; (6) a select agent or toxin regulated by the Centers for Disease Control and
Prevention; and (7) a quantity of hazardous materials that requires placarding. 49 C.F.R. §
172.800.
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of hazardous materials from origin to destination. The regulations also
require that all employees who directly affect hazardous materials
transportation safety receive training that provides awareness of security
risks associated with hazardous materials transportation and of methods
designed to enhance transportation security. Such training is also to
instruct employees on how to recognize and respond to possible security
threats. Additionally, each employee of a firm required to have a security
plan must be trained concerning the plan and its implementation.

DHS funding for commercial vehicle security consists of a general
appropriation to TSA for its entire surface transportation security
program, which includes commercial vehicles and highway infrastructure,
rail and mass transit, and pipeline, as well as and appropriations to the
Federal Emergency Management Administration (FEMA) for truck and
bus security grant programs.” Annual appropriations to TSA for surface
transportation security for fiscal years 2006 through 2009 are presented in
table 1.

|
Table 1: Annual Appropriations to TSA for Surface Transportation Security

Fiscal year Annual appropriations
2006 $36 million
2007 $37.2 million
2008 $46.6 million
2009 $49.6 million

Source: TSA.

The number of TSA full-time employees (FTEs) dedicated to highway and
motor carrier security—which includes both commercial vehicles and
highway infrastructure—has remained at about 19 FTEs annually since
fiscal year 2002.

% The component to which surface transportation grant funding has been appropriated has
changed over time, due largely to DHS restructuring. TSA distributed the transportation
security grants until fiscal year 2005, when the DHS Office for State and Local Government
Coordination and Preparedness assumed responsibility for issuing and administering the
grants. During fiscal year 2008, the grant funding was appropriated to FEMA, which is
currently responsible for distributing the grants.

*T As of May 2008, TSA HMC had 17 staff including two personnel in the risk assessment
(TVC) branch, five in trucking, four for licensing and infrastructure, and three for policy,
plans and stakeholder coordination. HMC had two staff vacancies.
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Commercial Trucking
Industry

TSA estimates that there are approximately 1.2 million commercial
trucking companies in the United States. Trucks transport the majority of
freight shipped in the United States: by tonnage, 65 percent of total
domestic freight; by revenue, 75 percent. According to TSA, 75 percent of
U.S. communities depend solely on trucking to transport commodities.
Trucks and buses have access to nearly 4 million miles of roadway in the
United States. Trucking companies range in size from a single truck to
several thousand trucks. According to DOT 2004 data, which are the most
current available, 87 percent of trucking companies operated 6 or fewer
trucks, while 96 percent operated 20 or fewer. DOT estimates that about
40,000 new commercial trucking companies enter the industry annually.
As of August 2008, nearly 11.9 million commercial trucks were registered
with DOT. Trucks come in a large variety of configurations and cargo body
types to perform a wide range of tasks. Some trucks are used for local
tasks such as construction, landscaping, or local package delivery, while
others are used for transporting cargo over-the-road or for long hauls. For
a more complete summary of DOT data on commercial trucking and bus
firms, trucks and buses, and drivers, see appendix V.

The trucking industry is diverse, involving several different sectors and
including for-hire and private fleets, truckload and less-than-truckload
carriers, bulk transport, hazardous materials, rental and leasing, and
others. For-hire firms are those for which trucking is their primary
business, while private fleets are generally used to support another
business activity, such as grocery chains and construction. According to a
2002 DOT survey, for-hire trucks represented 47 percent of the industry,
while private fleets represented 53 percent.”® While truckload carriers
move loads from point to point, less-than-truckload carriers pick up
smaller shipments and consolidate them at freight terminals. Bulk
transport firms move bulk commodities such as gasoline, cement and corn
syrup in large trailers specifically designed for each type of commodity.
Truck rental and leasing companies also are part of the commercial
trucking industry. Consumer rental companies rent trucks to walk-in
customers for short periods of time and represent 15 percent of the rental
and leasing industry. Commercial rental and leasing companies generally
lease trucks for a year or longer and account for the remaining 85 percent
of the rental and leasing industry.

2 Industry shares are by tonnage.
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With respect to the transportation of hazardous materials, of an estimated
1.2 million commercial vehicle firms, 60,682 are registered as hazardous
materials carriers, or about 5 percent of the commercial vehicle industry,
and 1,778,833 drivers are licensed to transport hazardous materials.”
Hazardous materials® are transported by truck almost 800,000 times a day,
and 94 percent of hazardous material shipments are by trucks, which
transport approximately 54 percent of hazardous materials volume (tons).
DOT PHMSA classifies hazardous materials under 9 different classes of
hazards.” Most hazardous materials shipments by truck involve flammable
liquids such as gasoline (81.8 percent), followed by gases (8.4 percent) and
corrosive materials (4.4 percent). Class 6 toxic poisons include Toxic
Inhalation Hazards (TIH) but comprise only 0.2 percent of hazardous
materials transported by truck. The shipment of security sensitive
hazardous materials such as Toxic Inhalation Hazards is of particular
concern to TSA, although the agency estimates that they represent just
.000058 percent of the commercial vehicle industry.” Eighty-one percent of
the Toxic Inhalation Hazards transported by truck is anhydrous ammonia
and 10 percent is chlorine.

Commercial Bus Industry

Commercial bus companies represent less than 1 percent of the
commercial vehicle industry, but according to TSA estimates, carry 775

* DOT data on carriers are as of August 2008.

* Federal hazardous transportation law defines a hazardous material as a substance or
material that the Secretary of Transportation has determined is capable of posing an
unreasonable risk to health and safety or property when transported in commerce. 49
U.S.C. § 5103. It includes a variety of substances such as explosive or radioactive material
and toxic materials such as anhydrous ammonia, sulfuric acid, or chlorine.

# The hazard class of dangerous goods is indicated either by its class (or division) number
or name. Most classes also are further broken out into subsidiary hazard classes. Placards
are used to identify the class or division of a material to first responders. Class 1 are
explosives which are further subdivided into explosives with a hazard of mass explosion,
projection, fire, etc.; Class 2 are flammable, nonflammable and nontoxic gases, and toxic
gases; Class 3 are flammable liquids and combustible liquids such as gasoline; Class 4 are
flammable solids, spontaneously combustible materials, and water-reactive, dangerous-
when-wet materials; Class 5 are oxidizing substances and organic peroxides; Class 6
include toxic or poisonous substances such as TIH and infectious substances; Class 7 are
radioactive materials, Class 8 are corrosive substances; and class 9 are miscellaneous
hazardous materials, products, substances, or organisms.

% Toxic Inhalation Hazards are a gas or volatile liquid which is known to be so toxic to
humans as to pose a hazard to health during transportation, or in the absence of adequate
data on human toxicity, is presumed to be toxic to humans based on tests on laboratory
animals.
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million passengers annually. Intercity buses, or motor coaches, include
buses with regularly scheduled routes, as well as tour and charter bus
companies. In August 2008, DOT reported that there were 3,948 motor
coach carriers, with 75,285 buses. Of these carriers, fewer than 100 are
intercity bus companies, which transport passengers from city to city on
scheduled routes, while the remaining carriers operate tour and charter
buses. Most bus companies (95 percent) are small operators with fewer
than 25 buses. Intercity buses, or motor coaches, serve all large
metropolitan areas and travel in close proximity to some of the nation’s
most visible and populated sites, such as sporting events and arenas,
major tourist attractions, and national landmarks. A few intercity bus
carriers also travel internationally to Canada and Mexico. According to a
study commissioned by DOT, the accessibility and open nature of the
motor coach industry make it difficult to protect these assets, and the level
of security afforded to the infrastructure of the motor coach industry is
relatively low compared to the commercial aviation sector, despite the fact
that the motor coach industry handles more passengers a year.”

Risk Management
Approach to Guide
Homeland Security
Investments

HSPD-7 directed the Secretary of DHS to establish uniform policies,
approaches, guidelines, and methodologies for integrating federal
infrastructure protection and risk management activities. Recognizing that
each sector possesses its own unique characteristics and risk landscape,
HSPD-7 designates Federal Government Sector-Specific Agencies (SSAs)
for each of the critical infrastructure sectors to work with DHS to improve
critical infrastructure security.” On June 30, 2006, DHS released the
National Infrastructure Protection Plan (NIPP), which developed—in
accordance with HSPD-7—a risk-based framework for the development of
Sector-Specific (SSA) strategic plans. The NIPP defines roles and
responsibilities for security partners in carrying out critical infrastructure
and key resources protection activities through the application of risk

» Volpe National Transportation Systems Center, Security Enhancement Study for the
U.S. Motorcoach Industry. (Cambridge, Mass.: May 2003).

3 DHS serves as the sector-specific agency for 11 of the 18 sectors: information technology;
communications; transportation systems; chemical; emergency services; nuclear reactors,
material, and waste; postal and shipping; dams; government facilities; critical
manufacturing and commercial facilities. Other sector-specific agencies are the
Departments of Agriculture, Defense, Energy, Health and Human Services, Interior,
Treasury, and the Environmental Protection Agency. See GAO, Critical Infrastructure
Protection: Sector Plans and Sector Councils Continue to Improve, GAO-07-706R
(Washington, D.C.: July 10, 2007).

Page 20 GAO-09-85 Commercial Vehicle Security


http://www.gao.gov/cgi-bin/getrpt?GAO-07-706R

management principles. Figure 3 illustrates the several interrelated
activities of the risk management framework as defined by the NIPP,
including setting security goals and performance targets, identifying key
assets and sector information, and assessing risk information including
both general and specific threat information, potential vulnerabilities, and
the potential consequences of a successful terrorist attack. The NIPP
requires that federal agencies use this information to inform the selection
of risk-based priorities and continuous improvement of security strategies
and programs to protect people and critical infrastructure through the
reduction of risks from acts of terrorism.

Figure 3: NIPP Risk Management Framework
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Source: DHS.
The NIPP risk management framework consists of the following
interrelated activities:

Set security goals: Define specific outcomes, conditions, end points, or
performance targets that collectively constitute an effective protective
posture.

Identify assets, systems, networks, and functions: Develop an inventory of
the assets, systems, and networks that comprise the nation’s critical
infrastructure, key resources, and critical functions. Collect information
pertinent to risk management that takes into account the fundamental
characteristics of each sector.

Assess risks: Determine risk by combining potential direct and indirect
consequences of a terrorist attack or other hazards (including seasonal
changes in consequences, and dependencies and interdependencies
associated with each identified asset, system, or network), known
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TSA Has Begun
Conducting Risk
Assessments of the
Commercial Vehicle
Sector, but Has Not
Completed These
Efforts or Fully Used
the Results to Support
Its Security Strategy

vulnerabilities to various potential attack vectors, and general or specific
threat information.

Prioritize: Aggregate and analyze risk assessment results to develop a
comprehensive picture of asset, system, and network risk; establish
priorities based on risk; and determine protection and business continuity
initiatives that provide the greatest mitigation of risk.

Implement protective programs: Select sector-appropriate protective
actions or programs to reduce or manage the risk identified, and secure
the resources needed to address priorities.

Measure effectiveness: Use metrics and other evaluation procedures at the
national and sector levels to measure progress and assess the
effectiveness of the national Critical Infrastructure and Key Resources
protection program in improving protection, managing risk, and increasing
resiliency.

TSA has taken actions to assess the security risks associated with the
commercial vehicle sector, including assessing threats, initiating
vulnerability assessments, and developing best security practices, but
more work remains to fully assess the security risks of commercial trucks
and buses, and to ensure that this information is used to inform TSA’s
security strategy. Although TSA has completed a variety of threat
assessments and is in the process of developing several threat scenarios
with likelihood estimates, its key annual threat assessments do not include
information about the likelihood of a terrorist attack method on a
particular asset, system or network, as required by the NIPP. However, in
September 2008, TSA reported that in response to the 9/11 Commission
Act mandate that it submit a risk assessment report on commercial
trucking security TSA was planning to use threat scenarios with likelihood
assessments for highway and motor carriers. TSA has also cosponsored a
large number of vulnerability assessments through a pilot initiative in the
state of Missouri. However, TSA has made limited progress and has not
established a plan or time frame for conducting a vulnerability assessment
of the commercial vehicle sector nationwide. Moreover, TSA has not
determined how it will address the June 2006 recommendations of the
Missouri Pilot Program evaluation report regarding the ways in which
future vulnerability assessments can be strengthened. As a result, the
agency cannot ensure that its CSR efforts will fully identify the
vulnerabilities of the sector. Standards for internal controls in the federal
government require that findings and deficiencies reported in audits and
other reviews be promptly reviewed, resolved, and corrected within
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established time frames. * In addition, TSA has not conducted assessments
of consequences of a terrorist attack on the commercial vehicle sector, or
developed a plan to conduct sectorwide consequence assessments. The
TSSP calls for a sectorwide approach and strategies to managing security
risks, and TSA has identified one of its strategic goals as conducting an
inventory of the security status of the nation’s highway and motor carrier
systems. In addition, standard practices in program and project
management call for developing a road map, or a program plan, to achieve
programmatic results within a specified time frame or milestones. TSA has
not completed a sectorwide risk assessment of the commercial vehicle
sector or determined the extent to which additional risk assessment
efforts are needed, nor has it developed a plan or a time frame for doing
so, including an assessment of the resources required to support these
efforts. In addition, TSA has not fully used available information from its
ongoing risk assessments to develop and implement its security strategy.
As aresult, TSA cannot be assured that its approach for securing the
commercial vehicle sector is aligned with the highest priority security
needs. Moreover, TSA has not completed a report as required by the 9/11
Commission Act on various aspects of commercial vehicle security.

TSA Developed Threat
Assessments of the
Commercial Vehicle
Sector, but Generally Did
Not Identify the Likelihood
of Specific Threats as
Required by the NIPP

TSA has and continues to conduct threat assessments of the commercial
vehicle sector by reviewing known terrorist goals and capabilities, and is
in the process of strengthening its efforts by developing more specific
threat likelihood information to inform agency risk assessment efforts.
TSA’s Office of Intelligence (OI) develops a variety of products identifying
the threats from terrorism, from annual threat assessments on each
transportation sector to weekly field intelligence summaries and daily
briefings. OI also disseminates additional threat and suspicious incident
information to key federal and nonfederal stakeholders as needed related
to the commercial vehicle sector. To date, these threat assessments have
found an increase in truck and bus terrorist incidents abroad and that
VBIEDs were the most likely tactic. TSA OI officials stated that they
continue to regard common VBIEDs as a greater threat than attacks using
hazardous materials such as chlorine. OI further reported that the July
2005 bus bombing in London demonstrated the capability and intent of
terrorists to bomb passenger buses in Western nations.

® See GAO, Standards for Internal Control in the Federal Government
GAO/AIMD-00-21.3.1 (Washington, D.C.: November 1999) pp. 21-22.
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While TSA’s threat assessments provide detailed summaries of recent
attacks and incidents of interest, and are useful to TSA in informing its
strategy for securing commercial vehicles, they do not include information
on the likelihood of various types of threats. The NIPP requires that in the
context of terrorist risk assessments, the threat component of the analysis
be calculated based on the estimated likelihood of a terrorist attack
method on a particular asset, system, or network.” The estimate of this
likelihood is to be based on an analysis of intent and capability of a
defined adversary, such as a terrorist group. However, TSA has not
included likelihood estimates in its annual threat assessments for the
highway and motor carrier sector.” In 2006, TSA developed rankings of the
likelihood of various tactics—such as attacks using VBIEDs, VBIED-
assisted hazardous materials, and other threats—for highway and
commercial vehicles. However, TSA subsequently excluded these
likelihood assessments in its 2008 annual threat assessment for the
highway sector and did not provide us with the rationale for this decision.
OI told us that it developed likelihood estimates for specific threat
scenarios used in the draft National Transportation Sector Risk
Assessment (NTSRA). NTSRA is being conducted by TSA to assess risks
across the entire U.S. transportation system and contains nine high-level
scenarios and threat likelihood estimates related to commercial vehicles.
Of these high-level scenarios, eight involve VBIEDs, and one involves
hazardous materials. OI rated the intent and capability of terrorists to
perform each threat scenario to provide their estimate of the relative
likelihood of each scenario. However, TSA officials could not identify
when the NTSRA will be finalized.” In addition, in June 2008, OI reported
that it would provide likelihood assessments for threat scenarios that were
to be conducted in response to a mandate in the 9/11 Commission Act that
DHS submit a risk assessment report on the commercial trucking sector.

% The NIPP defines threat as: The likelihood that a particular asset, system, or network will
suffer an attack or an incident. In the context of risk from terrorist attack, the estimate of
this is based on the analysis of the intent and the capability of an adversary; in the context
of natural disaster or accident, the likelihood is based on the probability of occurrence.

37 . . . .
Motor carriers include commercial vehicles and school buses.

% TSA officials also stated that the Aviation Domain Risk Asse